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Section 1: Getting Started

Starting the Securden Vault Service

e You can start and shut down the Vault service from the Windows Services

Manager.

e Locate Securden Vault Service and start or stop it as required. This takes

care of starting and stopping the dependent services too.

Services — a X
File Action View Help
% [ EG= no
Services (Local) O
Securden Vault Service Name Description  Status  StartupType  Log On As
£ Secondary Logon Enables start._. Manual Local System
Shop the service Securden PAM Service Privileged Ac_ Automatic (De.. Local System
Restart the service
Securden Vault Service Privileged Ac.  Running  Automatic (De.. _Local System
, Securden WPM Service Privileged Ac Automatic (De.. ~ Local System
Description: £J, Secure Socket Tunneling Pro.. Provides sup. Running  Manual Local Service
::C::ged Access Security - Securden gy oo ity Acounts Manager  Thestartup.  Running  Automatic Local System
£ Security Center The WSCSVC.  Running  Automatic (De.. Local Service
&, Sensor Data Service Delivers dat.- Manual (Trigg.. Local System
&4 Sensor Monitoring Service Monitors va_. Manual (Trigg.. Local Service
& Sensor reset service Sensorreset.. Running  Automatic Local System
&), Sensor Service Aservicefor . Running  Manual (Trigg.. Local System
, Server Supports file- Running  Automatic (Tri.. ~ Local System
hared PC Account Manager ~ Manages pr— Disabled Local System
£, Shell Hardware Detection Provides not. Running  Automatic Local System
£ Smart Card Managesac. Running  Manual (Trigg.. ~Local Service
6 Smart Card Device Enumerat.. Creates soft. Manual (Trigg.. Local System
&3 Smart Card Removal Policy  Allows the s Manual Local System I
SNMP Trap Receives tra— Manual Local Service
; Software Protection Enables the . Automatic (De.. Network Se..
, Spatial Data Service This service i Manual Local Service
£l Spot Verifier Verifies pote— Manual (Trigg.. Local System
,SQL Server (SQLEXPRESS) Providessto-  Running  Automatic Network Se...
£ 5QL Server Agent (SQLEXPRE.. Executes job-. Disabled Network Se...
SQL Server Browser Provides SQ-  Running  Automatic Local Service
,SQL Server CEIP service (SQL.  CEIPservice—  Running  Automatic NT Service\..
£, 5QL Server ViSS Writer Provides the.  Running  Automatic Local System
\ Extended / Standard /
G I s ~ B ESSG I SR, 02-01-122622 @




Note: You need not start Web Service - Securden Vault manually, as

Securden automatically takes care of this.

Troubleshooting tips:

1. The Vault Service/Web Service does not start automatically
Ensure the following:

e The Securden-cert.pem file must be present in the <Securden
Installation directory>/Conf folder.
e Web Service - Securden should be set to Manual.

e Securden Vault Service needs to be set to Automatic (Delayed Start).

Launching the Web Interface

To launch the web interface manually, open a browser and connect to the URL

below:

https://<Vault server hostname>:5454

If you have configured a port to be something other than the default port
5454, you need to enter that port in the URL instead.

In the web-login page you need to enter the login credentials.
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To access the initial unconfigured setup, make use of the default login details

as below:

Username: admin

Password: admin

Troubleshooting Tips:

During this process, you might see warning messages displayed by the
browsers. This message appears because Securden comes bundled with a
self-signed certificate. (If your administrator adds a CA-signed certificate, this

message will vanish)

e In Chrome, click Advanced and then click Proceed to <hostname>
(unsafe).
e In the case of Internet Explorer, click Details and then Go on to the

webpage.



Section 2: General Configuration Settings

Upon deploying Securden, you need to carry out certain settings before
proceeding with configuring the features. These settings are classified under

the Admin >> General section.

They include - setting up the mail server to enable Securden to send email
notifications, proxy server settings (if your organization makes use of a proxy
server to regulate internet traffic), and Securden server connectivity settings
specifying how to connect to the Securden web interface from the client
machines and the name with which the client machines identify the Securden
server host. The details of configuring these settings are explained in the

sections that follow.

Configure Mail Server Settings

Securden sends various email notifications to users/admins. This includes the
email notification that enables new users to set up access to the Vault

interface. Other email notifications include activity alerts, reports, and more.

To facilitate these emails, SMTP server details are to be configured. Navigate
to Admin>> General >> Mail Server Settings in the GUI to perform this
step.
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Notifications ®& SaMLSSO

Event Notdfication 3 Ticketing System

Emergency Access

qure Emergency Access 53 License

Integrations

Remote Distributors

High Availability

Backup

words Backup (Encrypted HTML File

Maintenance & Upgrades

Product Upgrade:

Restricted Access Over the Internet

tificate-based Authentication

In the GUI that opens, you need to enter the SMTP server details.

Connection Mode

Enter the following details:

SMTP server name: Enter the hostname or IP address of the machine that

runs the SMTP server.
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Connection Mode: Select the mode in which the SMTP accepts connections.
Select TLS or SSL for encrypted connections. The option None indicates the

default SMTP connection mode (not recommended).

SMTP Port: Specify the port in which the SMTP service listens. The default
port for TLS is 587 and SSL is 465.

Sender email address for notifications: The email address you enter here
will be displayed as the ‘sender’ when Securden triggers email notifications to

USers.

Supply Credentials: If your SMTP server requires authentication to access

it, you need to supply the credentials.

Note: If you have added accounts in Vault and wish to utilize one of the added

accounts to authenticate the SMTP server, you may click on Specify an

account already stored in Securden and select a corresponding account.

Connection Mode

You need to select the Account Type, its Address, and Title in Securden.
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s Privileged Account Manager Qv Av
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Admin > Configure SMTP Server Settings

25

jakecso@gmail.com

Supply Credentials (if authentication required)

Enter username and password ® Specify an account already stored in Securden

Azure AD v 192.168.72.2 v Email login v

m Send Test Email Cancel

After providing the required details and authentication credentials, click Save.

You can also test and validate the configuration setting by sending a test

email.

Proxy Server Settings

If your organization makes use of a proxy server to regulate internet traffic,
configure the proxy server details to facilitate Securden to connect to the

internet.

To configure proxy server details, navigate to Admin >> General >> Proxy

Server Settings.



13

Q Privileged Account Manager Qv A v

Dashboard \C s Foldeis Groups Audit s Repoits

oval Policies £ Application Server ~
&5 syslog for SIEM
+ Unix Connector

Notifications # SAMLSSO
[ Event Notifications £53 Ticketing System High Availability
{3 Password Expiration Notification £} Database Backup
General
&3 Account Expiration Notification i High Availability
EA Mail Server Settings
A Breached Passwords Identification Z=] Passwords Backup (Encrypted HTML File)
# Expired Password Rotation
S Browser Extension Maintenance & Upgrades
Emergency Access @ Securden Server Connectivity @ Product Upgrades
&) Configure Emergency Access 3 License

Restricted Access Over the Internet

Sl Certificate-based Authentication

In the GUI that opens, toggle the Enable Proxy button and then click on Add

Proxy Server

Q Privileged Account Manager Qv av
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

dmin > Proxy S

Configure Proxy Server

If your organization makes use of a proxy server to regulate intemet traffic, configure the proxy server details here to facilitate Securden to connect to the internet. If you have application servers in multiple regions, you can add the proxy servers of each
region here and associate them with their respective application servers under Admin >> Remote Distributors >> Application Server.

enable Proxy @D

Q c m ‘Add Proxy Server Set as Default Showing 0to 0 of 0 25 v

Proxy Server Name stname / IP Address Port Actions

Showing0to00f0 25 v n

In the text fields below, enter the hosthame or IP address of the machine that
hosts the proxy server. Also enter the port used by the proxy server to allow

client connections.
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a'.\p:“u t Manager AV
n

Add Proxy Server

Note: If the proxy server requires authentication, you need to enter the
credentials to enable Securden to connect to the proxy server. Click the
checkbox Supply Credentials. You can either select an account added in

Securden, or enter username and password to authenticate.

If you want to choose an account stored in Securden, you can do so by

searching for the Account type, Address, and Title in Securden.

Save the settings and then run a test to verify the internet connection.

Securden Server Connectivity

This setting is to specify how to connect to the Securden web interface from
client machines and the name with which the client machines identify the

Securden server host.

In addition to specifying how the Securden server can be accessed, you can

specify the gateway URLs for RDP and SSH connections.
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To configure server connectivity settings, navigate to Admin >> General >>

Securden Server Connectivity

v Privileged Account Manager Q

Dashboard Accounts Folders Groups Sessions Reports

Integrations ‘
23 Remote Distributors
% Active Directory Domair
Automatic Approval Policies £ Application Server
L siog for SIEN
" Unix Connector
Notifications o san
= Event Notificatic =W Ticketing System High Availability
& sword Expiration Notification £ Database Backup
General
ation Notsfication D4 High Availability
1 Mad Server Settings
A Breached Passwords identification ] Passwords Backup (Encrypted HTML File!
@ Proxy Server Setting:
#  Expired Password Rotation
¢ Extension Maintenance & Upgrades
Emergency Access Product Upgrades
@ configure Emerg
Restricted Access Over the Internet
2] Centificate-based Authentication
In the GUI that opens, enter the following details.
@ Frivileged Account Manager Qv Av

Dashboard Accounts Folders Audit Sessions

Securden Server Connectivity

This setting s to specify how to connect to Securden web interface from client machines and the name with which the client machines identify the Securden server host while deploying agents

h Securden server is running to enable client machines to establish a connection with the server. In case. you have configured an alias, you may specify the same.

URL to access Securden server: You can specify below the exact details of the ho

Web-based RDP Connections: Th cify the RDP server's gateway URL

Wieb-based SSH Connections: This fy the SSH ser y URL

ble client

Server Machine Address: Specify the exact

URL to access Securden server
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This URL refers to the exact details of the host in which the Securden server
is running to enable client machines to establish a connection with the server.
If you have configured an alias name, you may specify the same. You can also

enter the IP address or domain name.

Securden server uses port 5454 by default. If you wish to change the Server

port, follow the steps below.

To change server port:

1. Navigate to the Securden installation folder/conf directory and open the

‘server.properties’ file with Wordpad or notepad++.
2. Look for the entry "SERVER_PORT" and enter the required port humber.

3. Restart Securden Vault Service alone (DO NOT restart ‘Web Service -

Securden Vault’).

If you do not wish to enter the port number, you can change the port number

to default 443 to access Securden.

To change the https port to the default 443, follow the below steps:

e Navigate to the Securden installation folder/conf directory and open the
‘server.properties’ file with Wordpad or notepad++.

e Look for the entry "SERVER_PORT" and enter the required port
number.

e Restart Securden Vault Service alone (DO NOT restart ‘Web Service -

Securden Vault’).

After updating the ‘server.properties’ file, you may enter the modified port in

the Server Connectivity field.
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Troubleshooting tip

If you are not able to connect to Securden Server using the domain name,

then you can connect to it using the IP address.

Web-based RDP Connections

Securden helps in launching one-click, web-based RDP connections from the
interface. To facilitate that, you can specify the RDP server's gateway URL. By

default, Securden uses port 5626 for RDP connections.

If you want, you can change the RDP gateway port by following the steps

below and then enter the new port humber here.
To change RDP Server Gateway Port:

e Navigate to the Securden installation folder/conf directory and open the

‘server.properties’ file with Wordpad or Notepad++.
e Look for the entry "RDP GATEWAY PROXY PORT" and enter the new value.

e Restart Securden VaultService alone (DO NOT restart ‘Web Service -

Securden Vault).

Web-based SSH Connections

Securden helps in launching one-click, web-based SSH connections from the
interface. To facilitate that, you can specify the SSH server's gateway URL. By
default, Securden uses port 5622 for SSH connections. If you want, you can
change the SSH gateway port by following the steps below and then enter the

new port number here.



18

To change SSH Server Gateway Port Number,

e Navigate to the Securden installation folder/conf directory and open the
‘server.properties’ file with Wordpad or Notepad++.

e Look for the entry "TORNADO PROXY PORT" and enter the new value.

e Restart Securden Vault Service alone (DO NOT restart ‘Web Service -

Securden Vault’).

Server Machine Address
Specify the exact address of the machine where the Securden Server is
running to enable client machines to identify the Securden Server while

deploying agents.

Replace Self-signed Certificate

By default, Securden comes bundled with a self-signed certificate. You can
add your own Certificate Authority signed certificate by following the steps

below.

Securden requires the certificate and the private key separately. If you have

the CA certificate in .pfx format, follow the steps below:

1. Download OpenSSL (if you don't have that installed already).

You can download OpenSSL from
http://www.slproweb.com/products/Win320penSSL.html. Make sure the
'bin' folder under the OpenSSL installation is included in the 'PATH'

environment variable.


http://www.slproweb.com/products/Win32OpenSSL.html
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2. Copy your certificate (e.g., certificate.pfx) and paste it in the

system from where you can execute OpenSSL exe.

The *.pfx file is in PKCS#12 format and includes both the certificate and the

private key.

3. Run the following commands to export the private key.

e openssl pkcsl2 -in certificate.pfx -nocerts -out securden-key.pem -
nodes

e openssl rsa -in securden-key.pem -out securden-key.pem

4. Run the following command to export the certificate.

e openssl pkcs12 -in certificate.pfx -nokeys -out securden-cert.pem

Once you execute the above steps, you will get an SSL certificate and a private

key.

5. Copy the certificate and private key created above and navigate to
<Securden-Installation-Folder>/conf directory and paste the keys.

6. In services.msc, restart Securden Vault Service.

Troubleshooting tips:
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In some cases, the PEM file does not contain the private key, and this
brings up the error - Expecting: ANY PRIVATE KEY. Ensure that you
have the key along with the certificate.

Ensure that the .pfx file is in PKCS#12, as this format holds both the
certificate and key in it. Hence, we recommend the certificate be
exported in PKCS#12 format to extract the certificate and key

separately.
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Section 3: User Management

User Management

User Management deals with onboarding users in your organization into
Securden. It extends to assigning them different roles, enforcing security
settings, managing their access and permissions, de-provisioning departing
users, and more. Before you proceed with onboarding the users, certain

prerequisites are to be carried out.

Onboard Your Users

You need to create accounts for your team members to enable them to use

Securden. There are multiple options to do this. The options are:

e Importing Users from Active Directory
e Importing Users from Azure AD

e Importing Users from LDAP

e Adding Users Manually

e Importing Users from a File

Import Users from Active Directory

When you integrate with AD, Securden scans your AD domain and obtains the
users and groups in the domain. You can discover any specific user(s) or a

group of users and add them to Securden.
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Navigate to Users >> Add >> Import Users From AD in the GUI to perform

this step.

Importing from AD is a two-step process. In the first step here, you need to

supply certain details to enable Securden to scan the members in the domain.

Step 1: Establish Connectivity

This step requires you to provide certain details to enable Securden to scan

members of the domain.



23

Q Privileged Account Manager
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Import Users from AD

Help

Step 1: Establish Connectivity

Connection Mode

Domain IP Address: Specify the FQDN or IP address of the domain controller
to be scanned. You have the option to enter any number of secondary IP
addresses (secondary domain controllers) in comma separated form. This will

help Securden establish a connection if the primary is not accessible.

Connection Mode: Specify the mode (SSL/non-SSL) through which Securden

has to establish a connection with the AD domain.

e If SSL mode is selected, the domain controller should be serving over
SSL in port 636 and the certificate of the domain controller should have
been signed by a CA.

e If the certificate of the domain controller is not signed by a certified CA,
you need to import all the certificates that are present in the respective
root certificate chain - that is the certificate of the domain controller and

all the intermediate certificates if any.

You can follow the example given below to import the domain controller's
certificate into the certificate store of the Securden server machine. (However,
you may use any procedure that you would normally use to import the SSL

certificates to the machine's certificate store).
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In the Securden server machine, launch Microsoft Edge and navigate
to Tools >> Internet Options >> Content >> Certificates.

In the GUI that pops up, click Install Certificate and then choose
Local Machine in the next step.

Browse and locate the root certificate issued by the CA.

Click Next and choose the option Automatically select the
certificate store based on the type of certificate and install.
Click Import again.

Browse and locate the domain controller certificate.

Click Next and choose the option Automatically select the
certificate store based on the type of certificate and install.
Apply the changes and close the wizard.

Repeat the procedure to install other certificates in the root chain.

Supply Administrator Credentials: You need to supply administrator

credentials to enable Securden to scan the members in the domain. You may

enter the username and password manually once and this will be stored in

Securden for use during subsequent import attempts.
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Q Privileged Account Manager

Repoits

ashboard Accounts Folders Isers Groups
Specify the mode (SSL/non-SSL) thiough which Securden has
to establish connection with the AD domain. If SSL mode is

n contioller should be serving over SSL in

Secondary IP Addresses (Optional, selected, the dom
port 636 and the certificate of the domain controller should

have been signed by a CA. If the certificate of the domain
ou need to import all

contioller is not signed by a certified CA, y

~None- v the certificates that are present in the respective oot
certificate chain - that is the certificate of the domain contioller
and all the inteimediate certificates if any. For details, click

Connection Mode
Supply Administrator Credentials
You need to supply administrator credentials so as to enable
Securden to scan the members in the domain. You may enter
the usermame and password manually once and this will be

sst

Supply Administrator Credentials stored in Securden for use during subsequent import attempts.

Once you've entered the Administrator Credentials, click Next. This is the end

of step 1.

In the next step, you can discover any specific user(s) or a group of users and

add them to Securden.

Groups Audit
Hel, -
Import Users from AD P
This step is to fetch the required users and groups from the AD
domain specified

Step 2: Discover and Import This GUI offers the flexibility to fetch users from OUs/Groups in
bulk and even ic users, in a single step. That means, you
can enter the names of the OU/Groups to be discovered in a
cture here too. You have three single step. You can enter the discovery details in any

Securden fetches users and user groups from the AD domain specified. When you import user groups, Securden will maintain the same group

options here and you can exercise any or a combination of the three options below as required in a single step. combination as you wish

h users from an OU and a
the OU, click

For example, if you want to fet

lect the name

Group, first Dro

Domain Name : SE ENAN M Domain IP: 172.31.1.1 - =
Discover. Then go to t ab, select/browse the name
of the Group, click ‘Discover your discovery details and
finally click Import’. Securden will fetch all users that are part

Ous Groups Users of the OU and Group specified

e "Grou

Note: User import is subject to your license limits. In case, the
number of users you try to import exceeds the license limit, the
number of users actually imported will conform to the license

Fetch all users who are part of the selected OU/OUs. Enter your search text. Then click the ‘Discover’ button

ount. Remaining users will not be imported. You can verify the

X Ses Browse OU Tree and Select details in the next step.

Verify the Objects Selected for Discovery

curden

sults before proceeding to importing them t.

Verify your s
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Step 2: Select Users to Import

This step is to fetch the required users and groups from the AD domain
specified. When you import user groups from AD, Securden maintains the

same group structure here too.

This GUI offers the flexibility to fetch users from OUs/Groups in bulk and even
specific users, in a single step. That means you can enter the names of the
OU/Groups to be discovered in a single step. You can enter the discovery

details in any combinations (OUs, Groups, Users) as you wish.

To import OUs, select the OU tab.

1. Enter the OU name and select Discover.
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2. You can also browse from the OU tree by clicking on the Browse OU
Tree and Select option. You can select one or multiple OUs and select
Add.

& IT_USER

& Keys

L

3. You can then verify your selection in the Verify the Objects Selected
for Discovery.

4. You can then select the role for the users in OUs using the Role in
Securden dropdown.

5. Before selecting the import button, you can look into the additional
settings which are explained below.

6. Select Import.

To import Groups, select the Groups tab.

1. Enter the Group name and select Discover.
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2. You can also browse by clicking on the Browse Groups and Select
option. You can select one or multiple groups and select Add.

3. You can then verify your selection in the Verify the Objects Selected
for Discovery.

4. You can then select the role for the imported users in groups using the
Role in Securden dropdown.

5. Before selecting the import button, you can look into the additional
settings which are explained below.

6. Select Import.

To import Users, select the Users tab.

1. Enter the user name and select Discover.

2. You can then verify your selection in the Verify the Objects Selected
for Discovery.

3. You can then select the role for the individual users imported using the
Role in Securden drop down. This is set to the User role by default.

4. Before selecting the import button, you can look into the additional
settings which are explained below.

5. Select Import.

Advanced Settings:

This option allows you to either include domain users of all subgroups to
the group being imported or ignore the subgroups and import only the

users of the first level group.
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Note: User import is subject to your license limits. In case, the number of
users you try to import exceeds the license limit, the number of users
actually imported will conform to the license count. The remaining users

will not be imported. You can verify the details in the next step.

User Groups to Import: You can import all or specific user groups to import,
depending on your requirements. You can type in the names in the respective

text fields in comma separated form.

Configure Synchronization: Securden also allows Periodic Synchronization
with AD. After you import the required users, you can configure periodic
synchronization with AD. This helps you import users automatically. Click

Save to save the domain details.

Troubleshooting tips:

1. Trying to fetch local admin accounts from a PC gets the error - The
username/password does not exist (or) the user does not have the
remote launch or remote.

This might be due to insufficient account permissions. Try to to re-run the

discovery by providing a domain admin credential.

Navigate to Accounts >> Discover Accounts >> Windows. Click

"Modify" >> Enter username and password

You can enter a domain admin credential and try to discover the
computers again to fetch local accounts. If it still fails, you can try disabling

the firewall and check once again.
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Import Users from LDAP

If your organization makes use of an LDAP to interact with your directory
service, you have the option to import your users from the LDAP compliant

directory.

Navigate to Users >> Add >> Import Users from LDAP.

::::::

Importing from LDAP is a two-step process. In the first step here, you need

to supply certain details to enable Securden to connect and scan the directory.
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Q Privileged Account Manager Qv v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Hel
Import Users from LDAP P
Importing users from LDAP is a two-step process. In the first
step here, you need to supply certain details to enable
Step 1: LDAP Settings Securden to connect and scan the directory.

Domain Identifier
You can integrate Securden with any LDAP-compliant directory service and import users and groups. The

Enter the name with which the LDAP domain can be identified
integration and import follow a two-step process

Domain Base DN

When you import users from an LDAP directory, Securden
fetches attribute values from the directory. You need to enter
‘base’ or ‘root’ from where the directory lookup should start. You
will be entering the top level of the LDAP directory tree name in

Domain Base DN * the same format as it is appearing in your LDAP directory.
Typically, this is entered as a sequence of names separated by
commas to specify the Base Distinguished Name (DN)

unt DN * Example

DC=MyDomain,DC=com

FQDN * Account DN

Domain IP Address

Step 1: LDAP Settings

You can integrate Securden with any LDAP-compliant directory service and
import users and groups. In the GUI that opens, enter the following credentials

to proceed with the integration.

Domain Identifier: Enter the name with which the LDAP domain can be
identified.

Domain Base DN: When you import users from an LDAP directory, Securden
fetches attribute values from the directory. You need to enter base or root
from where the directory lookup should start. You will be entering the top level
of the LDAP directory tree name in the same format as it is appearing in your
LDAP directory. Typically, this is entered as a sequence of names separated

by commas to specify the Base Distinguished Name (DN).

Example
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DC=MyDomain,DC=com

Account DN: For connection authentication, Securden needs access to an
LDAP account that has read access and is password-protected. You need to
enter the Account DN here. You may enter the account name and password

in the last step.

Example
CN=Bob.Smith,CN=Users,DC=MyDomain,DC=com

Domain IP Address: Specify the FQDN or IP address of the LDAP domain to
be scanned. You have the option to enter any number of secondary IP
addresses in a comma-separated form. This will help Securden establish a

connection if the primary IP address is not working.

Connection Mode: Specify the mode (SSL/non-SSL) through which Securden

has to establish a connection with the LDAP domain.

e If SSL mode is selected, the domain controller should be serving over
SSL in port 636 and the certificate of the domain controller should have
been signed by a CA.

e If the certificate of the domain controller is not signed by a certified CA,
you need to import all the certificates that are present in the respective
root certificate chain - that is the certificate of the domain controller and

all the intermediate certificates if any.
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Supply Administrator Credentials: You need to supply administrator
credentials so as to enable Securden to scan the members in the domain. You
may enter the username and password manually once and this will be stored
in Securden for use during subsequent import attempts. If the users belong
to a different network than the Securden server, you can route the connection
through a remote gateway. You can select the appropriate remote gateway
from the drop-down and the discovery will happen through the selected

gateway.

Step 2: Discover and Import from LDAP

In this step, Securden establishes a connection with the LDAP domain

specified and imports users.

This GUI offers the flexibility to fetch only the required users from the LDAP

domain.

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Import Users from LDAP help

This step is to fetch the required users and groups from the
LDAP domain specified

Step 2: Discover and Import from LDAP

This GUI offers the flexibility to fetch only the required users

from the LDAP domain. Typically, the search happens by

ng the Base DN, which is the base of the search tree for

In this step, Securden establishes a connection with the LDAP domain specified and imports users

all users, the specific level under the Base DN (the LDAP

Scope), and the Search filter that gets granular to fetch only the

required users. In the search filter, you can specify a Object

Domain Name DomainIP: 17 B =
Class, which defines the types of results that Securden will
fetch. If the Base DN ns a mix of object types like people,
groups, assets, and so on, you may specify only the required
set of objects here. You may use (objectClass=*) to include all
DC=SECURDEN,DC=AWS,DC=COM
objects
If you want to add only specific users from your LDAP directory,
just perform a search using the appropriate search filter. For
Search Filter * example, if you want to import only the users from the OU
Sysadmin and O Securden, the Base DN has to be
ou=Sysadmin,o=securden,c=com and the search filter has to be
written within brackets as: (objectClass=user)
B8 v

If you want to restrict your search within a specific level under

In the GUI, you need to enter the details such as the Base DN, Search filter,

LDAP Scope, Role in Securden, and certain advanced settings.
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Dashboard Accounts Folders Groups Audit Sessions Reports

Click Search’. Venty your discovery details. If you to assign a

Verify the Objects Selected for Discovery common role to all the users being imported, select the role in
Securden and finally click Import
Verify your search results before proceeding to importing them to Securden

Not:

number of users you try to import ex

ur license limits. In c

ser import is subject to yo

number of users actually imported wi n tc

count. The remaining users will not be imported. You c

the details in the next step.

When importing users, what should be the user role?

Jser v

e Base DN - Typically, the search happens by combining the Base DN,
which is the base of the search tree for all users, the specific level under
the Base DN (the LDAP Scope), and the Search Filter that gets
granular to fetch only the required users.

e Search filter - In the search filter, you can specify an Object Class,
which defines the types of results that Securden will fetch. If the Base
DN contains a mix of object types like people, groups, assets, and so
on, you may specify only the required set of objects here. You may use
(objectClass=*) to include all objects.

e If you want to add only specific users from your LDAP directory, just
perform a search using the appropriate search filter. For example, if you
want to import only the users from the OU Sysadmin and O Securden,
the Base DN has to be ou=Sysadmin,o=securden,c=com, and the
search filter has to be written within brackets as: (objectClass=user)

e If you want to restrict your search to a specific level under the BaseDN,

you may select the required scope from the drop-down.
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e Click Search. Verify your discovery details under Verify the Objects
Selected for Discovery. If you want to assign a common role to all the
users being imported, select the role in Securden and finally click

Import.

Advanced Settings:

This option allows you to either include domain users of all subgroups to
the group being imported or ignore the subgroups and import only the

users of the first level group.

Import from Azure AD

Securden allows you to import users from Azure AD. Navigate to Users >>

Add >> Import Users from Azure AD.

Bala Govindarajan Kasthuri Rajan

uper Admiinistrator
110500164 50 v n > »
Phone Number
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This is a two-step process. In the first step, you need to supply certain
connectivity details to enable Securden to scan the members in the domain.
This step requires integration with Azure AD and some configuration steps.

For details, refer to Securden-Azure-AD-Guide.pdf

Prerequisites: Azure AD import requires internet connectivity. If your
organization makes use of a proxy server to regulate internet traffic, you
should have configured proxy server settings. (Admin >> General >> Proxy

Server Settings).

Step 1 : Establish Connectivity

Q Privileged Account Manager Qv 8 v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Help
Import Users from Azure AD
Importing users from Azure AD is a two step process. In the

first step, you need to supply certain connectivity details to

Step 1: Establish Connectivity enable Securden to scan the members in the domain. This step
requires integration with Azure AD and some configuration
steps. For details, refer to this t

Securden scans your Azure Active Directory domain and obtains the users and groups in the domain. You can
discover any specific user(s) or a group of users and add them to Securden. User discovery is a two-step Tenant ID

process
Directory ID (Your organization's ID with Azure AD)

Client ID

Application ID (Client ID of the application)

Client secret

Client ID*
Secret Key Created for Securden

cl Prerequisite: Azure AD import requires internet connectivity. If
lent secret*
your organization makes use of a proxy server to regulate

internet traffic, you should have configured Proxy server
settings (Admin >> General >> Proxy Server Settings)

Cancel

In the GUI page that appears, enter the following details:
Tenant ID: Enter the Directory ID i.e., Your organization's ID with Azure AD.
Client ID: Enter the Client ID of the application.

Client Secret: This is the Secret Key created for Securden.
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Step 2: Import Users

This step is to fetch the required users and groups from the AD domain

specified.

This GUI offers the flexibility to fetch users from OUs/Groups in bulk and even
specific users, in a single step. That means you can enter the names of the
OU/Groups to be discovered in a single step. You can enter the discovery

details in any combination (OUs, Groups, Users) as you wish.

To import OUs, select the OU tab.

1. Enter the OU name and select Discover.

2. You can also browse from the OU tree by clicking on the Browse OU
Tree and Select option. You can select one or multiple OUs and select
Add.

3. You can then verify your selection in the Verify the Objects Selected
for Discovery.

4. You can then select the role for the users in OUs using the Role in
Securden dropdown.

5. Before selecting the import button, you can look into the additional
settings which are explained below.

6. Select Import.

To import Groups, select the Groups tab.

1. Enter the Group name and select Discover.
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2. You can also browse by clicking on the Browse Groups and Select
option. You can select one or multiple groups and select Add.

3. You can then verify your selection in the Verify the Objects Selected
for Discovery.

4. You can then select the role for the imported users in groups using the
Role in Securden dropdown.

5. Before selecting the import button, you can look into the additional
settings which are explained below.

6. Select Import.

To import Users, select the Users tab.

1. Enter the user name and select Discover.

2. You can then verify your selection in the Verify the Objects Selected
for Discovery.

3. You can then select the role for the individual users imported using the
Role in Securden drop down.

4. Before selecting the import button, you can look into the additional
settings which are explained below.

5. Select Import.

Advanced Settings:

This option allows you to either include domain users of all subgroups to
the group being imported or ignore the subgroups and import only the

users of the first level group.

Note: User import is subject to your license limits. In case, the number of

users you try to import exceeds the license limit, the number of users
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actually imported will conform to the license count. The remaining users

will not be imported. You can verify the details in the next step.

User Groups to Import: You can import all or specific user groups to import,
depending on your requirements. You can type in the names in the respective

text fields in comma separated form.

Configure Synchronization: Securden also allows Periodic Synchronization
with AD. After you import the required users, you can configure periodic
synchronization with AD. This helps you import users automatically. Click

Save to save the domain details.

Import Users from File

If you have the details of your users stored in an excel sheet or in another
password manager, you can import them into Securden by Navigating to
Users >> Add >> Import From File.

Destro Shax Actions
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File Format
Importing users is very flexible in Securden. You can simply import your
CSV/XLSX file stored on your computer or the exported file from another

password manager.

The details of the users such as usernames and passwords that you have
entered in the file gets captured, and these are listed as separate parameters.
In the second step of user import, you can map the listed columns in the input

file to that of Securden.

Steps to import CSV file:

Import Users From File

Specify how each entry in your CSV has been separated

1. Navigate to Users >> Add and click on the CSV option.

2. Select the Delimiter. This can either be Comma/Tab/Colon/Semi-Colon
separated.

3. You can then select the role of the user in Role in Securden.

4. You then have the option to choose between Email Password Creation

and Use username as password under Password.



41

5. Browse and select the file.
6. Click Next. In the second step of the import, we provide the option to

map the columns in the input file and that of attributes in Securden.

Steps to import XLSX file:

Import Users From File

1. Navigate to Users >> Add and click on the XLSX option.

2. You can then select the role of the user in Role in Securden.

3. You then have the option to choose between Email Password Creation
and Use username as password under Password.

4. Browse and select the file.

5. Click Next. In the second step of the import, we provide the option to

map the columns in the input file and that of attributes in Securden.
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Mapping

In the second step of import (refer to the screenshot below), you can drag
and map the columns (from the panel on the left) to the respective attribute

in Securden (on the right.)

For example, the first entry in your CSV/XLS could represent 'First Name' in

Securden, the second entry might represent 'Last Name'.

Similarly, you can map Username --> Username, Password --> Password, URL
--> URL, Hostname --> Hostnhame (created as additional field), Extra -->

Extra (created as additional field), Grouping ---> Folders, and more.

9 Privileged Account Manager Qv A v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Map Columns -
Columns in File
You need to specify below the mapping of columns in your CSV and that of Securden. For example, the first entry in your CSV/XLS could
represent 'First Name' in Securden, the second entry might represent ‘Last Name'. Just drag and drop the respective columns from left to
o right
i: First Name 9
i Last Name Mapping in Securden m
i Username
Password
i URL
i Type
Hostname
Grouping
i Extra

Include first row
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The first row on the excel sheet is excluded by default. You can opt to include

this by clicking the checkbox.

Add Additional Fields

To include the additional fields present in your file, you can edit the attributes
of an existing user role and add these additional fields or create a custom user

role to map the additional attributes present.

To create a custom user role, navigate to Admin >> Customization >>

Custom User Roles. (Refer Custom User Roles section for more details.)

User import configurations

You have the option to modify the default role that is set while importing users

from AD or from a file.

To do so, navigate to Admin >> Customization>> Configurations and
find the configuration as follows - When importing users from AD or file,

what should be the default role?

Add Users Manually

You can also onboard your users by making use of native authentication, i.e.,
adding users manually to access the application (typing creating a username

and password for your users to access the Vault nterface).

Navigate to Users >> Add >> Add Users Manually in the GUI to perform
this step.



Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
All Users v R voe- Q t Report  Concurrent Logins
a
erry " Perry Platypus Actions v/ Edt Delete

Login Name

Ema
Domain
Role

Phone Humber

10202 25 v n Two Factor Status

In the GUI that opens, enter the user details as explained below:

@ Privileged Account Manager Qv 8v

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Add User T

User Roles

There are five user roles in Securden with privileges as
Peter Drury explained below

Super Administrator - Can view stored in the

application. Overall admin

n, including

Peter ame &5 Passwor v user management. @
Administrator

petedr@del.com Can administer the application, including user management
Account Manager
Performs all administr

v 732459103949

User - Can view the acco
can manually add accounts and share them wif

Departme |

Auditor - Can view the reports and audit trails generated in the

application

User Specific 2FA Options
User Specific 2FA

Bl o On clicking

keep

Specific 2FA Options’, you will be able to

users individ:

have the option to

an

more 2FA methods dual user. When ¥

You’ll have to provide the following information to add a user manually in

Securden:

e First Name - Enter the user's first name in the respective field.
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Last Name - Enter the user’s last name. This field is not mandatory.
Username - Enter a unique username with which the user can log in to
Securden.

For the password, you may choose from two options:

Email Password Creation Link - If you have selected this option and
provided the email address of the user, they will recieve an email
allowing them to login to Securden Password Vault.

Use Username as Password - The password will be the same as the
username provided.

Email - Enter the user's email address. Login credentials for Securden
will be emailed to this address once the user account is created.

Role in Securden - You can set the access level of each user by
assigning them a specified user role. You can select from the five
predefined user roles, Super Administrator, Administrator, Auditor,
Account Manager, and User. You also have provision to create any
number of custom user roles. The access level of default user roles are
explained under the section Default User Roles. The Custom User
Roles section explains in detail how user roles can be customized.
Phone number, Department, and Location - These three fields are
not mandatory, but you can add them to ensure precise user information
for efficient management.

Enforce Two Factor Authentication — You can choose to enable or

disable two factor authentication for the added user.

Once you've filled all the fields, click Save to add the user.

Note: Once users login into Password Vault for the first time, they need to set

a new password. This must be in compliance with the password policy enforced
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by the administrator, and can be configured under Admin >> Account

Management >> Password Policy.

Editing Users added in Securden

After adding/importing the users into Securden’s database, you can still make
modifications or edit their attributes. You can do this by clicking on the Edit’

icon on the User tab, beside each user. (Shown below)

Dashboard

All Users v m _J ta Report  Concurrent Logins

a
& Perry Theplat Username

& Securden Administrator
I

You can modify various details like the user’s first name, email, user role, etc.
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Q Privileged Account Manager Qv 8 v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
All Users v m More Q Edit User
sdmin_1 den Administrator

2% Anish Krishnan Sridhar

admin_1@securden.com
anish@securden.com
4 BalaBala
User v Phone Number
bala@securden.com
o= . et
&% Bala Govindarajan Kasthuri Rajan Department Location
balagovindarajan@securden.com
"force Two Factor A
8 Ralacithramanian Venkatraman Enforce Two Fa Authentication On ®  off
1to570f 57 100 v n . X X
Access to Securden GUI G ® Allow Deny

You also have these options:

e Enforce Two Factor Authentication: You can turn off 2FA for specific
users by turning 2FA off.
e Access to Securden GUI: You can allow/deny users from accessing

the Securden GUI from here.

Quick Access Options — Users

On the quick access pane on the left side of the Users GUI, if you hover the
pointer over a user account, you will see three icons, Transfer Ownership (s),
Edit (».), and Delete ().
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@ Privileged Account Manager

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Mores Q
All Users v m Deta Report  Concurrent Logins

& Destio Shax

destro@gm: v Securden Administrator Actions v # Edit

& Frankel Lampard Usemame

frenkid@gms v B Securden Administrator

Login Name

A Penry Theplat admir

1to4of4 5 v n

User ID

Transfer Ownership

You can transfer the ownership of all the accounts and folders owned by a
user to another user. In such an event, the transferer will lose access to the
accounts and folders already owned and the transferee will get complete

ownership of those accounts and folders.

This feature is particularly helpful when a user leaves the organization. You

can simply transfer all the accounts they owned to another.

Once you click the transfer icon, you have the option to transfer all accounts
owned by the user, or all folders owned by the user. To transfer the ownership,
select the transferee from the list of users, state the reason, and click

Transfer.
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Transfer Accounts And Folders x

B Transfer all sccounts owned by the user

In addition to accessing the Edit, and Delete options in the user dashboard,

you can also make use of the icons in quick access pane.

Assigning Roles to Users

By default, users added or imported will have the role User in Securden. This
can be changed while importing/adding them, or after you have added them.
Each Role has certain privileges associated with them, that let the user carry
out certain operations within the Vault. You have the option to create custom
user roles outside the default roles available. These settings are further

explained under Default User Roles and Custom User Roles.

To change the role assigned to multiple users,

Navigate to the Users section in the GUI, and select the required users.
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v Privileged Account Manager

Details  Report  Concurent Logins

Securden Administrator

Username

) Securden Administrator

Login Name

By admin

Email

£ localadming@securden com

Domain
Bl Loca

Role
Administrator

Phone Number

User ID

B3 2000000000227

Two Factor Status

Actions v # Edit

Once you've selected the users, click More >> Change Role.

Change Role

You can select the required role from the dropdown and Save changes.

Note: If any of the selected users owns accounts or possesses some admin

privileges such as approval privileges, you won't be able to downgrade the

role of such user(s) until alternative arrangements are made.
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To change the role assigned to an individual user,

Navigate to the Users section in the GUI, and select the required user. Select

Change Role under the Actions drop-down.

g Privileged Account Manager Qv av

More »
All Users v m e |Q Details  Report  Concurrent Logins

A Frankel Lampard

frenkid@gmail.com Perry Theplat Actions v/ Edit Delete
User

Change Role

Theplat Usemname
Configure 2FA
y.com ‘ ER Perry Theplat ¢
User Control Application Access
Login Name
Configure Temporary Access
A& Securden Administrator Bl Perry
localadmin@securden.com Reset passwords accessible to t
Email

Administrator

B perry@preey.com

Domain

B} Local

Role

User

Phone Number

10303 25 v n
User ID

In the popup that opens, you can select the Role from the list of available

ones in the drop-down.

Change Role

You can change the role of the selected user(s) from here. If any of the selected
users owns accounts or possesses some admin privileges such as approval
privileges, you won be able to downgrade the role of such user(s) until
altemative arrangements are made.

Administrator
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You may Save the changes once you have assigned the role.

Note: If the selected users owns accounts or possesses some admin privileges
such as approval privileges, you won't be able to downgrade the role the user

until alternative arrangements are made.

Alternatively, you can Edit the user attributes to change their role.

9 Privileged Account Mana

All Users v m More~ Q

Edit User

& Frankel Lampard
el enk
Perry

Default User Roles

There are five predefined user roles in Securden Password Vault with privileges

as explained below:

e Super Administrator - This is like an emergency/break-glass account
which allows viewing all the work-related passwords stored in the
application. They can also view the overall administration of the

application, including user management.
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e Administrator - They can administer the application, including user
management. Unlike super administrators, administrators can see only
the passwords that are owned by them and the ones that are shared

with them.

e Account Manager - They can add accounts to the application. They

can also perform all administrative tasks related to the accounts.

e User - They can view the accounts shared by administrators. They can
manually add accounts and share them with others. (They do not have
the privilege to import accounts). If needed, you can disable account

addition privilege for users.

e Auditor - They can view the reports and audit trails generated in the
application. They can manually add accounts and share them with

others.

Custom User Roles

Other than the predefined/default roles, you can also create custom user roles
based on the specific needs of the organization. You can assign features at a

granular level by selecting specific features under each category.

To create custom user roles navigate to Admin >> Customization >>

Custom User Roles.
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g Privileged Account Manager Qv

Dashboard

Sessions Reports

Q Search

Account Management Customization Security

Sa Account Types 3 Custom User Roles £, Domain Administrator Groups
€l Password Policy E@ Securden Agent Text Customization & Change Encryption Key Location
E@ Device Level Configurations > Configurations ® 1P Address Restrictions

(=) SSH Templates For Password Reset B33 Logo, Theme and Text @ Biock Access

3 Event Listener

API Access Remote Sessions and Recordings
@ Global Tags
[ Authentication Token For API Access & Remote Gateway
Approval Workflow % Assets for Remote Connections
Authentication :
(&) Password & Privilege Requests $3 Domain Account - Assets Association

<8 Two Factor Authentication
5 User - Assets/Applications Association

Privilege Elevation & Delegation 6 Email to SMS Gateway
& session Recording

In the page that opens, click on the Create Custom Role button

v Privileged Account Manager Qv A v

Dashboard Accounts Folders Users Groups udit Sessions Reports

> Custom User Roles
Custom User Roles

You can create custom user roles assigning specific access permissions to users based on the specific needs of your organization. You can assign features at granular level selecting specific features. After creating a role, if the permissions are to be
modified, the changes will have to be approved by another administrator

a ¢ om Showing1to50f5 25 v
Role Name Description Status Actions
Account Manager All account management features v Active :
Administrator All features accessible v Active -
Auditor General access and auditing features ~ Active :
Super Administrator All features enabled v Active :
User General access / Active .

Showing1t050f5 25 n

This opens up the role creation page. Each custom role can be given selected

privileges from the following categories:

e Account Management
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e Folder Management
e User Management

e Group Management
e Audit

e Reports

e Admin Operations

e Miscellaneous

Create a Custom Role

Features

To create a custom role, you need to enter the Role Name you want to create
and a suitable Role Description. You may then select the privileges you

would like to provide for this new role.

Users assigned with a custom role will be able to carry out select operations

in Vault based on the privileges provided to them here.

Once you have selected role privileges, click on the Save button to finish role

creation.

Note: A new custom role will have to be approved by an administrator other

than the one creating it for it to take effect and be available in the product.
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@ Privileged Account Manager

Dashboard Accounts Folders Groups

Sessions Reports

min >

Custom User Roles

You can create custom ust

signing specific access permissions 1o users based on the specific needs of your organization. You can assign features at granular level selecting specific features. After creating a role. if the permissions are to be modified, the changes will have to be
approved by another admir

showing 110606 25 v
Staty Actior

Account Manage: All account management features Active

Administrator Al features accessible Active

Auditor General access and auditing features Active

fepene :

Super Administrator All features enabled

User General access

showing1t060f6 25 v

The new administrator can review the privileges of that role and Approve or
Reject & Delete this new role.

Dashboard Accounts

Groups
s ! jo

e
Features

fy the operat " enera s the nnot be Used for operations other than the ones selected belo
Account Management
Reporte
andard Re eport . Anal 1 x 1 ash o
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List of privilege operations for custom user roles

Securden Password Vault has a comprehensive set of privileges that can be

modified for each custom role. All such custom role privileges have been

explained in the table that follows.

Custom Role Feature

Description

Account Management

View Account Details

Users with this privilege will be able to
view the details for all accounts to which
they have access. (Accounts owned by
them/shared with them)

Add Account

Users with this privilege will be able to
add accounts to the centralized
repository. They will be the owners of the

accounts they added.

Edit Account

Users with this privilege will be able to
edit the attributes of all accounts to which

they have access.

Import Work Accounts

Users with this privilege can import work
accounts into the database. (Work
accounts can be shared with other users,

and can be viewed by the Superadmin)

Delete Accounts

Users with this privilege can delete
accounts owned by them/shared with

them.
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Share Accounts

Users with this privilege will be able to
share the accounts they own with other

users with granular access permissions.

Clone Account

Users with this privilege will be able to
make a copy of the selected accounts
with all the account details duplicated.

Cloned accounts will carry the suffix

‘copy'.

Transfer Accounts

Users with this privilege will be able to
transfer ownership of the accounts they

own to other users added in Securden.

Accounts Color Coding

Users with this privilege will be able to
change the background display color for
all accounts to which they have modify

access permission.

View Password History

Users with this privilege will be able to
view all the previous passwords assigned
to accounts to which they have ‘View’

permissions.

Accounts Reports

Users with this privilege can view
individual account reports for accounts

present in Securden.

Offline Access

Users with this privilege will be able to
make offline copies of the accounts they
have access to. The offline copy will be
protected with a passphrase chosen by

the user.

Export Accounts

Users with this privilege will be able to
export all the accounts they have access
to in a CSV or XLSX file.

Associate Private Keys

Users with this privilege will be able to

associate private keys (SSH) with the
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accounts to which they have ‘Modify’

access permissions.

Bulk Password Policy Change

Users with this privilege will be able to
carry out password policy changes for
multiple accounts at the same time. The
user should have "“Modify” access
permissions to all the selected accounts
in addition to this ability to be able to

carry out bulk password policy change.

Bulk Folder Change

Users with this privilege will be able to
carry out a folder change for multiple
accounts at the same time. The User
should have “Modify” access permissions
to all the selected accounts and the
destination folder in addition to this
ability to be able to carry out folder

change.

Configure Approval Workflow

Users with this privilege will be able to
configure approvers for request release
workflows. The user will need to have
‘Manage’ access permissions for the
account involved to be able to configure

approvers.

Account Dependencies

Users with this privilege will be able to
fetch the dependencies of accounts they

have access to.

Add Folder from Folder Tree

Users with this privilege will be able to
add a folder from the folder tree option
that is available to the left of the accounts

list.
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Account Settings

Users with this privilege will be able to
modify the preferences available in the

Account Settings section.

Manage Personal Passwords

Users with this privilege will be able to
generate and rotate passwords of their

personal accounts.

Import Personal Accounts

Users with this privilege will be able to
import personal accounts (such as
internet banking credentials,
membership accounts, streaming service

account credentials, etc.)

Configure Autofill URLs

Users with this privilege will be able to
configure auto-filling credentials on URLs

to accounts they have access to.

Configure TOTP

Users with this privilege will be able to
configure TOTP generation for specific
accounts for which MFA has been

enabled.

Share with Third Parties

Users with this privilege will be able to
share the account with third parties and
specify a time period until which they
have access to the account. They can
also choose to rotate the password once

third party access ends.

Add Tags in Bulk

Users with this privilege will be able to
add tags to multiple accounts at the same

time.

Folder Management
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Add Folder Users with this privilege will be able to
add folders to Securden.
Edit Folder Users with this privilege will be able to

edit different attributes of folders to

which they have access.

Import Folders

Users with this privilege will be able to
import folders and their structure from

files.

Delete Folder

Users with this privilege will be able to
delete folders to which they have access

to.

Transfer Folders

Users with this privilege will be able to
transfer ownership of folders that they
own (Along with the accounts it

contains).

Share Folders

Users with this privilege will be able to
share folders with other users with a

granularity they choose.

Folder Reports

Users with this privilege will be able to
view the reports section of folders they

have access to.

Folder Settings

Users with this privilege will be able to
view and change the preferences in the
‘Settings’ section of the folders they can

daccess.

Configure Approval Workflow

Users with this privilege will be able to
designate approvers for accounts in a

folder for request-release workflows.

Change Folder Inheritance in Bulk

Users with this privilege will be able to
modify inheritance permissions
preferences for multiple folders at the

same time.
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User Management

Add User Users with this privilege will be able to
add other users to Securden.
Edit User Users with this privilege will be able to

edit attributes of existing users such as

roles, permissions, etc.

Import Users from File

Users with this privilege will be able to
import users into Securden from a CSV or
an XLSX file.

Delete Users

Users with this privilege will be able to
permanently delete existing users in

Securden.

Import Users from AD

Users with this privilege will be able to
import users from AD using existing

Active Directory domain credentials.

Import Users from Azure AD

Users with this privilege will be able to
import users from Azure AD using

existing domain credentials.

Import Users from LDAP

Users with this privilege will be able to
import users from LDAP using existing

domain credentials.

Transfer Ownership

Users with this privilege will be able to
transfer the ownership of all the accounts

owned by them.

Concurrent Logins

Users with this privilege will be able see
if any users have concurrently signed in
to Securden on another device or
browser, and will also be able to

terminate any or all the logins, which will
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forcefully log out the user from Securden
GUI.

User Reports

Users with this privilege can view and
access all the user-related details under

'Report’ section in the 'Users' tab.

Configure temporary Access

Users with this privilege will be able to
grant temporary access to Securden web
selected by

interface  to user(s)

specifying access expiration time.

Change User role

Users with this privilege will be able to

change the roles of other users.

Control Application Access

Users with this privilege can allow or
deny access to other user(s) to access

the Securden interface.

Change 2FA

Users with this privilege can alter the
two-factor authentication login method
used by the selected users(s) to access

the Securden interface.

Change Radius Authentication in Bulk

Users with this privilege can alter RADIUS

authentication for many users at once.

Reset passwords of accounts accessible

to a user

Users with this privilege can reset the

passwords of accounts that are

owned/shared with them.

Add Users to Groups

Users with this privilege will be able to

add other users to groups.

User Group Management

Add User Group

Users with this privilege will be able to

create new user group(s) in Securden.
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Edit User Group

Users with this privilege will be able to

edit user groups.

Delete User Group

Users with this privilege will be able to
delete user groups. Deleting user groups

does not delete the users in them.

User Group Reports

Users with this privilege will be able to

view reports specific to user groups.

Import User Groups from AD

Users with this privilege will be able to
import user groups from AD using

existing domain credentials.

Import User Groups from Azure AD

Users with this privilege will be able to
import user groups from Azure AD using

existing domain credentials.

Import User Groups from LDAP

Users with this privilege will be able to
import user groups from LDAP using

existing domain credentials.

Change 2FA in Bulk

Users with this privilege will be able to
change the 2FA method used by users in
a user group to login to the Securden

interface.

Audit

View Account Activity Trails

Users with this privilege will be able to
view and access all the records of

account-related activities.

View User Activity Trails

Users with this privilege will be able to
view and access all the records of user-

related activities.

Reports
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Standard Reports

Users with this privilege will be able to
access all the standard reports, which
include the following reports: Account
access, Account Activity, Password
Compliance, Password Expiry, User
Access, User Activity, Dependencies,
Processes and Software Inventory,
Processes Inventory, Software
Inventory, and Securden Agents on

Computers.

Concise Reports

Users with this privilege will be able to
view and access concise/micro reports
pertaining to accounts and users.

(Reports >> Concise Reports)

Password Analysis Report

Users with this privilege will be able to
view the password security analysis
report. This includes the Work Account
Analysis report and Personal Accounts

Analysis report.

Exported Report

Users with this privilege can view all the
reports that were exported and

downloaded by other users.

Dashboard Reports

Users with this privilege can view the
detailed summary of all the users and

accounts present on the dashboard.

Admin Operations

Manage Account Types

Account Types define the type of

accounts being added under 'Work' and
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'Personal' accounts in Securden. Users
with this privilege will be able to add
custom account types or edit and delete

existing account types.

Manage Password Policies

Password policy in Securden helps you
define the strength, complexity
requirements, periodicity for password
resets and other conditions. Users with
this privilege will be able to add/delete a
password policy and perform all actions
related to it. (Under Admin >> Account

Management > Password Policy)

Manage Event Listeners

You can trigger an action after the
occurrence of any specific event or a
sequence of events in Securden. For
example, when the password of an
account is changed, you can trigger a
follow-up action automatically. This
privilege lets the user add/delete and

manage the listeners.

Device Level Configurations

A user with this privilege will be able to
manage all device level configurations
that includes managing remote
credentials, session recording, remote

gateway, and reports.

Approve Password Access Requests

Users with this privilege will be able to
approve all the requests from other users

to access certain passwords.

Manage Event Notifications

Securden can send email notifications
upon the occurrence of certain events
such as password retrieval, deletion,

change in share permissions, and others.
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Users given this privilege will be able to

configure the event notifications.

Manage Expiration Notifications

You can send email notifications a certain
number of days prior to the expiration
date of the passwords to serve as a
reminder to change the password. Users
with this privilege will be able to manage
the notifications sent during password

expiry.

Manage Breached Passwords

Identification

the

breached passwords database and check

Securden can periodically scan
if any of the passwords stored in the
product matches with the passwords that
have been exposed in known data
breaches. Users with this privilege can
enable this feature and configure how
should check for

often Securden

breached passwords.

Manage Account Expiration Notification

You can keep track of the expiration
dates of license keys and certificates
stored in Securden. You can send email
notifications a certain number of days
prior to the expiration date to serve as a

reminder. Users with this privilege will be

able to configure this expiration
notification for accounts.
Manage Custom Roles You can create custom user roles

assigning specific access permissions to
users based on the specific needs of your
organization. Users with this privilege will
be able to create customized user roles

with varied features.
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Securden Agent Text Customization

You can customize the labels and
messages in the Securden Agent
interface. Users with this privilege will be

able to modify the text of the interface.

Manage Configuration Settings

You can customize the features of
Securden in a granular manner. You can
switch on and switch off certain features
anytime as desired under the
'Configurations' section in the ‘Admin’
tab. Users with this privilege will be able

to access it.

Customize Logo, Text

You can replace the Securden logo that
appears in the login page and also the
text that appears throughout the GUI as
you wish. Users with this privilege will be

able to customize it.

Change Product Language

Securden supports multiple languages,
and you can carry out the desired
language selection. Users with this
privilege will be able to change the

product language.

Access and Manage APIs

Securden provides APIs for querying the
database programmatically, retrieving
credentials, and performing various other
tasks. Users with this privilege will be
able to create authentication tokens for
carrying out various operations using
APIs.

Configure 2FA

You can enforce a second layer of
authentication for your users to access

their Securden account. Users with this
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privilege will be able to activate two-

factor authentication.

Manage Email to SMS Gateway

As part of two-factor authentication,
Securden integrates with Email to SMS
gateway providers to send one-time
passwords as SMS to the phone numbers
of the users. This privilege lets users

configure this feature.

Manage Duo Configuration

Securden integrates with Duo Security
for two factor authentication. Once
configured, users will be enforced to
authenticate through Duo for accessing
the web interface. Users given this
privilege will be able to configure this

feature.

Configure RADIUS Server Settings

You can integrate RADIUS server or any
RADIUS-compliant two-factor
authentication system like OneSpan
Digipass, RSA SecurID, Swivel Secure
etc. for the second factor authentication.
Users given this privilege will be able to

configure these settings.

Smart Card Authentication

If your organization uses smart cards for
authenticating user logons, you can
leverage the same for Securden
authentication. Users given this privilege
will be able to enable smart card

authentication.

Manage SIEM Integration

You can periodically share privileged
access data logs with SIEM solutions.

Users given this privilege will be able to
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manage the Syslog configuration in

Securden.
Manage SAML SSO Integration Securden leverages SAML 2.0 to
integrate with SAML-compatible

federated identity management solutions
like Okta, G Suite, Microsoft ADFS,
OneLogin, Pingldentity, Azure AD SSO,
and others for Single Sign On. Users
given this privilege will be able to enable
SAML SSO and configure it.

Manage Ticketing System Integration

Securden integrates with web-based
ticketing systems. The integration helps
trace specific activities like password
retrieval in Securden to corresponding
entries in the ticketing system. This
privilege lets users activate and configure

ticketing system integration in Securden.

Manage Mail Server Settings

Securden sends various email
notifications to the users and to facilitate
that,

configured. Users with this privilege will

SMTP server details are to be

be able to configure the server settings.

Manage Proxy Server Settings

If your organization makes use of a proxy
server to regulate internet traffic, you
should configure the proxy server details
in Securden to connect to the internet.
Users who are given this ability will be
able to configure the proxy server

settings.

Manage Securden Server Connectivity

Settings

Securden server connectivity specifies
how client machines connect to the

Securden web interface and the name
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with which client machines identify the
Securden server host when deploying
agents. Users who are given this privilege

will be able to configure these settings.

Manage Securden License

Users with this privilege can apply for the
Securden license key and get information
about the existing license from the
‘Admin’ section. Users who are given this
privilege will be able to view the available
information about the existing license,

and also can apply for a new license.

Manage Domain Administrator Groups

You can create a scheduled task to get
notified if there is any modification in the
domain administrator groups. Users with
this privilege will get access to the
Domain Administrator Groups and can

also schedule the notifications.

Change Encryption Key Location

Every installation of Securden is
protected with a unique encryption key.
Securden doesn’t allow the encryption
key and the encrypted data to reside in
the same location to ensure security.
Hence, the key has to be moved outside
the Securden installation folder. Users
who are given this privilege will be able
to change the location of the encryption

key.

Manage Certificate-based Authentication

To meet the demands of remote work
scenarios, you can enable all or select
users of your organization to securely
access the Securden web interface over
the internet. This

access requires
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configuring an  additional security
measure by way of certificate-based
client authentication. This privilege lets
users enable certificate-based

authentication and configure it.

Manage IP-based Restrictions

You can control access to Securden
server based on the IP addresses of
users. Users with this privilege will be
able to enable IP restrictions for other

users.

Manage User Access to Securden

If required, you can block access to
Securden server from the browser
extensions, APIs, and mobile apps. Users
who are given this privilege will be able
to block access, which will take effect for
all users, including the super admin

globally.

Configure Database Backup

To ensure access to your data and
passwords even in the unlikely scenario
of something going wrong with the
current installation, Securden offers
disaster recovery provisions. You can
take backup of the entire database
periodically. Users who are given this
privilege will be able to schedule the

backup.

Configure High Availability

To ensure uninterrupted access to the
web application, Securden comes with
high availability architecture. You can
deploy any number of additional
application servers, which would serve as

the secondary servers. In the event of
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the primary server going down, users can
connect to any of the secondary servers.
Securden agents will also connect to the
secondary server, when the primary goes
down. Users who are given this privilege
will be able to set this feature on and
configure the

secondary application

server(s).

Maintenance and Upgrades

Users who are given this privilege will be
able to access 'Product Upgrades' section
where the latest product updates, release
notes, and the steps to upgrade the latest

version are present.

Configure Emergency Access

You can enable a designated list of users
to access all passwords (work accounts)
stored in Securden, breaking the usual
access controls. This is to meet password
access needs during certain
emergencies. Users who are given this
privilege will be able to configure the

emergency access.

Configure Assets and Assets Association

for Remote Connections

Users who have this privilege can add
their IT assets to Securden and configure

the association between domain accounts

and assets for launching remote
connections.
User Assets Association for Remote | You can allow your users to launch

Connections

remote connections to specific resources
using the AD account with which they
have logged in to Securden. You can
associate the IT assets with the users,

which will permit them to launch the
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connection with the assets allotted. This
privilege lets the user configure the
association between users and assets for

launching remote connections.

Configure Expired Password Rotation

Securden can automatically rotate
passwords for accounts that support
remote password reset when they expire
or are about to expire. Users who have
this privilege will be able to configure the

password rotation upon expiration.

Configure Custom Application Launcher

In addition to the default modes of
launching web-based connections and
through native clients, you can define
custom application launchers to supply
credentials and automatically launch any
application, including thick application
clients. Users who have this privilege will
be able to create a profile for any such
and them in

application manage

Securden to launch remote connections.

Manage Global Tags

When user tag creation is disabled, they
have the option to select from tags
created globally. So, the user with this
privilege will be able to create, edit, and

delete global tags.

Miscellaneous

Access Browser Extensions

Users with this privilege can access

browser extensions to facilitate auto-fill
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of credentials on websites and web

applications.

Manage Browser Extensions Users with this privilege will be able to
manage and configure the browser

extension settings.

Use Windows Remote Launcher Users with this privilege will be able to
launch RDP and other remote
connections from Securden web

interface.

User Details

You can get detailed information about user accounts from the Details tab

when you select each user.

Q“.‘\,.r’\ unt Manager

Dashboard Accounts wdi Sessions

& Perry Theplat

Phone Number

User ID

The details contain main information such as the Username, Login Name,

Email address, Domain name, and their role.
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Other details include the Phone number, 2FA status, Application Access,

Location, and User ID.

User ID is particularly useful for making use of APIs to retrieve or modify user

information. You can copy the User ID with the icon available beside it.

All Users v m e Deta Report Concurrent Logins

& Destio Shax

a

A Penty Theplat
y@preey com

& Securden Administrator

L

Keeping users in Synchronization with your Active Directory

You can select the Sync User option to sync the user details with your AD. If

the user has been deleted from AD, they will be disabled in Securden.

Note: This is only applicable for users imported from domain, and not for
manually added users or those imported from a file.
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9 Privileged Account Manager Qv 2 v

Accounts Folders Audit

More »

All Users 23 Q etails  Report  Concurrent Logins

= yM

anjay@testkarthikrajasoutlook onmicros Sanjay M Actions v  # Edit Delete

uditor
Username © Sync User
Bl Sanjay
Login Name

3 sanjay_M

Domain

El) SECURDEN.AWS.COM (SECURDEN-AWS)

Distinguished Name

N=Sanjay M.OU=QA,0U=AllUsers,DC=SECURDEN,DC=AWS,DC=COM

Role
agoo F i > »
https://demo-unified-pam securden.com/dashboard Auditor -

User Reports

Under the User Report, you can view a comprehensive summary of a particular
user account. It gives you a detailed report on what all accounts have been

accessed and what permissions a user has on each account.

g Privileged Account Manage Qv ] v

Dashboard

More =
All Users v  £a~ Qa Details  Report  Concurrent Logins

& Destio Shax

Securden Admini... m

& Frankel Lampard Summary Most Accessed Accounts &

renkid@gmal

L counts owned by this user 4

P — Accounts shared by this user 1
erry Theplat

Account Usage Statistics (i

B [ ]



78

Account Usage Statistics

Here, you can see the day-wise statistics of different activities carried out by
the user account such as password retrievals, remote connections launched,

and password auto-fills on websites.

e Privileged Account Manager

Dashboard pr Folders Users Groups Audit Sessions Reports Admin

All Users v n More~ Q Details  Reg Concurient Logins

& Destro Shax
Jest

& Frankel Lampard

& Penry Theplat Account Usage Statistics G

1to40f4 5 v n

Access Details

This gives you the list of accounts owned by a user and the accounts that are
shared with them. Alongside this, it shows the level of access permissions
(Manage, Modify, View, and Open Connection) that the user has on different

accounts.
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All Users v

& Destio Shax

lestro@gmail.com

Super Administrat

& Frankel Lampard

frenkid

& Jonathan Ridge

john@gmail com

<

1t050f5

User Activity

User Activity explains the 'where', 'when', and 'what' of various

performed by a user.

ed Account Manag

Account! Folders

m Moes Q

All Users v

& Destio Shax

Administrator
& Fiankel Lampard
frenkid@gmail.com

Account Manage

2 Jonathan Ridge

1t050f5 5 v n

Account Activity

Details  Repoit  Concurrent Logins

Access Details

Account Title \ccount Addre Manage Modify View
Jor 192164 X X X
Emai 192.168.72.2 v

Showing 1106 of 6 5 v

Users Groups Repor dmin
Details Rep Concurrent Logins
[
2 > L
rmed From Performed At Activity Type sern
WI10PF2YASOP 24 Jul 2023 23 User logged in N/A
W10PF2YASOP 24 er logged out N/A

W10PF2YASOP 24 Jul 2023 2257

onathan Ridge

W10PF2YASOP Frankel Lampard

W10PF2YASOP 24 Jul 2023 22:49 User role Perry Theplat

Emergency a

enabled N/A

Inactivity perio gout modifi.. N/A

W10PF2YASOP 12 Jul 2023 14:24 ser logged in N/A
W10PF2YASOP User logged out N/A
41 ADEIVACND ot 0 e Lnnesnd in o

Showing 110606 25 v

Open Connection  Tags

Mark

activities

Showing 1102501142 25 v

Rl Securden Authentication

Bl Role changed from User to Ac

El) Role changed from U

Bl Inactivity Timeout Changed

&l Securder

entication

Bl User logged out due to inactiv
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Account Activity gives the list of accounts and the actions carried out on those

accounts.

9‘ Privileged Account Manager Qv v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
More »
All Users v B3 roe- Q Details  Report  Concurrent Logins

Account Activity

Xcoom Showing 110250137 26 v
& Frankel Lampard ccout Tile Account Addre Activity Type Performed From Performed At
frenkid n
Account Manager Server3 173.134.23.4 E)) Shared to Perry Th
& Jonathan Ridge Server3 73134234 Account connectivity check f.. W10PF2YASOP 023 2255 &) Domain unreachal
hn@gmail.com
ministrator Server3 73.134.23.4 Account added W10PF2YASOP 24 Jul 2023 22:55
& Peiry Theplat 134 d o fold 10 P 0" )
perry y.com
C Janager t test P 4 1 S0P ) 3 5]
2 t test n 10PF ¥ 0 & ster ur
" s
t test a ged | F 0 3

1t050f5 v n

Groups this user is a part of, Directly shared folder(s) details, and

Group shared folder(s) details are the other insights of User Report

section.

Dashboard Accounts Folders Groups Sessions Reports
More >
All Users v [ ada - Q Details epoit  Concurrent Logins
Chris
* Showing1to30f3 25 v n
T

& Destio Shax
destro@gmail.com Groups this user is a part of

m Showing 1t030f 3 5 v

& Matthew Hart

Showing 1t030f 3 v n

1t080f8 25 v n

Directlv shared folder(s) details v
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g' Privileged Account Manager

Dashboard Accou Folders Users Groups Audit
Mo -
All Users v~ m S Details Report  Concurrent Logins
&8 Administrat
xdmin_1 @securden.com ‘ Directly shared folder(s) details
Administiatc

2§ Anish Krishnan Sridhar
Folder Name
anish@securden.com

User

AP Test
= arry

Cisco Routers
Uses

Client Services
A Bala Bala
bala@securden.com

Databases
User

File Server

A& Bala Govind

sakthi@securden.com
Internal

IT Infra: 4
n > » Tastiucture

ninistiator

<

110 50 of 64 5

¥ Privileged Account Manager

shboa Accounts Users Groups
More ~
All Users ~ m e Details  Report
admin_1@securden.com

Administrator

= Anish Krishnan Sridhar

anish@securden.com
Folder Name

User
API Test
= ar
= arry
Uset Cisco Routers
A BalaBala Cisco Routers
bala@securden.com
Use Client Services
& Bala Govind Databases
sakthi@securden.com
Administrator Databases
50 > »
1t0500f64 50 v n Databases

Folder Description

Audit

Concurrent Logins

Group shared folder(s) details

Folder Description

Manage Folder

Group Name

Securden Admins

Administrators

Securden Admins

Administiators

Securden Admins

Storage Replica Adm.

ssions Reports

Qv
Showing1t0230f23 25
Add Accounts to Folder View Folder
v v
v v
v v
v v
v v
v v
v v
Qv

Reports

Manage Folder

v

Showing 1t0250f37 25

Add Accounts to Folder  View Folder

v v
v v
v v
v v
v v
v v
v v
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To export the user specific report, Navigate to Users >> (select the

required user account) >> Reports >> Export.

All Users v m More  Q

A Destio Shax

Securden Admini...

A Frankel Lampard Summary 5 Most Accessed Accounts G

Account Usage Statistics

You can also click on Download as PDF to directly download the report.

User Report can be exported in three different formats such as PDF, CSV, and
XLSX.

Monitor Concurrent Logins

You can monitor the concurrent logins of each user.

For example, if a user has logged in to the Securden web interface through
the web on multiple browsers, and also through mobile apps, the Concurrent

Logins section lists out all the different logins.

You can review and even terminate any or all the logins, which will forcefully

log out the user from Securden GUI.



All Users v B8 voe- Q Details  Repoit

A& Destio Shax
vail.com

& Frankel Lampard
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& Jonathan Ridge
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User Groups

You can organize the users in your organization as groups in Securden for
efficient administration. You can even maintain the same team structure as in
the organization. User groups help you carry out multiple operations for

numerous users at the same time.
Adding groups can be done in the following ways:

e Import groups from AD
e Import groups from Azure AD
e Import groups from LDAP

e Add groups manually

Navigate to the Groups tab and click Add in the GUI to perform this step.
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Q Privileged Account Manager Qv ] v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
User Groups m Morev Q Members  Report
- mport Groups from AD
=
. Group Name Administrators
mport Groups From LDAP
Description Administrators have complete and unrestricted access to the computer/domain
. mport Groups from Azure AD
= Al
Group ID 1000000001065
Add Groups Manually
= AW P r ,
® AWSCompute Q m Sync Members hedule Syn: oup Setting Showing1to70f7 25 W
Em
% Backup Operators
erators can override ty ctions for the sole pur
Administrator User admin_1 @securden.com SECURDEN.AWS.COM
& DnsAdmins
inietres - Parthasarathy Dharmalingam User parthasarathy@securden.com  SECURDEN.AWS.COM
%8 Domain Admins Securden Service Account User SECURDEN.AWS.COM
1t0170f17 100 v n Securden Service Account 2 User SECURDEN.AWS.COM

Import User Groups from AD

Securden scans your Active Directory domain and obtains the users and
groups in the domain. You can discover any specific user(s) or a group of users

and add them to Securden. User discovery is a two-step process.

Step 1: Establish Connectivity

This step requires you to provide certain details to enable Securden to scan

members of the domain.
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v Privileged Account Manager Qv 8 v

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Hel -
Import Groups from AD P

Importing users from AD is a two step process. In the first step
here, you need to supply certain details to enable Securden to

Step 1: Establish Connectivity scan the members in the domain.

Domain IP Address

Securden scans your Active Directory domain and obtains the users and groups in the domain. You can _
Specify the FQDN or IP address of the domain to be scanned

discover any specific user(s) or a group of users and add them to Securden. User discovery is a two-step N
You have the option to enter any number of secondary IP

process
addresses in comma separated form. This will help Securden

establish connection if the primary IP address is not working

SECURDEN.AWS.COM v Connection Mode

Specify the mode (SSL/non-SSL) through which Securden has
to establish connection with the AD domain. If SSL mode is

17231111 selected, the domain controller should be serving over SSL in
port 636 and the certificate of the domain controller should
have been signed by a CA. If the certificate of the domain
controller is not signed by a certified CA, you need to import all

Secondary IP Addresses (Optional) the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller
and all the intermediate certificates if any. For details,

Domain IP Address: Specify the FQDN or IP address of the domain controller
to be scanned. You have the option to enter any number of secondary IP
addresses (secondary domain controllers) in comma separated form. This will

help Securden establish a connection if the primary is not accessible.

Connection Mode: Specify the mode (SSL/non-SSL) through which Securden

has to establish a connection with the AD domain.

If SSL mode is selected, the domain controller should be serving over
SSL in port 636 and the certificate of the domain controller should have been

signed by a CA.

If the certificate of the domain controller is not signed by a certified CA,
you need to import all the certificates that are present in the respective root
certificate chain - that is the certificate of the domain controller and all the

intermediate certificates if any.

You can follow the example given below to import the domain controller's

certificate into the certificate store of the Securden server machine. However,
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you may use any procedure that you would normally use to import the SSL

certificates to the machine's certificate store.

e In the Securden server machine, launch Internet Explorer and
navigate to Tools >> Internet Options >> Content >>
Certificates.

e In the GUI that pops up, click Install Certificate and then choose
Local Machine in the next step.

e Browse and locate the root certificate issued by the CA.

e Click Next and choose the option Automatically select the
certificate store based on the type of certificate and install.

e Click Import again.

e Browse and locate the domain controller certificate.

e Click Next and choose the option Automatically select the
certificate store based on the type of certificate and install.

e Apply the changes and close the wizard.

e Repeat the procedure to install other certificates in the root chain.

Supply Administrator Credentials: You need to supply administrator
credentials to enable Securden to scan the members in the domain. You may
enter the username and password manually once and this will be stored in

Securden for use during subsequent import attempts.

You can discover any group of users and add them to Securden.

Step 2: Go to Import

This step is to fetch the required user groups from the AD domain specified.
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This GUI offers the flexibility to fetch user groups from OUs/Groups in bulk

and even specific users, in a single step. That means, you can enter the names

of the OU/Groups to be discovered in a single step. You can enter the discovery

details in any combinations (OUs and Groups) as you wish.

To import OUs, select the OU tab.

1.
2.

Enter the OU name and select Discover.

You can also browse from the OU tree by clicking on the Browse OU
Tree and Select option. You can select one or multiple OUs and select
Add.

You can then verify your selection in the Verify the Objects Selected
for Discovery.

You can then select the role for the OUs imported using the Role in
Securden drop down.

Before selecting the import button, you can look into the additional
settings which are explained below.

Select Import.

To import Groups, select the Groups tab.

Enter the Group name and select Discover.

You can also browse by clicking on the Browse Groups and Select
option. You can select one or multiple groups and select Add.

You can then verify your selection in the Verify the Objects Selected
for Discovery.

You can then select the role for the OUs imported using the Role in
Securden drop down.

Before selecting the import button, you can look into the additional
settings which are explained below.

Select Import.
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Advanced settings:

This option allows you to either include domain users of all subgroups to
the group being imported or ignore the subgroups and import only the

users of the first level group.

Import groups from LDAP

Importing user groups from LDAP is a two-step process. In the first step
here, you need to supply certain details to enable Securden to connect and

scan the directory.

v Privileged Account Manager Qv Qv

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Hel

Import Groups from LDAP P
Importing users from LDAP is a two-step process. In the first
step here, you need to supply certain details to enable

Step 1: LDAP Settings Securden to connect and scan the directory.

Domain Identifier
You can integrate Securden with any LDAP-compliant directory service and import users and groups. The
6t Enter the name with which the LDAP domain can be identified
integration and import follow a two-step process

Domain Base DN

When you import users from an LDAP directory, Securden
fetches attribute values from the directory. You need to enter
base’ or 'root’ from where the directory lookup should start. You
will be entering the top level of the LDAP directory tree name in

Domain Base DN * the same format as it is appearing in your LDAP directory.
Typically, this is entered as a sequence of names separated by
commas to specify the Base Distinguished Name (DN)

Account DN * Example
DC=MyDomain,DC=com
Domain IP Address / FQDN * Account DN

For connection authentication, Securden needs access to an
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Q Privileged Account Manager

Dashboard Accounts Folders

Connection Mode

SSL

Supply Administrator Credentials

Jsername

Step 1: LDAP Settings

You can integrate Securden with any LDAP-compliant directory service and
import user groups. In the GUI that opens, enter the following credentials to

proceed with the integration.

Domain Identifier: Enter the name with which the LDAP domain can be

identified.

Domain Base DN: When you import user groups from an LDAP directory,
Securden fetches attribute values from the directory. You need to enter base
or root from where the directory lookup should start. You will be entering the
top level of the LDAP directory tree name in the same format as it is appearing

in your LDAP directory. Typically, this is entered as a sequence of names

Users

Audit

Sessions

Qv

Reports Admin

Example
CN=Bob.Smith CN=Users, DC=MyDomain,0C=com

Domain IP Address

Specify the FQDN or IP address of the LDAP domain to be
scanned. You have the option to enter any number of
secondary IP addresses in comma separated form. This will
help Securden establish a connection if the primary IP address

is not working

Connection Mode

Specify the mode (SSL/non-SSL) through which Securden has

to establish a connection with the LDAP domain. If SSL mode is

selected, the domain controller Id be serving over SSL in

port 636 and the certificate of the hain controller should
have been signed by a CA. If the certificate of the domain

CA, you need to import all

in the respective root

ficate of the dor controller

and all the intermediate certificates if any. For details,

Sunnlv Adminiatratar Cradentiale

separated by commas to specify the Base Distinguished Name (DN).

Example

DC=MyDomain,DC=com

Account DN: For connection authentication, Securden needs access to an

LDAP account that has read access and is password-protected. You need to
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enter the Account DN here. You may enter the account name and password
in the last step.
Example

CN=Bob.Smith,CN=Users,DC=MyDomain,DC=com

Domain IP Address: Specify the FQDN or IP address of the LDAP domain to
be scanned. You have the option to enter any number of secondary IP
addresses in comma separated form. This will help Securden establish a

connection if the primary IP address is not working.

Connection Mode: Specify the mode (SSL/non-SSL) through which Securden

has to establish a connection with the LDAP domain.

e If SSL mode is selected, the domain controller should be serving over
SSL in port 636 and the certificate of the domain controller should have
been signed by a CA.

e If the certificate of the domain controller is not signed by a certified CA,
you need to import all the certificates that are present in the respective
root certificate chain - that is the certificate of the domain controller and

all the intermediate certificates if any.

Supply Administrator Credentials: You need to supply administrator
credentials so as to enable Securden to scan the members in the domain. You
may enter the username and password manually once and this will be stored
in Securden for use during subsequent import attempts. If the users belong
to a different network than the Securden server, you can route the connection

through a remote gateway. You can select the appropriate remote gateway
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from the drop-down and the discovery will happen through the selected

gateway.

Step 2: Discover and Import from LDAP

In this step, Securden establishes a connection with the LDAP domain

specified and imports user groups.

This GUI offers the flexibility to fetch only the required user groups from the

LDAP domain.

Dashboard Accounts Folders Users Groups Audit

Import Groups from LDAP

Step 2: Discover and Import from LDAP

In this step, Securden establishes a connection with the LDAP domain specified and imports users

Domain Name : Id Domain IP : 1

DC=SECURDEN,DC=AWS,DC=COM

Search Filter *

Reports Admin

Help

This step is to fetch the required users and groups from the
LDAP domain specified

This GUI offers the flexibility to fetch only the required users
from the LDAP domain. Typically, the search happens by
combining the Base DN, which is the base of the search tree for
all users, the specific level under the Base DN (the LDAP
Scope), and the Search filter that gets granular to fetch only the
required users. In the search filter, you can specify a Object
Class, which defines the types of results that Securden will
fetch. If the Base DN contains a mix of object types like people,
groups, assets, and so on, you may specify only the required
set of objects here. You may use (objectClass=*) to include all
objects

If you want to add only specific users from your LDAP directory,
just perform a search using the appropriate search filter. For
example, if you want to import only the users from the OU
Sysadmin and O Securden, the Base DN has to be
ou=Sysadmin,o=securden,c=com and the search filter has to be

written within brackets as: (objectClass=user

If you want to restrict your search within a specific level under

tha RansNN vai mav anlact the reaiired aranas fram the dran

e Typically, the search happens by combining the Base DN, which is the

base of the search tree for all users, the specific level under the Base
DN (the LDAP Scope), and the Search Filter that gets granular to

fetch only the required users/user groups.

e In the search filter, you can specify an Object Class, which defines the

types of results that Securden will fetch. If the Base DN contains a mix

of object types like people, groups, assets, and so on, you may specify
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only the required set of objects here. You may use (objectClass=*) to
include all objects.

e If you want to add only specific user groups from your LDAP directory,
just perform a search using the appropriate search filter. For example,
if you want to import only the groups from the OU Sysadmin and O
Securden, the Base DN has to be ou=Sysadmin,o=securden,c=com and
the search filter has to be written within brackets as:
(objectClass=user).

e If you want to restrict your search to a specific level under the BaseDN,
you may select the required scope from the drop-down.

e C(lick Search. Verify your discovery details under Verify the Objects
Selected for Discovery. If you to assign a common role to all the users

being imported, select the role in Securden and finally click Import.

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Verify the Objects Selected for Discovery common role to all the users being imported, select the role in
Securden and finally click ‘Import
Verify your search results before proceeding to importing them to Securden,
Note: User import is subject to your license limits. In case, the
number of users you try to import exceeds the license limit, the
number of users actually imported will conform to the license
count. The remaining users will not be imported. You can verify
the details in the next step.
When importing users, what should be the user role?
User v
Advanced Settings:
-

This option allows you to either include domain users of all subgroups to
the group being imported or ignore the subgroups and import only the
users of the first level group.
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Import from Azure AD

Securden allows you to import users from Azure AD. This is a two-step
process. In the first step, you need to supply certain connectivity details to
enable Securden to scan the members in the domain. This step requires
integration with Azure AD and some configuration steps. For details, refer to

Securden-Azure-AD-Guide.pdf

Step 1: Establish Connectivity

Prerequisites: Azure AD import requires internet connectivity. If your
organization makes use of a proxy server to regulate internet traffic, you
should have configured Proxy Server Settings (Admin >> General >> Proxy

Server Settings).

In the GUI page that appears, enter the following details:

Tenant ID: Enter the Directory ID i.e., Your organization's ID with Azure AD.
Client ID: Enter the Client ID of the application.

Client Secret: This is the Secret Key created for Securden.

Step 2: Import Users

This step is to fetch the required users and groups from the AD domain

specified.

This GUI offers the flexibility to fetch user groups from OUs/Groups in bulk
and even specific users, in a single step. That means you can enter the names
of the OU/Groups to be discovered in a single step. You can enter the discovery

details in any combinations (OUs and Groups) as you wish.
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To import OUs, select the OU tab

1.
2.

Enter the OU name and select Discover.

You can also browse from the OU tree by clicking on the Browse OU
Tree and Select option. You can select one or multiple OUs and select
Add.

You can then verify your selection in the Verify the Objects Selected
for Discovery.

You can then select the role for the OUs imported using the Role in
Securden dropdown.

Before selecting the import button, you can look into the additional
settings which are explained below.

Select Import.

To import Groups, select the Groups tab

Enter the Group name and select Discover.

You can also browse from the OU tree by clicking on the Browse
Groups and Select option. You can select one or multiple OUs and
select Add.

You can then verify your selection in the Verify the Objects Selected
for Discovery.

You can then select the role for the OUs imported using the Role in
Securden dropdown.

Before selecting the import button, you can look into the additional
settings which are explained below.

Select Import.
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Advanced Settings:
This option allows you to either include domain users of all subgroups to
the group being imported or ignore the subgroups and import only the

users of the first level group.

User Groups to Import: You can import all or specific user groups to import,
depending on your requirements. You can type in the names in the respective

text fields in comma separated form.

Configure Synchronization: Securden also allows Periodic Synchronization
with AD. After you import the required user groups, you can configure periodic
synchronization with AD. This helps you import the groups automatically. Click

Save to save the domain details.

Add User Groups Manually

If you are not integrated with Active Directory or Azure AD, you can manually

import user groups into Securden by following the steps given below.

To add user groups manually, navigate to Groups >> Add >> Add
Groups Manually. You can add a new group and add specific users as

members of the group from here.
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Q Privileged Account Manager Qv Qv
Accounts Folders

User Groups orev Q Members Report
import Groups from AD

)

. mport Groups From LDAP Group Name IT Team
import Groups from Description None-
Group ID 2000000004084

a ¢ m Delete Members  Configure 2FA Showing1t020f2 25

Frankel Lampard Jser frenkid@gmail.com Loca

showing1t020f2 26 v [ ]

lolofl 25 v n

In the GUI that opens, you have to provide the following details to create a

NEW USEr group:

0‘ Privileged Account Manager Qv av

Dashboard Accounts Folders Reports

Hel
Add Group P
You can add a new group and add specific users as members
of the group from here
IT Comms. Description Group Name
Uniquely identifies the group being added
Add Members Description
Helps you easily search for and identify any particular group.
Select v

Add Members

You can add specific users as members of the new group being
created. You can do a search of the existing users based on
any criterion such as Username, Email Address etc. and select
the required users to be added as members of the group

m Cancel

Group Name: Uniquely identifies the group being added.

Description: Helps you easily search for and identify any particular group.
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Add Members: You can add specific users as members of the new group

being created.

You can do a search of the existing users based on any criterion such as
Username, Email, Role Name, etc., and select the required users to be added

as members of the group.

@ Privileged Account Manager Qv Av

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Add Group 13

You can add a new group and add specific users as members
of the group from here.

T Comms Description Group Name
niquely identifies the group being added
Add Members Description
Helps you easily search for and identify any particular grouf

Emai v

Add Members

Perry Theplat (Perry) x

After providing these details, click on Save to create the user group.

Configure Periodic Synchronization of Groups

You can keep the members of this group in synchronization with that of the
AD. When new members get added to or removed from this group in AD, the
changes get reflected here without requiring any manual intervention on your

part.
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Navigate to Groups >> Select the required group >> Members >>
Schedule Sync section in the GUI to perform this step.

You can either schedule the synchronization activity for a one-time run or

create scheduled tasks to run periodically and ensure regular synchronization.

Q Privileged Account Manager Qv v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
User Groups 28 voe- Q Periodically Synchronize Group Members With AD
E You can create a scheduled task to keep the members of this group in synchronization with that of the AD. When new
members get added to or removed from this group in AD, the changes get reflected here

£ AllUsers

Will be executed next on 16 Apr 2169 04:00 hrs

&8 AWSComputer

Synchronize Once ~/, ) Synchronize Periodically
88 Backup Operators
B ators can ¢ ecurity restrictions for t! z Note: The current time on the server in which Securden runs is 18 Apr 2023 10:31 hrs. The execution time you set here will
follow the server time

.=
&8 Developer

Synchronize group memberson 26Nov2020 at 00 v 00 Vv  hrs

% DnsAdmins

For periodic synchronization, you can choose the start time, and set the

synchronization interval of your choice.

Once enabled, you can navigate to the Schedule Sync section as earlier to

view the next planned schedule.
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a Privileged Account Manager Qv v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
User Groups 8 voe- Q Periodically Synchronize Group Members With AD
= You can create a scheduled task to keep the members of this group in synchronization with that of the AD. When new
tricte members get added to or removed from this group in AD, the changes get reflected here.

] Allusers

Will be executed next on 16 Apr 2169 04:00 hrs

5 AWSComputer

O Synchronize Once Synchronize Periodically
&8 Backup Operators
at erride security restiictions for the sole pu Note: The current time on the server in which Securden runs is 18 Apr 2023 10:31 hrs. The execution time you set here will
follow the server time.

%2 Developer

Synchronize group members periodically starting from 26 Nov2020 at 00 v 00 v hrs

%2 DnsAdmins

Synchronize members every 1 Hours Vv
1t0180f18 100 v n

Group Settings

This option allows you to assign a role to the user groups being imported into

Securden. This can be done by selecting a role under Role in Securden.

You also have the option to choose how the subgroups are to be assigned
while importing. This means you can either choose to import domain groups

of all subgroups or ignore them.
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Q Privileged Account Manager Q
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
User Groups n Morev Q
Modify Group Settings
a : " When importing users, what should be the user role?
AllUs: v
AWS( b What would you like to do with subgroups when importing a group?
e group being imported (Users of subgroups will be imported; but subgroup
8§ Backup Operator
c f el grouy
De
s Dn
Tto180f 18 n

Explore Single Sign-On Options

Securden leverages SAML 2.0 to seamlessly integrate with SAML-compatible
federated identity management solutions like Okta, G Suite, Microsoft ADFS,
OnelLogin, Pingldentity, Azure AD SSO, and others for Single Sign On.
Securden serves as the SAML Service Provider (SP), and it integrates with
SAML Identity Providers (IdP). Once this is done, users who log in to solutions
like Okta (IdP) will be automatically logged in to Securden. The IdP and

Securden exchange validation details are in the background.

Securden integrates with any SAML-based SSO solution. The integration

process involves three steps:

e Step 1: Add Securden as an application in the IdP (Okta, OnelLogin, etc).
e Step 2: Configure IdP's details in Securden.

e Step 3: Provision access to Securden for your users in the IdP.
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To start the integration, you would require certain details about Securden,

which you can obtain from the product interface as explained below:

To configure SSO in Securden, navigate to Admin >> Integrations >>
SAML SSO.

@ Priviteged Account Manager Qv v

Dashboard

Q Search

m Application Launcher -

urden Agents
Integrations _
&%, Technician Access Policies Remote Distributors
4> Active Directory Domains
> Automatic Approval Policies £8 Application Server

] Syslog for SIEM

T Unix Connector
No‘iﬁca(ions

E7) Event Notifications £58 Ticketing System High Availability

(% Password Expiration Notification ] Database Backup

- General

>z Account Expiration Notification ] High Availability
EA Mail Server Settings

%3 Passwords Backup (Encrypted HTML File)

& Breached Passwords Identification

@ Proxy Server Settings
& Expired Password Rotation

$% Browser Extension Maintenance & Upgrades
Emergency Access @ Securden Server Connectivity Cg Product Upgrades

In the GUI that opens, Enable SAML SSO by setting the toggle to green

g Privileged Account Manager Qv

shboard Accounts Folders Users

Reports

Admin > SAMLSSO
Configure SAML SSO

Securden leverages SAML 2.0 to integrate with SAML-compatible federated identity management solutions like Okta, G Suite, Microsoft ADFS, OneLogin, Pingldenity, Azure AD SSO and others for Single Sign On. Securden serves as the SAML Service
Provider (SP) and it integrates with SAML Identity Providers (IdP). Once this is done, users who login to solutions like Okta (IdP), will be automatically logged in to Securden. The IdP and Securden exchange validation details in the background. Steps
below involve providing details about the SP 1o the respective IdP.

Step 1: Add Securden as an application in the IdP (Okta, OneLogin etc.)
Step 2: Configure IdP's details in Securden

Step 3: Provision Securden access to users in IdP

Enable sAMLssO @D

Enter Securden Details in the IdP
Use the following information in IdP and add Securden as an application,

SP Entity ID

% https://w10pf2yas0p:5959/saml_sso [Ec

Assertion Consumer URL 0p:5959/saml_sso

B https//w10pf2y,

SP Metadata &, securden_meta.xml

Enter IdP Details in Securden
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Step 1: Add Securden as an application in your SSO solution (known as

the IdP). You need to perform this step on your SSO solution.

For adding Securden as an application, you would typically require the

following details. Securden is referred to as the ‘Service Provider’.
e Service Provider Entity ID
e Assertion Consumer URL

e Service Provider Metadata

All these details are available in the Configure SAML SSO page as shown

below. You may readily copy this information using the icon provided beside

each detail.

Accounts Folders i Sessions

identity management solutions like Okta, G Suite, Microsoft ADFS, OneLogin, Pingldenity, Azure AD SSO and others for Single Sign On. Securden serves as the SAML Service
nis is done, users who login to solutions like Okta (IdP), will be automatically logged in o Securden. The IdP and Securden exchange validation details in the background. Step

Step 3: Provision Securden access to users in IdP

Enable saMLSsO @D

Enter Securden Details in the IdP

Jse the following information in IdP and add Securden as an application.

SP Entity ID

Enter IdP Details in Securden

Configure IdP Details Upload IdP Metadata

Step 2: Configure IdP's details in Securden
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Once you have completed step 1 and added Securden as an application in your

SSO solution, you would have certain details obtained from the IdP like IdP

Entity ID, IdP login URL, and protocol type.

Enable SAML SSO ‘3

Enter Securden Details in the IdP

Enter IdP Details in Securden

(O Configure IdP Details D) Upload IdP Metadata

You have two options here from which you can select one that is best suited

for you.
e Configure IdP Details (or)

e Upload IdP’s Metadata file

If you select the option Configure IdP Details, enter the IdP details that you

get once you complete step 1.



You need to enter the following information:

Identifier - Enter an Identifier text that will appear on the Securden login

screen to display the SSO option.

IdP Entity ID - You need to fetch the Entity ID from your IdP provider and
enter it here.

IdP Login URL - Enter the URL used to login into your IdP portal.

PROTOCOL TYPE - Select the type of protocol to use from the two available

options.

e HTTP-POST - Select this if you wish to send data to the server.
e HTTP-Redirect - Select this if you want the server to redirect the

response to your request.

Upload Certificate file — You can attach the certificate file that you have for
your IdP.
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Custom rule for Securden login -

4

As part of the integration, one of the important aspects is the ‘login name
format. The Identity Provider returns a login name, which Securden uses as
the username for logging in to the application. If you want to map the name
returned by the identity provider with a different name, you can create custom

rules.

Basically, you can make use of the following string functions to create custom
rules to manipulate the login name returned by the identity provider. In the
string function, login name denotes the name returned by the identity

provider.

Step 3: Provision access to Securden for your users in the IdP
After completing the integration, remember to provision access to Securden

to your users in the IdP.

Configure Single Sign-On

The steps to configure Single sign on for various SSO providers have been

elaborated below.

Configure Single Sign-On for Okta

To integrate Okta with Securden, you need to follow these steps:
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1. Log in to your Okta account using your admin credentials.

okta

Sign In

| Remember me

Need help signing in?

2. Navigate to Applications >> Add Applications >> Create New App.

8] Add Application
AP Manageme Featiwred Integrations
Aoos -
= "
Ao for Gaen = A ATLASSIAN DocuSigr.
CAs:
Active Directory Atlassian Cloud DocuSign
Owectones and 40
Securiy A
iy
ey
2%
. slack workdaoy 200m
Slacs Workday Zoom SAML
f owng
aws A ATLASSIAN w

3. In the pop-up window, choose SAML 2.0 as your sign-on method and click
Create.
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Create a New Application Integration

Platform Web .

Sign on method Secure Web Authentication (SWA)

Uses credentials to sign in. This integration works with
most apps

© samL20
Uses the SAML protocol to log users into the app. This
is & better option than SWA, if the app supports it
OpenliD Connect
Usas the OpenliD Connect protocol to log users into an

app you've built.

4. In the Create SAML Integration window, enter the application name, and if

you want, you can add the application logo as well. Then, click on Next.

Aop name

App logo

App visiiny

5. Here, you need to provide the Service Provider’s, a.k.a. Securden’s details for
which you have to navigate to Admin >> Integrations >> SAML SSO. Use
the provided details to integrate Securden with Okta.
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Enter Securden Details in the IdP

Use the following information in IdP and add Securden as an application.

SP Entity ID ER https://pam-demo.securden.com/saml_sso [Edit Access URL]
Assertion Consumer URL ER https://pam-demo.securden.com/saml_sso
SP Metadata &, securden_meta.xml

6. Navigate to the Okta SAML settings page. Enter the Securden Service Provider
details in Okta’s Configure SAML settings page.

#Create SAML Integration

©) conngure sAML

What Gows 1N Parrm G0t
General Tivm St gorarates the XML seeded
for the 390" SAML reguent

Wiars @0 | find the Info this Torm
B

e spp

Okta Cartificate

Urapectea . Gt W OMTR CArtMOate 10 your

dmnt ity Prorgs

7. If you have used AD to import users, choose the Custom option for Name ID
Format. Specify the following custom format: toUpperCase(substringBefore(
substringAfter(user.email, "@"), ".")) + "\" + substringBefore( user.email,
"@").

8. If you did not use AD for user import, you can choose the Okta Username
Prefix option.

9. Click on the Finish button to complete the SAML creation process. Navigate to

the Sign On tab and click on View Setup Instructions button.



109

General Sign On Mobile Import Assignments

Settings Edit

Sign on metho

The sign-on methoddetermines how a user signs into and manages their credentials for an

application. Some sifn-on methods require additional configuration in the 3" party application.

Application usernamd is determined by the user profile mapping. Configure profile mapping

SAML20

Default Relay Jate

SAML20 s n onfigured until you complote the setup instructions,

View Setup Instructions

Identity Provider metadata is avallable if this application supports dynamic configuration

10. Navigate to Securden >> Admin >> Integrations >> SAML SSO.

11. Click on the Configure IdP Details option to display the IdP options. Here,
you need to enter details of your SAML IdP. You can add the details manually

or choose to import them from the IdP Metadata file.

Enter IdP Details in Securden

P Configure 1dF Details Upload 1dF Metadata
Identifer~ » o
198 Entty e
199 Login UML
MTTP-POST ~
Drowse
Custom Rule for Securden Login Name (optional)
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Con

figure Single Sign-On for Azure AD

To integrate Securden Login with Azure AD, you need to carry out the following

steps:

—

Log in to your Microsoft Azure portal.
Click on the App Registrations from the left pane under Manage.

Click on the + New Registration button on the top bar.

> WD

The registration page will load. Here, you need to provide the

following information:
Name: Enter Securden Vault, or a name of your choice.

Choose supported account types - Accounts in this
organizational directory only - Single tenant. Enter the Securden’s
Redirect URI.

5. Click on the Register button to complete the addition of Securden
Vault

6. The newly registered Securden Vault’'s application will open up. Click
on Authentication under Manage in the left pane. In the
Authentication page, under Advanced Settings, enable Allow
Public Client Flows by clicking on the Yes button.

7. Click on API Permissions under Manage in the left pane. In the
API Permissions page, click on the +Add a Permission button.

8. A Request API Permissions window will pop up. Here, choose
Azure AD Directory Graph under Supported Legacy APIs.

9. Click on Delegated Permissions and search for "read" in the Select

Permissions search bar to populate relevant permissions. Select the
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options Directory.Read.All, User.Read and click Add
Permissions.

10. Now, click the Grant Admin Consent button under Grant

Consent.

11. In the pop up that opens, click Yes to grant consent for the

requested permissions.

12.You can now navigate to Securden Vault’s interface to start importing
users, after Securden Vault is registered with the relevant

permissions in Azure AD.

Troubleshooting Tips

Issue: "User not present" error while configuring Azure AD SSO integration.
Solution:

During authentication, we validate the value returned by the identity provider
against the login name in Securden. When you import users from Azure AD,

Securden checks the username as DomainName\loginname.

For this, you can change the custom rule for Securden login hame in the SSO

configuration page under "Admin>>SAML SSO>>Edit"
stringAppend('DOMAINNAMEY\', loginname)
Example: stringAppend('SECURDENDEV\', loginname)

If an email is received from Identity Provider, the login name has to be

stripped from the value:
stringAppend('DOMAINNAMEY\', substringBefore(loginname, '@"))

For extracting username from email: substringBefore(loginname, '@")
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Configure Single Sign-On for Ping Identity

1. Login to your Ping Identity account.
2. Navigate to Connections >> Applications + and then click Web App

>> SAML.
® - © Explore

Applications @

4 Agohcations by A

PingOne Admin Console

Web applications that Applcations that are A Font-end appication Managerment AP|
A0 HCCOSSOT Wihin & stored and run from a that uses an AP! nMegrabions that can
browser device of deskiocp pericem actions using
Roles
WEB APP NATIVE APP SINGLE PAGE APP WORKER

CHOOSE CONNECTION TYPE

SAML
Apps that utiize an ideniity Provider (IDP) 1o suthenticate users and provides Service
Providers an Authentication Asserton

olnC
Empioys Universal Login and redivect users 10 the login page

3. Create an App profile by personalizing your application with its name,

description, and icon (optional). Then click on Next.
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Create App Profile PROGRESS

Parsinaizs your apication by tresting A ungue pradie The Sescroton will help piar Outitrmeny erfy T Durpose of P aORcaton snd
oV ot Rlrmaton 15 MagUKed Connectons

ocurdent Web App SAML

PROGRESS
O g Metasata Yrgoet From LaL Marnsady Erter
© Create App Profile
» secuden_metawnt O Peptace Fmonalee Yo agpi Aon

DA DA SOMO O BN COMLMT W0

Cancel

4. To configure connection between Securden and PingOne, you need to
provide the Service Provider’s, a.k.a. Securden’s, details for which you

have to navigate to Admin >> Integrations >> SAML SSO.
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Enter Securden Details in the IdP

Use the following information in IdP and add Securden as an application.

SP Entity ID Eh https://pam-demo.securden.com/saml_sso [Edit Access URL]
Assertion Consumer URL Eh https://pam-demo.securden.com/saml_sso
SP Metadata &, securden_meta.xml

Use the provided details to integrate Securden with Ping Identity.

5. Map attributes to provide access to your application for customers to
authenticate.

6. Click on the Finish button to complete the SAML creation process.

7. Navigate to Applications >> Securden >> Configuration and
download metadata or copy the respective Issuer ID (Entity Id) and IDP
metadata URL (Login URL).

Applications @

8. Navigate to Securden >> Admin >> Integrations >> SAML SSO.
Click on the Configure IdP Details option to display the IdP options.
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Here, you need to enter details of your SAML IdP. You can add the details
manually or choose to import them from the IdP Metadata file.

9. Click the Save button to complete the setup.

10.Navigate to Ping Identity, Applications >> Securden >> Access and
follow the instructions in the GUI to assign Securden to your users.

Select the required users and assign them the application.

Configure Single Sign-On for One Login

1. Navigate to Applications >> Applications >> Add Apps in the
OnelLogin administrator dashboard.

Find Applications

2. Search for SAML Custom Connector (Advanced) and select the first
result from the search results.

3. Navigate to Configurations tab here, you need to provide the Service
Provider’s, a.k.a. Securden’s details for which you have to navigate to
Admin >> Integrations >> SAML SSO.
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Enter Securden Details in the IdP

Use the following information in IdP and add Securden as an application.

SP Entity ID Eh https://pam-demo.securden.com/saml_sso [Edit Access URL]
Assertion Consumer URL Eh https://pam-demo.securden.com/saml_sso
SP Metadata &, securden_meta.xml

Use the provided details to integrate Securden with One Login.

4. Navigate to the One Login Configurations page. Enter the Securden

Service Provider details in the configurations page.

onelogin

Add SAML Custom Connector (Advanced)

Portal
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SAML Custom Connector (Advanced

Application details

onelogin  users

SAML Custom Connector (Advanced

Enable SAML2.0

Click on the Save button to complete the SAML creation process and
navigate to Securden >> Admin >> Integrations >> SAML SSO.
Toggle the Enable SAML SSO switch on

Click on the Configure IdP Details option to display the IdP options.
Here, you need to enter details of your SAML IdP. You can add the details
manually or choose to import them from the IdP Metadata file.

Click the Save button to complete the setup.
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9.

You can now assign Securden to your users. Navigate to Applications
>> SAML Custom Connector (Advanced) >> Users. Select the

required users and assign them the application.

Configure Single Sign-On for G-Suite

To integrate G-Suite with Securden, you need to follow these steps:

1.

You need to possess a super administrator account to proceed further
and open the Google Admin console.

From the Admin console Home page, go to Apps >> Web and Mobile
Apps.

3. Click Add App >> Add Custom SAML app.

On the App Details page:
a. Enter the name of the custom app (here Securden).
b. (Optional) Upload an app icon. The app icon appears on the web
and mobile apps list, the app settings page, and the app launcher.
If you don't upload an icon, an icon is created using the first two
letters of the app name.
Click Continue.
On the Google Identity Provider details page, get the setup
information needed by the service provider using one of these options:
a. Download the IDP metadata.
b. Copy the SSO URL and Entity ID and download the Certificate
(or SHA-256 fingerprint, if needed).
(Optional) In a separate browser tab or window, sign in to your service
provider and enter the information you copied in Step 4 into the
appropriate SSO configuration page, then return to the Admin console.

Click Continue.
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9. In the Service Provider Details window, enter an ACS URL, Entity
ID, and Start URL (if needed) for your custom app. These values are
all provided by the service provider. Note: The ACS URL has to start
with https://

10. The default Name ID is the primary email. Multi-value input is not
supported.

11. Click Continue.

12. Under Google Directory Attributes, click the Select Field menu to
choose a field name. Then, enter the corresponding attribute for your
custom SAML app under App Attributes.

13.Click Finish.

Turn on your SAML App

1. Click User Access.
2. To turn on or off a service for everyone in your organization, click On
for everyone or Off for everyone, and then click Save.
3. (Optional) To turn a service on or off for an organizational unit:
e At the left, select the organizational unit.
e Select On or Off.
e Click Override to keep your setting if the service for the parent
organizational unit is changed.
e If Overridden is already set for the organizational unit, choose an
option:
Inherit—Reverts to the same setting as its parent.
Save—Saves your new setting (even if the parent setting
changes).
4. To turn on a service for a set of users across or within organizational

units, select an access group.
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5. Ensure that the email addresses your users use to sign in to the SAML
app match the email addresses they use to sign in to your Google
domain.

Configure Single Sign-On for Microsoft ADFS

Before configuring ADFS
e Register your Windows Server as a member of the existing domain.
e Log in to the ADFS server as a domain administrator.

e Ensure that the ADFS server has a valid certificate meant for it (ADFS).

Step 1: Install the ADFS role

1. Open Server Manager >> Manage >> Add Roles and Features.

The Add Roles and Features wizard is launched.

N

On the Before You Begin page, click Next.

[98)

On the Select Installation Type page, select role-based or feature-

based installation, and then click Next.

4. On the Select Destination Server page, click Select a Server from
the Server Pool and click Next.

5. Onthe Select Server Roles page, select Active Directory Federation
Services and click Next.

6. On the confirmation page, click Install. The wizard displays the

installation progress.

7.  Wait until the installation gets completed.
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Step 2: Configure the Federation Server

1. Once the ADFS role is installed, click Configure the federation
service on this server link.

2. On the Welcome page, select Create the first federation server in
a federation server farm and click Next.

3. On the Connect to Active Directory Domain Services page, specify
an account with domain administrator rights for the Active Directory
domain that this system is connected to, and then click Next.

4. On the Specify Service Properties page, enter the following details

before clicking Next:
a. Select the SSL certificate. The Federation Service Name will be
automatically populated.
b. Enter a display name for Federation Service Display Name.

5. On the Specify Service Account page, select Use an existing
domain user account or Group Managed Service Account and click
Next.

6. On the Specify Configuration Database page, select Create a

database on this server using Windows Internal Database and click
Next.

7. On the Pre-requisite Checks page, verify if all prerequisite checks
have been successfully completed and then click Configure.
8. Review the results and check whether the configuration has been

completed successfully on the Results page.

Step 3: Configure ADFS to integrate with Securden
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10.

1.
12.

13.

14.

Open Server Manager >> Tools >> ADFS Management. The ADFS
wizard is launched.

Expand to "Relying Party Trusts" and click "Add Relying Party
Trust".

On the “"Add Relying Party Trusts” wizard, click Start.

Launch  Securden web interface (https://<Securden-Server-

Hostname>:5454/), navigate to Admin >> Integrations >> SAML
SSO and download the metadata file - securden_metadata.xml.

Go back to "Add Relying Party Trusts” Wizard. Under “Select Data
Source”’, select "Import data about the relying party from a file".
Browse and select the "securden_metadata.xml”, which you
downloaded from Securden and click "Next".

In the "Specify Display Name” field, enter "Securden" and then click
"Next" .

Choose "I don't want to configure multifactor authentication
settings for this relying party trust at this time" and then click
"Next".

Choose Permit all users to access this relying party.

Keep clicking Next until you reach the Finish screen.

Choose to open the Edit Claim Rules dialog before clicking Finish. This
will launch the Edit Claim Rules window.

On the Issuance Transform Rules tab, click Add Rule.

Under Select Rule Template, set Transform an incoming claim as
the rule template and click Next.

Choose Windows account name in Incoming Claim Type and
Name ID in Outgoing Claim Type and then click Finish. Apply the
claim rules in Issuance Transform Rules tab.

Navigate to Endpoints, and then to MetaData Group. Select the entry
with type Federation MetaData.
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15. Open a web browser and access the following URL path as in the entry
"https://<ADFS-Server-Name>/<URL-Path>"

Example: (https://SEC-2K12.SECURDEN.LOCAL/FederationMetaData/2007-
06/FederationMetaData.xml)

16. Launch Securden web client. Navigate to Admin >> Integrations >>
SAML SSO. Enable SAML SSO and then upload the federation
metadata.

Troubleshooting Tips:

Question/Issue - I have integrated with a SAML-compatible federal identity
management solution but got an invalid user response when SSO feature was

used. How to resolve this issue?

Steps to follow:

1. The username format could be the cause of this issue. For
authentication, we validate the value against the Username in
Securden.

2. When you import users from AD, Securden maintains the username as
DomainName\username. (When you add users locally instead of
importing from AD, it will be just the username alone).

3. So, on the SSO configuration page, if you change the Custom Rule for

Securden Login as below, the issue might be resolved:
stringAppend('DOMAINNAME\’, loginname)

4. Example: stringAppend('SECURDENDEV\', loginname)


https://sec-2k12.securden.local/FederationMetaData/2007-06/Federati
https://sec-2k12.securden.local/FederationMetaData/2007-06/Federati
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5. In addition, there might be an email mismatch with username.
a. If an email is received from SSO, the domain name has to be
trimmed from the value: stringAppend('DOMAINNAME)',
substringBefore(loginname, '@"))

b. For extracting username from email:

substringBefore(loginname, '@")

Section 4: Configuring Two Step
Verification

Enforcing Two Factor Authentication (MFA)

For enhanced security, you can enforce the second layer of authentication for
your users to access their Securden accounts. Users will have to authenticate
through two successive stages. It is strongly recommended to activate Two

Factor Authentication (2FA).
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To Configure Two-Step Verification, Navigate to Admin >> Authentication

>> Two Factor Authentication in the GUI to perform this step.

enhanced secunty you Can enforce & second layer of suthentication for your weers % access thew Securden » e ory will have 10 authentics

Activate Two Factor Authentication D

Select the 2FA Option

25 P 0N Drovases The 1050wnG Dpte for the second 1act
o Mail OTP - Securden Qerer ates an one tame DasYWrd 10 be waed B3 The s0cond Btentcatom actor and sends that 10 the regstered smad »d f the - -
o Googla/McrosolUTOTP Authenticator - You can use sy Time Sased One Time Prsswond (TOTF) sulhenticator sgg on your phone such s Googie Authmmticator M " A
thees. # you sre using sey other TOTP & S -
o RADIUS Authantication - You can mtegrate NA perver or ary MADIUS comphant twofactor muthe A ( e '
thent
o Dmad te SMS Cateway - 4 yous e siready usng a0 Emad 1o SAS gateway software you can sdegrate that with Secwrden ta serd OTP 1o users hvough SMS

o Dwo Secwrity Authentx st on

o Yooy Authentscaton

Mail OTP Google Authenticator

»y @B o

YubeKey Microsoft Authenticator TOTP Authentication |

At present, Securden supports:



126

Mail OTP - Securden generates a one-time password to be used as the
second authentication factor and sends that to the registered email

address of the respective user.

Google/Microsoft/TOTP Authenticator - You can use any Time-
based One-Time Password (TOTP) authenticator app on your phones
such as Google Authenticator, Microsoft Authenticator, and others. If
you are using any other TOTP authenticator, you may edit the 'TOTP

Identifier' and give it the required name.

RADIUS Authentication - You can integrate the RADIUS server or any
RADIUS-compliant two-factor authentication system like OneSpan

Digipass, RSA SecurlD, etc. for the second-factor authentication.

Email to SMS Gateway - If you are already using an Email to SMS
gateway software, you can integrate that with Securden to send OTP to

users through SMS.

Duo Security Authentication - If you have enrolled in Duo Security,
you can easily integrate that with Securden and make use of the various
authentication methods (security key, biometric authenticator, touch

ID, web authentication, and more).

YubiKey Authentication - You can also make use of a YubiKey as a
second-factor authentication, which generates one-time passwords

upon integration.
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Mail OTP

In the case of Mail OTP 2FA, the user must first complete the first level of
authentication, and then Securden will email a randomly generated password
to the user. This password will only be available for the current session and
will expire when the user logs out. The user has to enter the password to
authenticate the second level and then they will have access to the Securden

Vaultapplication.

To configure Mail OTP for 2FA:

1. Navigate to Admin >> Authentication >> Two-Factor
Authentication
2. Select Mail OTP as your option and click Confirm.

Google Authenticator/Microsoft Authenticator/TOTP
Authenticator

Google Authenticator provides a six-digit code to authenticate the second level

of access for authentication. Microsoft Authenticator and TOTP Authenticator

work the same way.

Prerequisites:
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You need to install the Google Authenticator/Microsoft Authenticator/TOTP

Authenticator app on your mobile phone or tab.

The app generates a six-digit number every 30 seconds and you receive the

code instantaneously with the app.

To use Google/Microsoft Authenticator as your 2FA method,

1. Navigate to Admin>>Authentication>>Two-Factor

Authentication.
2. Choose the option Google Authenticator/Microsoft

Authenticator/TOTP Authenticator.
3. Click Confirm.

Yubikey

Yubico designed a physical authentication key called Yubikey, which can be

integrated with Securden Password Vault for 2FA.

To integrate Yubikey with Securden,

1. Navigate to Admin >> Authentication >> Two-Factor
Authentication.

2. Click on ‘Yubikey’'.

3. Click ‘Save’.
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4. To connect to Securden Vault after integrating it with Yubikey, you need

to launch the Securden Vault’s web interface first.

5. Enter your Securden credentials and complete the first level of
authentication. Once it succeeds, you will be asked to enter the Yubikey
OTP.

6. In the USB port of your computer, insert the Yubikey.

7. Before generating a one-time password, you need to decide which of
the two slots, slot 1 or slot 2, of the YubiKey you're going to use for

authentication throughout.

Slot 1: If you tap the YubiKey once, it generates a 44-character security
key whose first 12 characters are unique to this slot. For every
subsequent login through this slot, the first 12 characters remain the

same and the rest of the 32 characters are randomized.
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10.

Slot 2: If you tap and hold the YubiKey for 2-5 seconds, it generates a
44-character security key whose first 12 characters are unique to this
slot. For every subsequent login through this slot, the first 12 characters
will remain the same and the rest of the 32 characters will be

randomized.

. Here is a sample output from a YubiKey where the button has been

pressed three times.

e cccjgdwkdjkwjdkjwikjdkhhfgrtnnlgedijlftrbdeut
e cccjgjubuebduhubnjkedjkehijeiocjbnublfnrev
e cccjgjgkcbejnvchfkfhiiuunbtnvgihdfiktncvihck

Note:

By default, YubiKey generates slot 1 passcode for NFC configured mobile
devices. You can set slot 2 passcodes as default by changing the setting

from slot 1 to slot 2 using the Yubikey Personalization Tool.

. Securden matches the 12-character key against your account in its

database and verifies the same for the second level of authentication

during future login attempts.

After submitting the YubiKey one-time password, click Register

and Login.
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Global 2FA Enforcement

Securden provides you with the option of enforcing the 2FA for all the users

of the organization. You can also enable this feature for only the new users of

your organization.

Selective 2FA Enforcement

You also have the option to selectively enforce/disable 2FA for specific users
or user groups from User (or) User Group >> More Actions >>
Enable/Disable 2FA. In addition, while enabling 2FA for all users, you can
selectively exempt specific users from 2FA enforcement by disabling 2FA for

them.
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Allow Users to Trust Browser

You have the option to allow your users to mark their browsers as Trusted
and skip 2FA. Upon entering the second authentication factor, the users can
mark the browser as trusted for a specific number of days or forever. Once
marked, users won't be prompted to enter the second authentication code

until the end of the trust period.

Configure Browser Trust Option

You can 1pecly the manemum tme peviod urtd whach the Beowser bus

You may ether ecter & specific number of day

To enable this feature navigate to Admin >> Two Factor Authentication
>> Configure Browser Trust Option link, and the pop-up box will appear.
Here, you can specify the maximum period until which the browser trust option
would be in effect after being enabled by a user. You may either enter a
specific number of days or even choose to have it enabled forever. After the
end of this period, the user will have to enter the second authentication factor

code once and exercise the trust option again.
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Radius Authentication

RADIUS Authentication can be integrated with Securden Vaultas a 2FA

method.

To configure RADIUS authentication,

1. Navigate to Admin >> Authentication >> Two-Factor

Authentication.
2. Click the configure option on RADIUS Authentication.

3. In the RADIUS Server Settings page that opens up, you need to enter

the following details:

® a0 T o

h.

. Identifier - Name of the RADIUS-compliant system

Servername - Hostname or IP Address

Server Secret

Authentication Retries

Authentication Protocol (options are PAP, CHAP, MS-CHAP, MS-
CHAPV2)

Authentication Port

. User login format (to be sent to the RADIUS server): you can

choose the format from the provided options or create your own
format

Authentication timeout (in seconds)

4. Once you have provided the required information, you can click Save.

5. You can also test the setup before saving it by clicking on the Test
RADIUS Authentication button.
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Configure RADIUS Server Settings

Email to SMS Gateway

As part of two-factor authentication, Securden integrates with Email to SMS
gateway providers to send one-time passwords as SMS to the phone numbers
of the users. You need to enter the country code for the phone numbers here.

Also, ensure that all your users have phone numbers added in Securden.

Otherwise, OTP cannot be sent as SMS.

Emad 1o SMS Gateway Configuration

To configure Email to SMS Gateway as an option,
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1. Navigate to Admin >> Authentication >> Two-Factor
Authentication.

2. Click on Configure on the Email to SMS Gateway option.

3. You need to provide the Display Name and the SMS Service Provider
Domain Name. In case you want to prefix the country code of the
users’ numbers, you can check the Prefix country code with phone
numbers of all users button.

4. Click on the Save button.

DUO Authentication

Securden integrates with Duo Security for two-factor authentication. Once
configured, users will be enforced to authenticate through Duo for accessing

the web interface.

Prerequisite:

Before proceeding with the configuration steps below, you need to carry out
a few steps at Duo Security to enable the integration with Securden. Once you
complete the steps in Duo, you will get an integration key, secret key, and
API hostname, which you need to supply below. After configuring this,

remember to enable Duo Security authentication on the 2FA settings page.

To enable Duo authentication in Securden, you need to carry out certain

configuration steps in both Duo and Securden.

Step 1: Configurations in Duo
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1. You should have an account with Duo and log into the Duo Admin Panel.
Securden has to be added as a new application.

2. Click Applications in the left sidebar, and in the GUI that opens, click the
Protect an Application button. Alternatively, you can click the Protect
an Application submenu item in the left sidebar.

aiuess

Applications

3. In the list of applications, search for Web SDK. Click the Protect button
on the right to configure the application.
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Protect an Application

1. You will get your integration key, secret key, and API hostname.

Copy these details. You will need these to complete your setup.



Web SDK 1

Detaity

Policy

4. Finally, you need to create a policy to handle Duo enrollment scenarios
in your organization for Securden. You may create a policy for Securden
that takes effect for all users or use a Global Policy applicable to all your

applications.

To handle the users who have not been enrolled to Duo yet, you have three

options:

e Require enrollment - You can ask them to enroll in Duo. They will
see an inline self-enrollment setup process after entering their
username and password. (Users who are already enrolled in Duo are

prompted to complete two-factor authentication).
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e Allow access - You can grant access without Duo authentication to
those who haven’t enrolled with Duo. They will not be prompted to

complete enrollment.

e Deny access - You can deny access to those who haven’t enrolled

with the duo. Users must be enrolled before attempting authentication.

The above steps complete the setup process in Duo.

Step 2: Configuration in Securden

1. In Securden GUI, navigate to Admin >> Authentication >> Duo

Security. You will need to provide the integration key, secret key, and

API hostname from the application in Duo security to Securden.

Configure Duo Secunty Authentication

2. After entering the details, navigate to Admin >> Authentication >>

Two-factor Configuration and select Duo Security.
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3. Then Duo Security will now be used as the second-factor authentication
for the users in Securden. The users may select two options for entering
the second factor - to send push notifications to their mobile phones or

to enter the code from the Duo mobile app.

¥ Securden
Privileged Account Manager

eCT, and automat
i b £ egod account
) 104 AT

Smart Card Authentication

If your organization uses smart cards for authenticating user logins, you can
use the same for Securden authentication. If users have logged in to their
machines using their smart cards, they will be allowed to access the Securden
web interface too. During this process, the Securden web interface will display
the available certificates and users will have to choose their certificates.
Securden validates them against the already configured trusted CA root

certificate.
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Smart Card Authentication for Web-Interface

‘‘‘‘‘

Enable Smart Card Authentication @D

Browse

To Enable Smart Card Authentication:

1.

Navigate to Admin >> Authentication >> Smart Card

Authentication.

. Toggle the Enable Smart Card Authentication to on.

. Select the CA root certificate. You can do this by selecting the Browse

button and selecting the certificate.

. Select the Identifier.

5. From the certificate, select the attributes to be retrieved into Securden.

8.

. To enable Smart Card Authentication for local users, check the box and

add the attribute.

. Likewise, to enable Smart Card Authentication for Active Directory

Users, check the box and add the attribute.

Click on Save.

In the above step, you need to add the trusted CA root certificate and then

tell Securden which part of the smart card certificate attribute uniquely

identifies the user details in the product. You need to specify this mapping
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attribute detail separately for Local Authentication OR/AND Active Directory

Authentication.

anananan

Note:

1. Smart card authentication serves as the primary authentication mode in
Securden. It is different from the various 2FA options, which serve as the

second authentication mode.

2. If your certificate has been sighed by an intermediate CA, you have to add
the whole certificate chain into Securden. Otherwise, the Securden web

interface can't be accessed.

3. If you are using Smart Card authentication in Securden, the CA certificates
added for smart card authentication will be automatically available for

certificate authentication too.

4. The settings will take effect only after restarting Securden VaultService.
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Troubleshooting Tips

Issue: 2FA code is not accepted in the UI.

Solution:

The most probable reason for MFA not working is that the time on the mobile

device is not synchronized. To troubleshoot this issue,

Go to your phone Settings.

Navigate to Date & Time settings.

Turn ON Set Automatically (in iPhone) or Turn ON Use Network-Provided
Time (in Android).

Restart Google Authenticator / Microsoft Authenticator app.

Now, try to login to Securden using the latest MFA code.



144

Section 4: Account Management

Securden provides a centralized credential vaulting facility in which you can
add, remove, share, and monitor various privileged credentials that can be
used to manage multiple privileged accounts in your organization. To
manage the privileged credentials, you need to add them to the vault. You
can add accounts from a file, manually add them to the vault, and import

them from other password management solutions.

Adding Accounts

Once the users who are going to use Securden Vault are onboarded, the

very first thing to do is add all the accounts for centralized management.

Importing Accounts from CSV/XLSX Files

If you have account credentials stored in spreadsheets or a text file, you can
use the Import from Files option to add them to Securden at one go. The
input for importing accounts may be in the form of a standard CSV file or an
XLSX file. Typically, each line in the file is added as an account and all the

lines in the file should be consistent having the same number of fields.
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Formatting your File for Importing

Importing Accounts is very flexible in Securden. You can simply import the file
you have exported from your current repository into Securden and then map
the matching fields. For example, in a XLSX file, each row is considered a
separate account and each column is considered as an account attribute.
Similarly in a CSV file, each row is considered a separate account and each

attribute is demarcated by a delimiter.

To import accounts from a file, navigate to Accounts >> Add >> Import

from File

Specify how each entry in your CSV has been separated

Select the type under which the accounts are to be imported

1. You need to select the type of file you want to import from.

2. If you select the file type CSV, you need to specify the delimiter used
to separate different account attributes.

3. You need to select an account type that is suitable for all the accounts

stored in the file. If such an account type doesn’t exist, you need to
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create a suitable account type for this purpose. Navigate to Admin >>
Account Management >>Account Types to add a new account type.

4. Once the account type is finalized, you need to browse and select the
file you want to upload. Click Browse and select the required file on
your computer and click Open.

5. You need to select a parent folder to which the imported accounts will
be added.

6. Click Next.

In the second step of the import, we provide the option to map the columns

(attributes) in the input file to attributes in Securden.

Mapping

Mapping is the second step of import (refer to the screenshot below), you can

map the columns (drag and drop from LHS to RHS).

For example, you can map
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Acct Name -- > Account Title
Acct Name ---> Account Name
Credential --> Password

IP Add - -> URL

Hostname --> Hostname (additional field added by creating a new account
type)

extra --> Extra (additional field added by creating a new account type)

grouping ---> Folders.

Adding Accounts Manually

You have the option to add accounts to the repository manually. Accounts
associated with domain joined computers, servers, accounts, service
accounts, organizational units (OUs), and groups, can be automatically
discovered and added. Other accounts such as website accounts, files, etc.
that cannot be discovered automatically can be added manually and managed

with Securden.

To add an account manually, navigate to Accounts >> Add >> Add

Accounts Manually
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Your official accounts used for work can be added as work accounts. This

account can be shared with other people in your organization.
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Personal Accounts

Personal accounts are your own accounts. Personal accounts can be health

care accounts, email accounts, bank accounts, social security numbers etc.
Note:

1) The primary differentiating factor between a work account and a
personal account is that a personal account cannot be shared with
another user in the organization.

2) Personal Accounts cannot be viewed by any other user. Even the most
privileged role like the Super Administrator would not have the ability
to view personal accounts belonging to individual users.

3) You may disable users from creating and storing personal accounts.

Navigate to Admin >> Configurations to configure this option.

Technician Access

Personal

Browser Extension

To add an account, select the type of account i.e., Work or Personal, and

enter the required information:
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Add Account Hep

......

FQON/IP Address

e Account Title: The account title helps uniquely identify the account
added, this makes it easier to add to folders and share with users as
well.

e Account Type: You can select an existing account type added in
Securden or choose to create a new account type for the account being
created. This helps classify the accounts for easy management and
reporting. If you want to add a new type, you can do so from Admin

>> Account Management >> Account Types.

Note: The Account Type determines the different attributes that you will need
to fill, this could vary from being a simple text field to a specific file

attachment. The most general fields are covered below.

e Account Name: This depicts the username or login name of the account
being added.

e Password: In this field you enter the actual password of the account.
After doing so, Securden will take over the management of the password

including periodic password resets if needed.
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e Folder: If you want to add this account to a folder, you can select one
of the existing folders in Securden or add a new folder by clicking on the
Add folder option from the drop down.

e File: You can browse and select a file from your computer to attach with
the account.

e Notes and Tags: You can add notes and tags to accounts for easy
identification and management. When you want to search for accounts,

content in notes / tags will come in handy.

Adding Additional Fields:

You can add any number of additional fields for a selected account type. The
fields you add for a particular account type will be displayed for all accounts

belonging to this account type.

Click on the Add Additional Fields to enter a text, password or file associated

with the account.

e Choose a Field Type, either a text password or file.

e Choose whether the added field should be made mandatory for this
account type.

e Enter a field label for easy identification.

e Use the '+’ to add more Fields and *-’ to remove extra fields.

e Once added, click Save to continue.
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Add Additonal Fields

Once done with entering all the fields under Add Account click Save and your

account will be added to Securden.

Global tags

When user tag creation is disabled, they have the option to select from a list

of globally available tags to associate with each account.

Administrators can create, edit, and delete global tags. All global tags created

are listed here.

To configure Global tags , navigate to Admin >> Account Management >>

Global tags.



To add a new global tag, click on ‘Add Tag'.
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g Privileged Account Manager Qv av

Admin > Global Tags

Global Tags

When user tag creation is disabled, they have the option to select from tags created globally. You can create, edit, and delete global tags here

a ¢ m||EERER| ocetetag Showing 1102012 25 v
Tag Action
Internal IT
Vendor IT

Showing1t020f2 25 v n

In the GUI that opens, you can select/create any number of tags and Save

them in Securden.

Add Global Tag(s) X

All users will be able to see the tags that are created here. They can apply these tags 1o
accounts that they add or update

Infrastructure users x

On configuring global tags, users can associate tags with accounts shared with
them or owned by them. The globally created tags are displayed as a drop-

down items when each account is created.

Importing accounts from KeePass
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If you are using KeePass and migrating to Securden, you can import your data
into Securden. KeePass allows the export of its data in two formats: XML (2.x)
and XML (1.x). If you have your data from KeePass in any of these formats,

you can import them to Securden using the steps below.

Navigate to Accounts >> Add >> Import from KeePass from the

dropdown menu.

Import Accounts From KeePass

B

XML (2. XML (1.X)

Select the type under which the accounts are to be imported

XML file to be imported

Browse

]

. Select the appropriate file format.

. Choose whether the accounts are Work or Personal.

Select the account type under which the accounts are to be imported.
. Choose and upload the XML file.

When the checkbox Create folders as in KeePass is selected, the

u A W N

folder structure that was maintained in KeePass will be replicated in

Securden.

6. Finally, choose the parent folder from the drop-down list and click

Submit.
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Add and Manage SSH Keys

The provision to manage SSH keys helps you store the keys securely, track

their usage, and associate them with required Unix devices for authentication

and remote access.

To add SSH keys, navigate to the Accounts tab and click on Add and select

Add SSH Keys from the drop-down.

In the GUI that opens, enter the following details:



Account Title: Helps uniquely identify the account being added.

Account Type: The account type is set to default as SSH Key.

Account Details: Securden allows you to store the SSH keys along with the
passphrase associated with them. There are two types of keys supported in
Securden.

Private key - Private key slot accepts .pem files and is used to launch web
based SSH/SQL connections. In case a .pem file is unavailable you may
browse and upload a .ppk file, but this will only let you launch PuTTY
connections.

PuTTY Private key - PUTTY Private key slot only accepts .ppk files and is
used to launch putty connections.

Folder: If you want to put this SSH Key account into a folder, select the
required folder from the drop-down list.

Tags, notes: You can add notes and tags to the SSH Key for easy
identification and management. When you search for keys, content in
notes/tags will come in handy.

Once you enter all the details, click on Save to store the SSH Key.
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Associating the SSH Keys to Accounts

After adding the keys, you can associate the key with the required accounts

by navigating to Accounts >> More >> Associate Private Key.

Select Associate and then select the private key account from the drop down,

click Associate once you have selected the key.

Associate Private Key

4 can associate the private key with one or many accounts from here. If an account aready has a prival
associated. the new key will replace the existing one.
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After associating the key, you can open direct connections with remote Unix

devices using private key authentication.

Add Documents/Files

In addition to passwords, you can also store and manage documents, files,
images, license keys and others. You can either attach files along with an

account or even store the documents individually.

Step 1: Navigate to Accounts >> Add >> Add Documents/Files in the
GUI.

@ Prvileged
Dashboard Account: Folders Users Groups Audit Sessions. Reports. Admin
All Accounts v n More Q ’
- s Administrator v
Add SSH Key
Fil
Admini
........... ‘o
e (TOTP
- 15
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Addres:
91.8
* A FilePs
Additio
istra

You can classify the file as Work or Personal
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Help

FQDN/IP Address

Step 2: Once you have classified the file as work or personal, you need to

enter the following details:

Account Title: Provide a suitable title for identification purposes.
Account Type: This is set to the File Store type by default.
Browse: Select the required file from your device.

Document Password (if any): Enter the password if the file is locked from

accessing.

Note: You can choose to generate a password. If you are generating a
password here, you should manually configure the file to be password
protected. While configuring, you should assign the password generated by

Securden to the file.
Step 3: Add into a folder

If you want to assign the file being added into an existing folder, you can
select one from the drop-down. If you want to assign the file to a new folder,

you can do so by clicking Add Folder.

Step 4: Add Additional Fields.
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Once the details have been entered, if required, you can add additional fields
by clicking Add Additional Field.

You have the option to add a text, password or a second file associated with

the account.

e Choose a Field type, either a text, password or file.

e You have the option to make this additional field mandatory. If you
want to enforce this field, select Yes from the drop-down.

e Enter a field label for easy identification.

e Use the '+’ to add more Fields and -’ to remove extra fields.

e Once added, click Save to continue.

Once all the required fields under Add Accounts are filled, click Save and your

file will be added to Securden.

Note: Files of any format up to the size of 25MB can be stored.

View Account Details, Passwords

You can view the passwords of accounts, edit attributes, and access other
information from Accounts tab in the GUI. Click the respective account title

to view the details.

The basic details of an account are displayed on the right pane when you click
on any account. This includes the account name, password, IP address and
other security related information. The Details section provides a quick

overview of the selected account in the inventory.
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To view the passwords and other details of a specific account, navigate to
Accounts tab and then click the Details tab on the right pane. Click the
respective account title on the left pane, you will see the details like account
name, password, and other attributes. You can also edit the account

properties from the details section.
The primary information in the Details pane consists of:

e Account Name
e Password - On the right side, next to the Password field, there are three

options to Show/Hide Password, Change Password, and Verify

Password.

Hotes

Note: The password and all related fields will only be displayed if the user

has all the required permissions.

1. To see the password and the strength score, the user must at least
have View permission for the account.
2. To change the password, the user must at least have Modify

permission for the account.
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Password Strength - The password strength that is displayed is based

on a set of predefined parameters defined in Securden.

Each of these parameters has a weightage assigned to it, based on which

the password strength score is determined.

Note: This score is independent of the password policy assigned to the

account.

Password Management Operations

Change Password

You can change the password of an account locally in Securden by navigating

to the Accounts tab and selecting the account from the left panel whose
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password needs to be changed. On the right panel under the Details section,
on the right side of the Password field there are three options to Show/Hide

Password, Change, and Verify the password.

Click on the Change password icon, a Change Password window opens.

g Privileged Account Manager
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
All Accounts v 2 Share  Appioval Workflow  Dependencies  History  Report  Settings
Email login
168.72 Server3 Actions v # Edit Delete
File Account Name
P
Password
— e — Ea
b F Password Strength
FQDN/IP Address
173.134.234
. Account Used For Remote Operations
est
Notes
107017 5 v n

There you can enter a new password manually or use the password generator
to generate a strong password. You also need to justify the action by entering
a reason. Clicking on the Change button will change the password within

Securden.
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Change Password X

wQGldc)Dji22 A e

Reason

B Change password on remote machine

Complexity Requirements [}
1. Username cannot form part of the password

2. The should contain & minimum of 12

complexity requirements.

The new password being created must satisfy the complexity requirements so

that the strength and robustness of the password is ensured.

Note: The password complexity rules are set under the Password Policy

navigating to Admin >> Password Policy

While resetting the passwords, you can take the help of Securden’s password
generator, which helps generate strong passwords. (Generate password is

located beside the eye icon).

Password History

You can view all the password changes performed on a particular account from
this section of the GUI. This section details the information related to who

changed the password, when was the password changed, and the reason for
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the change. Additionally, you can also perform a filter and search for historical

password changes based on attributes such as Modified On, Modified By,

and Reason.

Dashboard

2 All Accounts v m Mores Q

Email logir

File

Hitchhike:

Share Approval Workflow Dependencies Report Settings

Historical data related to password changes of this account are listed here. Information on
for changing

Showing 1o 2.0f 2

Showing 1102 of 2

Note: The historical data related to password changes of an account are

stored indefinitely.

Launching Remote Connections

Most organizations give staff,

independent contractors, and third-party

vendors remote administrative access to IT assets. If this access is not

monitored, it opens the door for malicious insiders and outside attackers to
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exploit it. Furthermore, enabling direct remote access between end-user

computers and the targeted IT assets might propagate security vulnerabilities.

One of the important capabilities of Securden is automatically launching
connections to remote computers and devices without disclosing the
underlying passwords. You can open direct remote connections with Windows,
Linux, and Mac devices from Securden’s GUI. This feature helps you can grant
your remote workforce, including IT administrators, and third-party
technicians secured administrative access to internal IT assets that are kept

behind corporate firewalls.

Establishing Remote connections: Securden supports a variety of remote
connections to IT assets running on different platforms. The following

connections are supported.

Web-based and native connections:

e RDP for establishing connection with Windows devices.
e SSH for establishing connection with Linux devices.

e SQL for establishing connection with Oracle and SQL database servers.

Brower-based connections

e You have the option to launch web-applications directly from the Vault
interface. The target web-application will be launched on a browser
window and credentials will be injected directly by the Securden browser

extension.
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Connections to thick clients

e Securden lets you self-support connections to any thick client
application through Custom Application Launchers. To establish
connections to applications like DBVisualizer, Toad, ERP solutions,
Zoom, Skype, etc., you need to create a launcher profile listing the
actions along with the sequence in which they must be performed on

the application.

Web- Native Custom
Based Browser App.

Web- Thick/Fat
SR ek Application Client

Web-Based Connections

Users can launch connections using a web-browser without installing anything

on their machines. There are no prerequisites for this option.

The web-based connections use the Securden server as the starting point to
launch connections to the target device. The target machine must be in the

operability range to successfully launch web connections. In web-based
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connections, certain operations like file transfer, and audio and video

recording are not supported.

Note: Prior to launching a remote Windows RDP session connection, you need
to configure either a domain or a local account that users can use to

authenticate and launch the session using the remote host.

To launch web-based RDP, SSH, and SQL connections, select the required
account and click Launch RDP/SSH/SQL Connection and then choose the
web-based option. After selecting the required option, a small popup window

will appear.

& Privileged Account Manage

All Accounts v m S ta hare  Approval Workfle Dependencies  History  Report Settings

*

1101000f 116 00V n

Here you can choose the asset you wish to connect to or specify the name.

After you select the required asset, click Connect to launch the connection.

Using Native Client Applications

To use native client applications for RDP, SSH (PuTTY, SecureCRT etc.); SQL,
a lightweight launcher application must be installed in all the end-user

machines.



170

Installing Windows Remote Launcher for launching Native RDP

connections

To launch a Native RDP connection, you need to install a lightweight launcher

called Securden Remote Launcher on all the machines from which you

would be connecting to the Securden web interface. The launcher can be

downloaded and installed from Admin >> Windows Remote Launcher.

@ Global Tags

Approval Workflow

£) Password & Privilege Requests

Privilege Elevation & Delegation
Applications & Commands

@ Control Policies
Remove Admin Rights
Securden Agents

&%, Technician Access Policie

Remote Sessions and Recordings

Authentication

g Two Factor Authentication

Integrations

Remote Distributors

<> Active Directory Domains

In the GUI that opens, you can follow the instructions provided to

Windows Remote Launcher.

install the
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v‘ Privileged Account Manager Qv 8 v

den web-interface. Typically, all your users will require the launcher to be installed on their

You have two options to deploy the launchers:

(1) Install manually on the end-user

) Inst. nes. Vi
H n

(2) You may deploy through Group Policy Objects (GPO) by followi

Launching Native RDP connections

RDP connections are mainly used to access Windows-based machines and
network devices. Navigate to the Accounts section in the GUI, click the
required account, click the Launch RDP Connection button appearing
alongside the account information on the left-hand side. Alternatively, you can
click the drop-down menu named Launch RDP Connection from within the

Account to launch a connection.

> Py
All Accounts v n o Q ) Shate  Appioval Workflow  Dependencies  History  Repoit  Settings

Password Strength
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Native RDP Connections: Troubleshooting Checklist

Securden Remote Launcher makes use of MSTSC for invoking remote desktop
sessions. The following is a compilation of some of the settings that need to
be checked to ensure proper working of RDP sessions. These settings are to
be checked on the client machine from which native RDP connections are

launched.

Settings to be checked in mstsc app:

Click Show Options in the RDP connection window and look for the checkbox
Always ask for credentials. This option should remain unselected. Ensure
this, close the mstsc application and then try launching the connection through

Securden.
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& Remote Desktop Connection — X
| Remote Desktop
<) Connection
General Display Local Resources Experience Advanced
Logon settings
" L Enter the name of the remote computer.
o
Computer: | IR v
User name:
Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.
[] Aways ask for credentials
Connection settings
Save the cument connection settings to an RDP file or open a
saved connection.
Save Save As... Open...
~) Hide Options Help

Changes in Default.rdp file - Navigate to the Documents (My Documents)
folder and look for the Default.rdp file in that folder. If the file is present,
look for prompt for credentials: i:1 and change that to prompt for
credentials:i:0. Save the changes and then try launching the RDP session

through Securden.

| Default.rdp - Notepad

M File Edit Format View Help
redirectsmartcards:i:1
redirectclipboard:i:1
redirectposdevices:i:0
autoreconnection enabled:i:1
authentication level:i:2

r'.r~ompt for credentials:i:0

negotiate security layer:i:1
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Group Policy: Always prompt for password upon connection

1. Open Run command and open gpedit.msc or gpmc.msc depending on your

need.

2. Navigate to Computer Configuration >> Administrative Templates
>> Windows Components >> Remote Desktop Services >> Remote
Desktop Session Host >> Security. Look for the policy named Always

prompt for password upon connection.

NMOM ~ 2
« Security

essagn
Always prompt for password upon  Setting State

connection
Scasah Secander Anther Server suthentication centdicate template

Microsoft User Expenience V

NetMeetng

" Atleast Windows Server 2003 operating systems or Windows XP Professional

0gging on to Remote Desktop Servic v
provided the password in the Remote Desktop

3. Double-click the policy and disable it.
4. Save the changes.

5. If a domain level policy is to be updated, you need to additionally run the

command gpupdate/force in the command prompt as an administrator.

Group Policy: Allow delegating saved credentials with NTLM-only

server authentication
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1. Open Run command and open gpedit.msc or gpmc.msc depending on your

need.

2. Go to Computer Configuration >> Administrative Templates >>
System >> Credentials Delegation. Look for the policy named Allow

delegating saved credentials with NTLM-only server authentication.

[ Local Group Policy Editor - a X
File Action View Help
& M ﬂ ol 4
App-V A || Setting
Ak Frocess Craation iz| Allow delegating default credentials
Credentials Delegation

iz| Allow delegating default credentials with NTLM-only server authentication
Device Guard L
i:] Allow delegating fresh credentials

iz| Allow delegating fresh credentials with NTLM-only server authentication

Device Health Attestation Service

Device Installation =
Disk NV Cache iz] Allow delegating saved credentials

Disk Quotas 5] Allow delegating saved credentials with NTLM-only server authentication

Display i-| Deny delegating default credentials

Distributed COM iz| Deny delegating fresh credentials

Driver Installation iz| Deny delegating saved credentials

Early Launch Antimalware iz| Encryption Oracle Remediation

Enhanced Storage Access 1| Remote host allows delegation of non-exportable credentials
File Classification Infrastructure i=| Restrict delegation of credentials to remote servers

File Share Shadow Copy Provider

Filesystem

Folder Redirection

Group Policy

Internet Communication Manage

iSCSI

KDC

Kerberos vl < 3

< > Extended A Standard
12 setting(s)

2. Double-click the policy and enable it.
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& Allow delegating saved credentials with NTLM-only server authentication O X

E Allow delegating saved credentials with NTLM-only server authentication Previous Setting Next Setting

(

) Not Configured Comment:

®) Enabled
O Disabled
Supported on: | p¢ least Windows Vista
Options: Help:
Add servers to the list Sl This policy setting applies to applications using the Cred SSP ]

component (for example: Remote Desktop Connection).
C O 3 e W .

£4 Concatenate OS defaults with input above This policy setting applies when server authentication was

achieved via NTLM.

If you enable this policy setting, you can specify the servers to
which the user's saved credentials can be delegated (saved
credentials are those that you elect to save/remember using the
Windows credential manager).

If you do not configure (by default) this policy setting, after
proper mutual authentication, delegation of saved credentials is
permitted to Remote Desktop Session Host running on any
machine (TERMSRV/") if the client machine is not a member of
any domain. If the client is domain-joined, by default the
delegation of saved credentials is not permitted to any machine.

If you disable this policy setting, delegation of saved credentials
is not permitted to any machine.

3. Click the Show... button and specify the list of remote computers
(servers) that are allowed to use saved credentials when accessed over
RDP. The list of remote computers must be specified in the following

format:

A. TERMSRV/serverl — allow to use a saved credentials to

access a specific computer/server over RDP;

B. TERMSRV/*.securden.com — allow to establish RDP
connection with saved credentials to all computers in the

securden.com domain;

C. TERMSRV/* — allow you to use a saved password to connect

to any remote computer.
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5. Save the changes.

6. If domain level policy is to be updated, you need to additionally run the

command gpupdate /force in the administrator command prompt.

Group Policy: Deny delegation saved credentials

1. Open Run command and type gpedit.msc or gpmc.msc depending on your

need.

2. Go to Computer Configuration >> Administrative Templates >>
System >> Credential Delegation. Look for the policy nhamed Deny

delegation saved credentials.
3. Double-click the policy and disable it.
4. Save the changes.

5. If domain level policy is to be updated, you need to additionally run the

command gpupdate /force in the administrator command prompt.
Group Policy: Do not allow passwords to be saved

1. Open Run command and type gpedit.msc or gpmc.msc depending on your

need.

2. Go to Computer Configuration >> Administrative Templates >>
Windows Components >> Remote Desktop Services >> Remote
Desktop Connection Client. Find the policy named Don’t allow passwords

to be saved.
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| RD Licensing
v | Remote Desktop Connection
| RemoteFX USB Device Rec
| Remote Desktop Session Host

. Local Group Policy Editor — 0O X
File Action View Help
o 25 = HE Y
OneDrive Setting -
gnllnzlAsglstanFe S | RemoteFX USB Device Redirection
- pom tet' pu;tt':g e |iz] Allow .rdp files from unknown publishers
1{
i pue;er,;,:l:]i:a"e at.a \_4 léllo:/ .rdp files from’:/alid pu.blis:ers :nd user's default .rdp settings
v [ Remote Desktop Services |iz] Configure server authentication for client

|iz| Do not allow hardware accelerated decoding

{l_:ﬁ Do not allow passwords to be saved

|iz| Prompt for credentials on the client computer
|iz| Specify SHA1 thumbprints of certificates representing trusted .rdp publishers

RSS Feeds |iz] Turn Off UDP On Client

| Search

| Security Center

| Shutdown Options
| Smart Card

| Software Protection Platform
| Sound Recorder
Speech

Store

| Sync your settings
| Tablet PC

| Task Scheduler

v|l €] >
'\ Extended A Standard

< >

8 setting(s)

3. Double-click the policy. Disable it.
4. Save the changes.

5. If domain level policy is updated, you need to additionally run the command

gpupdate /force in the administrator command prompt.

Group Policy: Network Access: Do not allow storage of passwords and

credentials for network authentication

1. Open Run command and type gpedit.msc or gpmc.msc depending on your

need.

2. Go to Computer Configuration >> Windows Settings >> Security
Settings >> Local Policies >> Security Options. Look for the policy
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named Network Access: Do not allow storage of passwords and

credentials for network authentication.
3. Double-click the policy and disable it.
4. Save the changes.

5. If domain level policy is to be updated, you need to additionally run the

command gpupdate /force in the administrator command prompt.

Launching Native SSH connection

The Native SSH connection can be launched via:

e PUTTY
e SecureCRT etc.

To launch PuTTY and SecureCRT connections you need the Securden Remote
Launcher to be installed in the user’'s machine. The SSH connections are
mainly used to connect to machines running Linux, Mac along with routers

and other network devices.

Navigate to Accounts section in the GUI, click the required account, click the
Launch SSH Connection icon appearing alongside the account information
on the left-hand side. Alternatively, you can click the remote connection drop-

down and launch a native SSH connection of your choice.
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Launching Native SQL connections

The SQL connections can be launched to two types of databases, Oracle and

MS SQL. All these connections are launched from the machines directly.

Navigate to the Accounts section in the GUI, click the required account, click
the Launch SQL Connection icon appearing alongside the account
information on the left-hand side. Alternatively, you can click the remote

connection drop-down and launch a SQL connection.

> All Accounts v m Moev| |Q Share Approval Workflo History  Report

Marketing Campaign G2
MSSQL Test Accoun it Act v Edit Delet

Launching connections to thick application clients

In addition to the default modes of launching web-based connections and
through native clients, you can define custom application launchers to supply
credentials and automatically launch any application, including thick

application clients. Basically, you will be creating a profile for each such
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application capturing the input fields as found in the target application. You
can configure the profile with placeholders to replace the required values from
Securden repository at the time of launching the connections. You need to
navigate to Admin >> Remote Sessions and Recordings >> Custom

Application Launcher and configure the profiles.

The custom application launcher is explained in detail further in the guide.

Configure URLs for Autofill

This feature lets you fill in the username and password automatically on
websites and web applications. To add URLs on which you want to autofill
username and password, navigate to Accounts >> Actions >> Configure
URLs for Autofill.

v Privileged Account Manager Qv av
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
> s Morew € R ) ~ R
All Accounts EZR voe- Q Details ~ Share  Appioval Workflow  Dependencies  History  Report  Settings
*
Administrator Actions v/ Edit Delete

Account Name
= admin

% Administrato: Password

admin
o * * 3

e — -]

& windows Member

[ . u Password Strength Copy Account Direct Access URL
FQDN/IP Address Configure TOTP
B 110172187170 ’ Share with Third Parties

Account Used For Remote Operations

% Administrator Notes

SEC-TEST-2K19-2.SECURDE.

1101000r115 100V [+ I
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Alternatively, if you want to add the same URL to multiple accounts at the

same time, you may do so by selecting the required accounts from the

accounts tab and navigating to More >> Configure URLs for Autofill.

etai Share Approval Workflow Dependencies History Repoit Settings

Administrator Actions v & Fd

Account Name

El admin

Password
Bl akhhdkskkh E [

Password Strength

ng | See

Administrator

) FQDN/IP Address
Administrator
T T & 110.172.187.170

& windows Member
Account Used For Remote Operations

@ T Infrastructu
* Administiator Notes

2 SEC-TEST-2K19-2.SECURDE

110100 0f 115 00V n >

Securden browser extension helps you to autofill usernames and passwords
on web applications and webpages. You can specify the URLs on which the
username and password should be auto filled. When the user launches a
connection to the web application/webpage, the Securden browser extension

will auto fill the credentials on the webpage.

How to Add URLs to Accounts?

Follow the steps below to configure URLs for auto filling credentials.

1. Navigate to Accounts tab and select the required account.



Users

Reports

> All Accounts v

Shaie Approval Workflow Dependencies History

Administrator

r ructure t Account Name
E} Administratc

Administiator
Password

Password Strength

dministratos

uild-1. securden aws.cc B

Administrator

e FQDN/IP Address
10 Bl sec-demo-2k16.SECURDEN AWS. COM

FilePS
L

Administrator
* Additional Field
dministrato

SEC-TEST-2K19-2. SECUF

& v

110100 of 106

2. In the Accounts
Autofill.

Groups

Reports

tab, navigate to Actions >> Configure URLs

Admin

Report Settings

for

Admin

> All Accounts v

Shate  Appioval Workflow  Dependencies  History

Administrator

Account Name
B Administrat
Administrator

Password
Iministrato

Jild-1 securden aws. c IO n

Password Strength

Administrator
mir FQDN/IP Address

Bl sec-demo-2k16.S

FilePS

% Administrator
Additional Field
Administrato

TEST-2K19-2 SECURD

110100 of 106

Report

Settings

Actions v Edit Delete

redentials for Remote Operation:

py Account Direct Access URL —
[ cotorsrenan

share with Third Partie

3. In the popup, you need to specify the URL on which username and

password should be auto filled.
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Configure URLs for Autofill

Securden helps you fil username and password automatically on websites and
web applications. You can add URLs on which you want to autofill usermame and
password below.

Note: Click the minus() icon to delete the URL

4. You can add multiple URLs on which the account credentials can be auto
filled. Click on the '+’ sign to add a second URL.

Configure URLs for Autofill

Securden helps you fil username and password automatically on websites and
web applications. You can add URLS on which you want to autofil usermame and
password below.

Note: Click the minus() icon to delete the URL

-

5. To remove a URL, click on the -7 symbol.
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Configure URLs for Autofill X

Securden helps you fil username and password automatically on websites and
web applic: e dd URLS on which you want to autofill usemame and
password

icon to delete the URL

6. Once you have configured all the URLs you want, click Save.

How to auto fill credentials on the website?

Note: You need to install the Securden Browser Extension on the required
browser to be able to utilize the auto fill feature. To install the browser

extension, navigate to Admin >> General >> Browser Extension.

Once the URLs are configured, you can connect to the webpage or web

application by navigating to Accounts tab.

In the accounts tab, select the required account and click on Launch Web

Application.
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9 Privileged Account Manager ontact Technical Support  Get Quote Qv a
Dashboard Accounts Folders
Folders Q < All Accounts m Morev Q Details Share Approval Workflow History Report Settings
ubuntu Bl sanjay
ST S 54174.146.104
nt @b Lnux Password

c e e o e e e e e ke ke ok )
All Shared Accounts Ubuntu & n

£ ec2-54-174-146-104.compute-1.amazonaws.
Owned Shared Accounts & Linux Password Strength
Weak | Score - 0% @

Personal Accounts
vms_test_group_user

Shared by Me £ ec2-54-174-146-104.compute-1.amazonaws... URL

& Linux

HJ sacebosk.com
Shared to Me
Web
B O Notes

Service Accounts © www.facebook.com 4 5 4

& Web Account
SSH Keys
Folderless Shared Accounts 1to310f31 100 v n Show More Details

In the window that opens, all the added URLs to the selected account will be

available in the drop down.

Launch Web Application

Select the URL on which you want to autofill username and password.

Note: If the URL you want to open is not available in the dropdown list below,
navigate to Actions >> Configure URLs for Autofill and add the URL to the list

D"”“‘

https://www.instagram.com

www.facebook.com

You can select the required URL and the web application/webpage will be

opened and the credentials will be auto filled.
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Managing Access Permissions

Share Accounts with Users/Groups

You can share an individual account with any user(s) and/or user group(s). To
share a single account, navigate to Accounts section in the GUI, click the

required account, click the Share tab.

1. You can search and add the users and groups with whom the account
must be shared.

2. You can search for either users or groups by selecting User or Group
from the drop-down menu named Share with.

3. Then you need to choose the required users and groups from the
dropdown list.

4. Once you select the users and groups, you need to select the level of

access permission they get.
There are four permission levels with which you can share an account:

e Open Connection allows launching RDP, SSH sessions with target
machines and auto-filling credentials for web applications without
showing the underlying password in plain-text in the GUI.

e View allows the user to view the details as well as the password.

e Modify allows editing the password.

e Manage grants all privileges and is like concurrent ownership.

Launching Connections without revealing the Credentials
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Securden provides the option to share accounts without disclosing the
underlying passwords. You can grant such a permission by choosing Open
Connection permission while sharing the account. In such cases, users will
be able to launch direct connections with the computing resources without

knowing the password.

@ Priviteged Account Manager

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

> All Accounts v m forev Q

Share Account

Email logir

Hitchhiker

Define Account Access / Management Privilege

How to modify share permissions?

The granular permissions granted to a user, or a group can be recast in the
case of changes in work requirements. This step is a one click process to
modify the allotted management privileges. Click on the Share tab in the right

pane of the Accounts section.
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Q Privileged Account Manager Qv Q
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
> All Accounts v BT voer Q Details Share Approval Workflow Dependencies History Report Settings
Id-1.securden.aws.cor 2 emove Share Showing 1to10f1 2
[} i {
T ECUF hris R
dministrator
t-2k19-1.SEC
Administrator Showing 1to10f1 25 n
TEST-2K19- RDEN.AWS.COM
1t0250f37 25 v n

Click on the Username and to the right of the field, click on the Edit Share
option. In the window that opens, you can redefine the account access modes

by selecting the required permission. Then click on the Save button.

How does Securden trace accounts shared at multiple levels?

In some instances, an account might be shared to the same user at the user
level and at the folder level. When an account is shared at multiple levels,
Securden follows the principle of least privilege to assignh the required account

privilege to a user.

When sharing occurs at multiple levels, at times, you might want to check how
the sharing has taken effect — what level of access is a user getting to an

account.

Securden provides a report that helps you trace all the levels in which the
account has been shared. It tells you the share permission that is effective at
present and shows all the other share permissions disregarded as per the least

privilege principle.



190
You may use Reports >> User Access Report (OR) Reports >> Account
Access Report for this purpose.

If you are taking a User Access Report, click the name of the user who has

access to an account you want to verify.

g Privileged Account Manager

Dashboard

User Access Report m

Report Export:  Export + Schedule Export

Access Snapshot

Showing 110 50f 5 2% v

a cm
Usemame * Login Name Role Email Domain
Destro Shax destro Super Administrator destro@gmail.com Local
Frankel Lampard Frank Account Manager frenkid@gmail.com Local
Jonathan Ridge John R Administrator john@gmail.com Local
Perry Theplat Perry Account Manager perry@preey.com Local

Securden Administrator admin Administrator localadmin@securden.com Local |

Showing 110505 25 v n

Then click the required account name. You will see a pop-up that shows Trace

the sharing mechanism.

Trace the sharing mechanism

check how the sharing has actually taken effect. This report helps you trace all the levels in which the account has
been shared. It tells you the share permission that is effective at present and shows all the other share permissions
disregarded as per the least privilege principle.

The specific sharing level that has taken effect

Account owner
Account Title Shate Type
a Ser ecurden Administr Manage

This account has been shared at the following levels too. These levels have been disregarded.

@  Fouder owner
Foldes Name
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It will tell you how the user is getting the access. Based on this finding, if

needed, you would be able to take corrective action.

Synchronization of Groups in AD with Securden

Let us take an example to understand this feature in Securden. Consider the

following scenario:

You have shared an account with a group imported from AD. The group
originally has only 10 members. A new user is added to the group in AD and
now the members total up to 11. Will the 11th member automatically get the

access permissions associated with the group?

When a new member is added to a user group in Securden, they automatically
gain access to all accounts/resources shared with the group. However, when
the user is onboarded in AD and not explicitly added to the group, this cannot
be achieved. To fix this, you need to configure periodic synchronization of

groups with AD.

You can keep the members of this group in synchronization with that of the
AD. When new members get added or removed from this group in AD, the

changes get reflected in Securden without requiring any manual intervention.

Navigate to Groups >> Select the required group >> Members >>
Schedule Sync section in the GUI to perform this step.
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You can either schedule the synchronization activity for a one-time run or

create scheduled tasks to run periodically and ensure regular synchronization.

Penodically Synchronize Group Members With AD

Jetine Penodicity

For periodic synchronization, you can choose the start time, and set the

synchronization interval.

Once enabled, you can navigate to the Schedule Sync section to view the

next planned schedule.

Once synchronization is configured, whenever a new member is added to a
group in AD, the change will be automatically reflected in Securden.
Subsequently, all access permissions associated with the group will be

inherited by the user.



Periodically Synchronize Group Members With AD

Wil e enncuted et on 271172020 91 00 M

¢ % I Moo 2000 0O 83 Ma The ewennts

Remove Share Permission

If you want to revoke the share permission from a user or group of users, navigate
to the Share panel, select the users or groups for whom you want to terminate the

account access, and then, click the Remove Share button.

@ Frivileged Account Manager Qv ] v

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

> More
All Accounts v m ‘ Q Details vare  Approval Workflow  Dependencies  History ~ Report  Settings

2 - _9_,‘,,.,. Remove Share Showing 110 4 of 4 5 v
Email login
" Manage Modify View pen Connection
iy 0
/] Frankel Lampard
File
Jonathan Ridgy
& Pemy Theplat
Hitchhiker
& y Cru
th »
Showing 1104 of 4 5 v n
do
Test

1to70f 7 v n

Configuring Shared MFA Tokens
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Securden readily integrates with TOTP-generating applications like Google
Authenticator, Microsoft Authenticator, and others using either secret keys or
QR codes. After integrating, the TOTP will be generated in the Securden

interface.

You can share MFA-enabled accounts with users and they will be able to use
the displayed TOTP for authentication. To configure TOTP generation in
Securden, navigate to Accounts >> Actions >> Configure TOTP.

A Mores Q
All Accounts v m ' ° Share  Approval Workflow  History

............

In the window that opens, you need to select between the two options
available. You can configure TOTP generation by using either a QR code or the

secret key from the MFA application.

1. If you choose to use a QR code, you need to upload an image containing
the QR code. Select QR code and click on Browse. Select and upload

the required image. Click Save
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Configure TOTP

You can generate Time-based One-Time Passwords (TOTPs) within Securden for accounts that support TOTP
protocol for multi factor authentication (MFA). To enable TOTP generation, you have two options: either take a
scieenshot of QR code and upload that or provide the secret key fiom the associated web application (normally
available in the MFA settings page)

® Upload QR Code Enter Secret Key
pload an image with Q o+

Browse

2. If you choose to use a secret key, you need to find and obtain the secret
key from the MFA app. Select Enter Secret Key and input the secret
key. Click Save.

Configure TOTP

You can generate Time-based One-Time Passwords (TOTPs) within Securden for accounts that suppoit TOTP
protocol for multi factor authentication (MFA). To enable TOTP generation, you have two options: either take a
scieenshot of QR code and upload that or provide the secret key fiom the associated web application (normally
available in the MFA settings page)

Upload QR Code ® Enter Secret Key

Enter Secret Key *

Once TOTP generation is configured, your TOTP will be generated and

displayed in the accounts tab.
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v Privileged Account Manager

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

> Moev Q
All Accounts v m D Share  Approval Workflow  Dependencies  History  Report  Settings

Administrator Actions v Edit

Account Name

FQDN/IP Address

US-2K19-1. SECURDEN.AWS.COM

Account Used For Remote Operations

trator
1t01000f 115 10 ™ n = SECURDEN-AWS\administiatc

When you share the account with a user or a group, the associated TOTP will

be shared alongside the credentials.

Share Accounts/Passwords with Third Parties

Any user in Securden can share accounts owned by them/shared with them
to a third-party user outside the organization. They need the email addresses

of the third parties who need access to the account.

Pre-requisite: To send accounts to external user emails, you need to
configure the email server settings which are available under Admin >>

General >> Mail Server Settings.

To share an account, navigate to Accounts >> Select the account to be
shared >> Actions >> Share with Third Parties



All Accounts v u - Shal yproval « ependencie History Report

This opens the GUI shown below:

All Accounts v [ 2a~ 0

Share with Third Parties

me on the server curden runs is 20 Apr 2023 06:43 e actrvation and expiry of t red link will be based on the server time

Each account is shared with an access timeframe to the third-party users. You

need to specify the following details before sharing the account:

e Email addresses: You need to specify the email address of the

third-party user. If you are sending this account to more than one
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recipient, you must specify their email addresses in a comma-
separated format.

e Activate Now: You can select this option to allow the third-party
to access the account immediately after sharing it.

e Activate Later: You can select this option to allow the third party

to access the account at a specified date and time.

Share with Third Parties e

e Terminate access: You must specify when the account access
should be revoked from the third-party. Specify the date and time

after which they will be unable to access the shared account.

e Reset password after access termination: Enabling this
checkbox will ensure that the password of the remote machine is

changed after the third-party access is revoked.

Once you have set up the access duration and password reset configurations,

click on Share to send the account as a HTML link to the third party.



Owned Work Acc... v m e Q

20 Apr 2023 10:11 by

Terminating Third Party Access

You can see which external users have shared access to this account from the
Manage Share tab.

Owned Work Acc... v m e Q
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If required, you can select the email of the user and Terminate Access to
the account. This will end their access regardless of the time-duration
defined.

How external users access the shared account

The external user who receives the shared account will find a link in their email

id as shown below.

Password shared with you through Securden

Securden has shared with you a password for temporary access. Please click the link
below to access the details:

https://W108R8ZCS3:5959/thirdparty-access?
thirdparty_id=MjAWMDAwWNDAwMTc4Nw==&auth_token=6F TRxutmi80ONi3QQJ

The link access will activate on 20 Apr 2023 15:17

The link access will terminate on 21 Apr 2023 01:15

© 2021 Securden, Inc. All rights reserved

Upon clicking the link, they will be taken to a Securden OTP verification page.

This OTP can be found in the inbox of the external user.
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¥ Securden

OTP Verification

On entering the OTP and clicking Verify, they will be able to access the

account shared with them.

* 9»0®

+
2 Q
>

AWS Saravanavel

They can click the View password (eye icon) to see the hidden password.

When the duration of access expires, the account access is revoked, URL

becomes invalid, and the password of the machine is reset.
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Copy Account Direct Access URL

You can share the account to a user with a direct access URL. The user to
whom you are sending the URL should have a user account on Securden and

have at least an open connection privilege to access the account.

Navigate to Accounts >> Details >> Actions >> Copy Account Direct
URL

Copy Account Direct Access URL X

The user to whom you are sending the URL should have a user account on Securden
and have at least open connection privilege to access the account.

[0 Copy Account Direct Access URL

Just-in-time Access through Approval Workflows

You can establish an additional layer of security for sensitive accounts by
enforcing your users to go through approval workflows. This also serves as
just-in-time access provisioning mechanism. Whenever the passwords of such
accounts are to be accessed, users will have to raise a request and select
administrators or account managers, who are designated as Approvers and
will grant time-limited access. At the end of the usage period, the password

will be automatically reset.
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This feature comes with adequate provisions to handle various scenarios such

as obtaining permission in advance, granting automated approvals, etc.

Configuring approval workflow

Navigate to the Accounts section in the GUI, click the required account, click

the Approval Workflow tab in the right pane.

Designate Approvers

File

Designate Approvers

Securden lets you designate up to 3 levels of approvers for each account. You
need to specify the names of the users/user groups who can approve the

password requests for the selected account.
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Q Privileged Account Manager Qv R v
s oIS S Sessions

> B -
All Accounts v o Q Details  Share \pproval Workf History  Report  Settings

Designate Approvers

Domain Admin

3 1 f f urden ad b P f
i)
nathan Ridge (John B) | & IT Team
i
168
File
tot d level val t 1 of
Hitchhiker
Server3 uest will go to the third level after approval by the second level of approvers.

8 Destro destro a L
1t070f7 v n

Exclusion List

If you wish to exclude certain users from going through the approval workflow
to gain access to the account, you can specify the user/user group under the

exclusion list. The added users will be granted direct access to the password.

g Privileged Account Manaager Qv

Dashboard

More » Q
3 All Accounts v m g A Details ~ Share  Appioval Workflow  History  Report  Settings

Designate Approvers

Domain Admin
192164231

Hitchhikes

Configure Automatic Approval
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If you have certain working hours where you want to allow users to get instant
access to an account bypassing the approval workflow, automatic approval of
access request can be configured. You may specify the time interval in which

all access requests will be automatically approved.

Managing Access Requests

Navigate to Admin >> Approval Workflow section in the GUI. You will

receive notifications through email when someone raises a request.

e Before verifying the request, you may also verify the justification

provided by the requester. If it is satisfactory, you can go ahead and

approve.

Password & Privilege Requests

an approve, reject and track the list of all requests from here By default, the requests pending approval are listed below. Use the filter to view histonc data You can also use this GUI to terminat

Filters: | All Reque To Be Approved

[J Kevin Miller kevin) requested account access
Account Reason Start Time End Time

For Testing ® 03 Jun 2021 10:20

e When approving, you have the option to approve it as it is for the time
duration requested by the user OR you can grant access at any time
duration you deem fit. You may also record your comments in the

Reason field for reference in the future.
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You also have the option to randomize the underlying password after

use by the user by selecting the option Reset Password After Use.

Approve Password Request X
Demo Account

Kevin Miller (kevin)

Start Time 03 Jun 2021 11 v 00 v

End Time 03 Jun 2021 11 v 20 v

( Current Time on Server: 03 Jun 2021 11:04 hrs)

Reset password after use

Reason

Once you approve the request, the entry moves to the To Be Used
section. That means the user is yet to start using the access.

Once the user starts using the access, the entry moves to the In Use
section.

Even after approving a request, you can still control and edit access
parameters irrespective of the entry being in the To Be Used or In Use
section.

You can terminate ongoing access from the In Use section by clicking

on the Revoke Access button.
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Important Note:

e Once a user starts accessing the application after receiving approval,
concurrent controls kick in. No other user, including the administrator,
super administrator, and account owner, would be able to access the
application until the access is surrendered or terminated, or expired. If
another user attempts to access the account in use, they will see the

message In exclusive use by another user.

e If the periodic password reset is configured for an account and at the
time of the reset execution the account is used by a user, in this scenario

the password reset task will not be executed for the account.

Accounts Report

This section details all the usage, access, and activities related to a particular
account and depicted in the form of reports. The reports can be downloaded
in the form of PDF, CSV, and XLSX.

Details that the report captures:

Password usage statistics - Data shown here includes password retrievals,

remote connections launched and password auto-fills on websites.

Account usage statistics - The data in this report highlights the number of

times the selected account has been used and by which user.

Access Details - A list of all the users who had accessed the account.
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Account Activity - Lists out all the activities performed on the account by

users.

Export Report - Export the account report in PDF, CSV, and XLSX file

formats.

Note: If you choose to view a consolidate list of who has access to a particular
account or activities performed on any particular account, navigate to
Reports >> Account Access or Reports >> Account Activity. You will
get a complete summary of all account related details and you can create a
scheduled task to periodically export the report in PDF or CSV or XLSX format.

The link to download the report will be emailed to the specified recipients.

Account Settings

This section lets you configure various settings specifically for an account.
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Assets

Lists down all the computers and other IT assets to which remote connections

could be launched using this domain account.

Select the account from the left-hand side of the UL. Navigate to Settings >>

Assets.

You can add or delete assets from this part of the GUI.

Add Assets
Click on the Add Asset button. A small popup window will appear. You must
provide the type of connection you want to launch to this asset (RDP, SQL,

etc.) and its IP address.
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Add Assets

To add an asset, Select the type of remote connection you would like to launch
and then specify the IP address of the asset. If you are choosing RDP, SSH,
Telnet, or Web Application, Securden will respectively use the default ports
3389, 22, 23, and 433 or 80 (for https and http accordingly). If you want to
use a different port, specify that along with the IP address or FQDN in the
following format <ipaddress/FQDN>:<port>. For SQL connections, you can
enter the SQL server instance name or IP address or FQDN and port in the
<ipaddress/FQDN>:<port> format. For Web Applications, you can provide the
URL details.

If you want to dissociate the asset from the domain account, you can select the asset
and click on Delete Assets.

Enforcing Ticketing System Validation

Securden integrates with web-based ticketing systems. The integration helps

trace specific activities like password retrieval in Securden to corresponding
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entries in the ticketing system. Securden validates the ticket ID provided by
users either by matching the RegEx pattern of the ticket ID or directly
accessing the ticketing system through API calls to see if there is a matching
ticket found to be open. Out of the box, Securden integrates with Freshservice,
Zendesk, and ServiceNow. However, you can integrate with any ticketing

system through RegEx pattern validation.

y4 now ®

Freshservice Zendesk ServiceNow Others

Note: After configuring ticketing system here, you need to enable it at the

account/folder level for the required accounts/folders.
Enabling it at the account/folder level

You can enforce ticket validation for specific accounts through integration with
ticketing systems. To enforce ticketing system validation, select the account
from the left-hand side of the UI. Navigate to Settings >> Ticketing
System.

Once enforced, users will have to provide a valid ticket ID to retrieve the

password.

You can exclude specific users or specific groups from ticket validation

enforcement. That means, even if ticket validation is enforced, excluded users
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or groups will be exempted from supplying the ticket ID while retrieving the

password.

Ticketing System

Account Actions

Clone Account

You can create copies of an account with all the attributes intact. The cloned
accounts will carry the suffix “copy”. You can rename the accounts later if
required. Multiple clones of the accounts with all the attributes intact can be
created. Navigate to the account you want to clone. Select Actions >> Clone

Account.
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gv Privileged Account Manager Qv av

Dashboard Folders Groups Admin

> All Accounts v m Morev | Q Details Share Approval Workflow ~ Dependencies  History Report Settings

Administrator Actions v/ Edit Delete

Credentials for Remote Operations

Account Name

Configure S

n Recording
3 Administrator

% Administrator Transfer Ownership

Password
admin Clone Account
1 B Ak kAA AR RAAR n a
Color Coding

'
a coounts Password Strength Copy Account Direct Access URL
Neak | Score - 0% @ Configure URLS for Autofill
Administrator
Configure TOTP
e FQDN/IP Address
S US2K191.S ) sec-build-1 securden.aws.com 2 tion v Share with Third Parties
& Member
§ Account Used For Remote Operations

i) SECURDEN-AWS\administrator

% Administiator
Notes

Administrator

2 SEC-TEST-2K19-2 SECURDE

11010001115 100V n - how More Deta

Alternatively, if you want to clone multiple accounts at once, you may select

the required accounts and go to More >> Clone Accounts.

@ Privileged Account Manager Qv .

Dashboard sers Groups Audit Reports Admin

> Morew
All Accounts v [ Asa~ | A Share  Approval Workflow  Dependencies  History  Report  Settings

% Administrz

a Administr Administrator Actions v/ Edit Delete
buid1
o
Account Name
admin
*
Passwor
‘ assword
B - 1 -
a
iate Asset Password Strength

FQDN/IP Address
)5-2K19-1 SECURDEN A 110.172.187.17¢

Account Used For Remote Operations

Notes

1101000115 ov - > »

Select the number of copies you need from the drop-down list and click Clone.
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Clone Accounts

You can create copies of the selected accounts with
accounts will carry the suffix ‘copy’. You can rename the account

Number of Copies 1 v

Color Coding

Designed for ease of identification and management, you can assign a color
code for an account. Once a color is selected, the account will be displayed
with the chosen color in the background. Select the account that you want to

color code. Navigate to Actions >> Color Coding.

@' Privileged Account Manager Qv av

Dashboard Folders Audit

2R voe- @ Delails  Share

> L All Accounts v

Appioval Woikflow  Dependencies  History  Repoit  Sellings

% Administrator
Administrator BEG S Administrator Actions v # Fdit [T Delete
sec-build-1 securden aws com

feraer Credentials for Remote Operations
@ Tinfrastructure Account Name

B Admiriatran Configure Session Recording
Eh Administrator

»

Administrator Transfer Ownership

Administrator
Administrator

= US-2K19-1.SECURDEN.AWS.
b Windows Member

G 1T Infrastructure/Local Accounts

% Administrator
Administrator

2 SEC-TEST-2K19-2.SECURDE

1t01000f 115 100v

Password

BN dkdokokodkokdkhkok n a
Password Strength

Weak | Score - 0% @

FQDN/IP Address

BN sec-build-1.securden.aws.com | [ Launch RDP Connection v

Account Used For Remote Operations

El SECURDEN-AV/S\administrator

Notes
P

-

Show More Details v

Clone Account

Color Coding

Copy Account Direct Access URL
Configure URLs for Autofill
Configure TOTP

Share with Third Parties
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Alternatively, if you want to color code multiple accounts, you may select the

required accounts and go to More >> Color Coding for Accounts.

@ Frivileged Account Manager Qv av

>

Details  Share  ApprovalWorkflow  Dependencies  History ~ Report  Settings
a Administrator Actions v # Edit Delete
Account ame
B admin
Passwor
] assword

Password Strength

FQDN/IP Address

& 110172187.170

Account Used For Remote Operations

% Administrator
Adr

Notes

% Administrator
Adr

1101000f115 100V B

Select the desired color and click Save.

Color Coding for Accounts
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Transfer Ownership

You can transfer the ownership of a particular account to any of the users in
Securden. In such an event, the transferer will lose access to the accounts
and folders already owned and the transferee will get complete ownership of
those accounts and folders. Select the required accounts and navigate to

Actions >> Transfer Ownership.

9[‘1\.' jed Account Manager

N o Morew Q . S
All Accounts m ! 2 De Share  Appioval Workflow  Dependencies  History  Report  Settings

% Administrator

Administrator Actions v Edit Delete

redes eratio
Account Name

ont din
B admil 9

* I l

Password -

Clon

............

Col

Password Strength Copy Account Direct Access UF
yure URLS f tofill
Administiatol
et Configure TOTF

FQDN/IP Address

Administrator
K191 SECURDED 110172.187.170 Share with Third Partie

Account Used For Remote Operations

Notes

1101000f 115 00V n

Alternatively, if you want to transfer ownership of multiple accounts, you can
select the required accounts and navigate to Accounts >> More >>

Transfer Ownership.
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@ Frivileged Account Manager Qv

[

>

Details Share  Approval Workflow Dependencies History Report  Settings
a Administrator sctions v # €dn (] Delete
Account Hame
Clone Accounts ) adri
* Add Tags
Password
o s

Color Coding for Accounts

1017218 I B axraarkaaasn n

& Windows ey ChANGE Passord Policy

Associate Assets Password Strength

FQDN/IP Address

B 110.172187.070 | G} Launch Alemote Connect

Account Used For Remote Operations

Notes

1101000115 100V [+

Select the user to whom the accounts need to be transferred and click

Transfer.

Transfer Ownership

You can transfer the ownership of the selected accounts to any of the users
listed below.

Search User

Performing Operations on Multiple Accounts
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You can perform various operations and customization on accounts stored in
Securden. You have the option to perform operations on individual accounts
or in bulk. If you would like to carry out operations on multiple accounts at

once, you can navigate to Accounts >> More and do so.

Add and Manage Account Types

Account types help identify and classify the accounts being added in Securden.
Proper classification comes in handy to carry out various operations such as
sharing, remote password resets, reporting, etc. You can also use account
types to define specific characteristics like fields for the accounts, specific
password policies for the accounts belonging to that type, and so on. Super
administrators, administrators, and account managers have the privilege to

add custom types, edit and delete existing ones.

You need to define account types separately for Work and Personal type

accounts. The procedure is the same for both.

Creating a new account type

To create a new account type, navigate to Admin >> Account Management
>> Account Types. You need to select between Work and Personal type

account and click Add Account Type. Enter a name for the new account type
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being created. The name you enter here will uniquely identify the type. Adding

a description to the type would help further in this aspect.

Primary Fields

Password

URL

Identifiers

Associate a password policy

One of the most important aspects of Account Types is that password policies
can only be associated at the account type level. You can create multiple
password policies and associate them with different account types. The policy
that is associated with an account type will take effect for all accounts that

belong to the type.

You may choose from the list of already available policies or create a new
policy. Alternatively, if any of the types don’t require a password policy to be

linked, you may choose the option Don’t link any policy.
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Associate a Template

Securden allows you to perform various remote operations such as password
resets on devices. The product comes with certain predefined templates to

carry out those operations on various types of devices.

In addition, you can create custom SSH templates to carry out remote
password resets on devices that can be connected through SSH such as Linux

devices, routers, server hardware, etc.

You can define a command or a sequence of commands to be used for carrying
out the password reset activity in the form of a custom template. If the
account type you are creating requires support for such remote operations,

you may associate the required template in this step.

At present, templates can be associated only at the time of creating the

account type. Templates can’t be associated while editing the type.

Define the Fields

Accounts in Securden contain various fields such as Username, Password,
URL etc. Depending on the type of account, the fields will vary. You might
even have some specific account types in your organization that require
completely new fields and values. All such requirements can be met at the

account types level.

You can define any number of fields required by this specific type and

granularly specify if the fields are mandatory (requiring users to compulsorily
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fill a value when adding accounts). You can also choose to hide certain default
fields.

Primary Fields

URL

Identifiers

Primary Fields

The default Password and URL fields can’t be hidden or deleted, but you can

mark if they are to be made mandatory or not.

Identifiers: The Notes, Tags, and Account Expiration Date fields are
optional. You can choose to show or hide any of these fields as required.
When you choose to show, you can also mark if it has to be mandatory or

not.

Additional Fields

You can create any number of customized additional fields as required. To
create additional fields, click the Add Fields button. When creating
additional fields, you have the option to specify the field type - Text,
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Password, or File Store. While Text represents a text field, Password helps
mask the value from being displayed in plain text. File Store type allows

you to browse and choose files.

Managing Account Types

You can manage the existing account types from Admin >> Account
Management >> Account Types section. The management operations
include changing the password policy association, setting any type as the
default type, disable a type, enable a disabled policy, editing the nature of

various fields, and so on.
From Account Types >> More Actions drop-down,
e You can quickly change the password policy association for any type

e Enable/disable a type. Among the system-defined account types, five types
- Web Account, Bank Account, SSH Key, File Store, and License Key cannot
be disabled. All other types can be disabled. When you disable a type, the

same will not be available for choosing it during account addition.

e Set any type as the Default Type (the type which is set as the default type
here will be the default selection of account type in the Add Accounts GUI for

Work account types)
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v Privileged Account Manager Qv

Dashboard Accounts Folders S Groups Reports

Account Types

Account Types

Account types help identify and classify the accounts being added in Securden. Proper classification comes in handy to carry out various operations such as sharing, remote password resets,
reporting rs, Administrators, and Account Managers have the privilege to add custom types, edit and delete existing ones. You need to define account types separately for

‘Work” and 'Pe

Personal
m Add Account Type t Type More Act . Showing 1 to 20 of 20
ype N escript Change Policy
Enable Type
Azure AD A AL |
Disable T
Bank Account Bank Accou  Set As Default Type Securden policy
I ( ol Securden
t e Fil Not Availab

If you want to edit multiple attributes, you may use the edit icon present in
the table.

Delete Account Types

You can delete any custom account types created. Select the types to be
deleted and then click the button Delete Account Types. You can also click

the Delete icon present at the RHS of each entry.
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9’ Privileged Account Manager This will permanently delete the account type(s). Do you want to Qv Qv
o _
anee
Account Types
nt types help identify and classify the accounts being added in Securden. Pioper classification comes in handy to cairy out various operations such as shaiing, remote password resets, reporting etc. Super Administiators,
nistrators, and Account Managers have the privilege to add custom types, edit and delete existing ones. You need to define account types separately for 'Work and ‘Personal type accounts.
Name F ate N F f y
B aric P pol
o F

Note: If the account type you are trying to delete has accounts associated
with it, you will not be able to delete it. You may either edit the respective
accounts and associate them with a different account type and then delete the
type or you can simply disable this account type and restrict any further

addition of accounts to this type.

The default system defined account types cannot be deleted. They can only
be disabled.

Change Folder

You can move an account from one folder to another or put an account into a
new folder. Select the account to be moved, click the More drop-down. Select

the Change Folder option.
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In the popup that opens, choose the folder to which the account(s) are to be

moved, and then click Move.

Change Folder

You can move an account from one folder to another or put an account into a folder afresh from
this GUI

Internal Operations

Add Tags

If you want to add any specific categorization to accounts in the form of a tag,
you may do it by clicking on Add Tags under More drop-down in the

Accounts section.
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Select the account(s), enter the tag name(s), and click Save.

Add Tags

You can add tags to the selected accounts by specifying the tag name in the field below.

Change Password Policy
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If you want to change the password policy for any specific account(s), you

may change it by navigating to Accounts >> More >> Change Password
Policy.

All Accounts 2 etai Share  Approval Workflow  Dependencies  History  Report etting
qur
* Adi i
ccount Type
a 4 ! Administrator o Edit tete
3 hange Folds
e ! Account Name
Clor admin
* Add Tag
Password
o ! r Coding for Accounts
‘ : T ﬂ
: Associate Assets Password Strength

Administiator
Administrat FQDN/IP Address

K191 EN.AV 110.172.187.170

Account Used For Remote Operations

% Administrator
Notes
Administrat

110100 0f 115 00V n > »

Select the account(s), click the option Change Password Policy, and then
choose the policy to be applied from the drop-down. After selecting, click

Change Policy to apply the policy to the account(s).
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Change Password Policy

You can change the password policy associated with the selected account(s)
from here. All the selected accounts will be assigned with the new policy.

Securden Policy

Marketing policy

Test Policy

Test10

Associate Private Key

You can add an SSH key as an account and use that to launch connections to
some other accounts. Navigate to Accounts >> More >> Associate Private
Key. You can associate the private key with one or many accounts from this
section. If an account already has a private key associated, the new key will
replace the existing one. Select the key to be associated from the drop-down

given and click Associate.
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Associate Private Key X

You can associate the private key with one or many accounts from here. If an account already has a private key
associated, the new key will replace the existin

Enable Ticket Validation

Securden integrates with web-based ticketing systems. The integration helps
trace specific activities like password retrieval in Securden to corresponding
entries in the ticketing system. You can enforce ticket validation for specific
accounts through integration with ticketing systems. Once enabled, users will
have to provide a valid ticket ID to retrieve the password. Select the accounts
for which you want to enforce ticket ID validation. Navigate to Accounts >>
More >> Enable Ticket Validation and click Enable.
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Enable Ticket Validation

‘ou can enforce ticket validation for specific accounts through integration with ticketing systems. Once
enabled, users will have to provide a valid ticket ID to retrieve the password

Disable Ticket Validation

Securden integrates with web-based ticketing systems. The integration helps
trace specific activities like password retrieval in Securden to corresponding
entries in the ticketing system. You can disable ticket validation for specific
accounts. Once disabled, users will not be asked to provide a ticket ID to
retrieve the password. Select the accounts for which you want to disable ticket
ID validation. Navigate to Accounts >> More >> Disable Ticket

Validation and click Disable.
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Disable Ticket Validation X

You can disable ticket validation for specific accounts. Once disabled,
users will not be asked 1o provide a ticket ID to retrieve the password.

Offline Access

As an end user, you can access your accounts and passwords even when you
go outside your network or don't have internet access. Securden provides the
passwords in the form of an encrypted HTML copy for offline access. You can
open this file in any web browser, and you will see the same interface as that

of the online version.

To export passwords for offline access, you need to supply a passphrase,
which will be used as the encryption key. You have the option to download the
offline copy anytime as needed or create a scheduled task to get the offline

copy periodically through email.

Note: The offline copy cannot be opened without the passphrase. If you forget
the passphrase, you will not be able to access the offline copy. You need to

export offline copy afresh.
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End-users can save an offline copy of all the accounts they have access to.

Users need to navigate to Accounts >> More >> Offline Access.

Users can export the account at once from the Export now tab, they need to
enter a passphrase while exporting the offline copy. This passphrase will be

used to open the offline copy of passwords.

Export offline copy now
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Once you have decided a strong passphrase, key it in and click Export offline

copy now.

Offline Access =3

Export offline copy now

Receive the offline copy through email

Users can choose to export their passwords in an offline copy to their email

id. Users who wish to export a copy once can select Export Once.

They then need to select the date and time at which an offline copy of

passwords should be sent to them.

Once all the fields are selected, they can click Save.



Define Periodicity

20 Apr 2023 10:44

Users who wish to periodically export their passwords can select Export

Periodically.

They then need to select the date and time at which they receive the first

offline copy of passwords.

Users must then specify the periodicity at which they receive subsequent

copies. This can be set as an interval of hours, days, or months.

" olders jsers Groups ' s Reports dmin
Offline Access =

Note: The offline t be opened without t

Define Periodicity

ns i 20 Apr 2023 10:44 hrs T

Once all the fields are selected, they can click Save.
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Users can access the downloaded HTML or access it from their email id.

G Downloads Q. [search downloads
B Your browser is managed by securden.com
Today
Securden-Offline-Access.html X
https://demo-unified-pam.securden.com/accountmanagement/export_encrypted_html
Q
Show in folder

Share passwords with 3rd Parties - End user.pdf x
https:/inc-word-view.officeapps.live.com/wv/WordViewer/request. pdf?WOPIsrc=htt

a
Show in folder

Yesterday

Securden-Unified-PAM-Admin-Guide (1).pdf X
https://doc-00-68-docs.googleusercontent. com/docs/securesc/nf911pbejvgro152sg.

o)

To open the encrypted HTML file, users have to enter the passphrase that they

keyed in on configuring offline access.

¥ Securden

Securden Offline Access

l [Enter Passphrase I

=
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On successfully entering the passphrase, users can access all their passwords offline.

¥ Securden

All Accounts Showing 1 to 100 of 102 Account Details

Web Account

Account Title
Leading Customers Sales

Account Name
https://www.leadcapter.com/

Demo Type
Password

Linux Ad
URL not specified

FQDN/IP Address

Password Only

Account Type
Linux_serveros Account Owner
10.9.0.01
Linux Password Policy
n F. 3
Local User 2 older
n AT 24 OA D4 An inbarmal =
Notes
B: > »

Export Work Accounts

Administrator

Administrator

RRARBEEEEED

sec-build-1.securden.aws.com

Windows Member

Securden Administrator

Marketing policy

IT Infrastructure

You can export all your accounts (owned and shared) to an XLSX file. You

have the option to mask the password column in the exported file. The entries

in the XLSX file will be segregated based on account types in separate sheets.

Navigate to Accounts >> More >> Export Work Accounts. Choose

whether to mask the password column and export.
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Export Work Accounts X

o
entries in the .XLS file will be segregated based on account types in
separate sheets.

Export Personal Accounts

You can export all your personal accounts to an XLSX file. You have the option
to mask the password column in the exported file. The entries in the XLSX file
will be segregated based on account types in separate sheets. Navigate to
Accounts >> More >> Export Personal Accounts. Click Yes to mask the

password column and export.

Export Personal Accounts X

You can export all your personal accounts to a XLS file. You have the
option to mask the password column in the exported file. The entries in
the XLS file will be segregated based on account types in separate
sheets.

Do you want to mask the password column and export?

[ v J v ]
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Add HTTPS to account URL

You can add HTTPS to accounts with an Incomplete URL (Without https:// or
www.). A complete URL address is required to launch connections from the
account. All accounts under the selected account type will be appended with

the https scheme.

Note: The accounts with complete URLs will not be affected by this step.
Navigate to Accounts >> More >> Add HTTPS to the URL. Select the
classification of your accounts (Work or Personal) to which URLs are to be
added, choose the account type from the drop-down given, and then click
Save.

Add HTTPS to URL X

You can add HTTPS to accounts with an Incomplete URL (Without hitps=// of www.). A complete URL address is
N ount. All accounts

sired to launch connections from the account. Al s under the selected account type will be appended

Delete Accounts

You can delete one or more accounts at once by navigating to Accounts >>

More >> Delete Accounts. The selected accounts will be marked as deleted.
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For 1 day(s) after deletion, you will have the option to restore the deleted
accounts. Navigate to Recently Deleted Accounts section in the folders tree

to restore or to permanently delete the accounts.

Delete Accounts X

The selected accounts will be marked as deleted. For 1 day(s) after deletion, you
will have the option to restore the deleted accounts. Navigate to ‘Recently
Deleted Accounts’ section in the folders tree to restore or to permanently delete
the accounts.

m Cancel
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Section 5: Notifications

Event Notification

You can choose to send or receive email alerts upon the occurrence of any
specific event like password retrieval, addition, deletion, and other
modification activities. You can choose which events you would like to get
alerted about. The notifications can be sent out in real-time as and when the

event occurs or as a consolidated email once a day.

Configure Event Notifications

Navigate to Admin >> Notifications >> Event Notifications to configure

this feature.

Remote Distributors

> Automatic Approval Policies Application Server

2%a LDAP Directory nain:

- & Uni
Notifications Syslog for SIEM
& Event Notifications & sanLsso High Availability
& P d Expl N t Tick €} Database Backuy

Cloud Storage Services
&) Breached Passwords Identification 3 Passwords Backup (Encrypted HTML File
. General
@ Expired Password Rotation
Maintenance & Upgrades

B3 Mail Server Settings

Emergency Access @ Proxy Server Settings @ Product Upgrades

&) configure Emerge

% Browser Extension
Restricted Access Over the Internet
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To enable notifications, you need to toggle the Configure Notifications button.

Selecting Events

You will see two fields named Events related to actions on accounts and

Events related to user activities.

To add events that you want to get notifications for, click on Select events
under Events related to actions on accounts or Events related to user
activities. Select the events you want to get notified about from the list of

events.

Event Notifications

asswoid retiieval, deletion, change in share permissions and others. You can choose the events for which you want to receive notifications. The

Configure Notifications (@D
Select the events for which you want to receive notifications from the list below
Events related to actions on accounts

Remote Connection Established X  Account Deleted x

Events related to user activities

User Deleted X 2FA Disabled x

e The selected events are shown in a green box. Any of the selected
events can be removed by clicking on the X present adjacent to the

event. To clear all selected events, click on the Clear all button.

When do you want to get Notified?
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You can choose to either get notified As and when the events occur or As

a consolidated email, once a day. Specify your choice accordingly.

Who to Notify?

e You can trigger the notification upon the occurrence of the selected
events to any specific user(s) or usergroup(s). You may even choose to
trigger notifications for certain specific roles of users too - for example,
‘All Administrators’, ‘All Auditors’, etc.

e You can also send notifications to people who are not registered users
in Securden by specifying their email address in the box named Others

(specify email address).

Account Expiration Notification

The expiration dates of licensing keys and certificates saved in Securden can
be tracked. You can send email alerts a set number of days before the
expiration date to act as a reminder. Administrators, auditors, owners of the

respective accounts, and any specified users can receive notifications.

Configure Account Expiration Notification

Navigate to Admin >> Notifications >> Account Expiration

Notifications.
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v Privileged Account Manager Qv Qv
Dashboard Accounts Folders Users Groups Audit Sessions Repoits Admin
Q Search
PR - R
£, Technician Access Policies Remote Distributors
<J» Active Directory Domains
2 Automatic Approval Policies E8 Application Server

«&a LDAP Directory Domains

1, Unix Connector
Notifications & syslog for SIEM
i Event Notifications # sanLsso High Availability

(4 Password Expiration Notification €58 Ticketing System ) Database Backup

& Account Expiration Notification 7 Cloud Storage Services High Availability
£ Breached Passwords Identification [ Passwords Backup (Encrypted HTML File)
. General
& Expired Password Rotation
= Mail Server Settings Maintenance & Upgrades

Emergency Access @ Product Upgrades

@ Proxy Server Settings

€ Configure Emergency Access £ Browser Extension

Restricted Access Over the Internet

Enable Expiration Notification to view the configuration options.

To Configure Account Expiration Notification, follow these steps.

The Notification Schedule

e You can configure Securden to send notifications on an impending
account expiration. You can send notifications multiple times before the
expiration date.

e You can add any number of Notifications by clicking on the ‘+’ sign.

e Specify the number of days prior to the date of expiration a notification

needs to be sent in each of the Notification schedules opened.
Who to Notify?

e You can trigger the notification upon the occurrence of the selected
events to any specific user(s) or usergroup(s). You may even choose to
trigger notifications for certain specific roles of users too - for example,

‘All Administrators’, ‘All Auditors’, etc.
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e You can also send notifications to people who are not registered users
in Securden by specifying their email address in the box named Others

(specify email address).

Password Expiration Notification

You can send email notifications a specified number of days before the
passwords expire to remind users to update their passwords. You can set up
notifications to be sent any number of times before the password expires till
it is reset. Administrators, auditors, owners of the respective accounts, and

any specified users can all receive notifications.

Configuring Password Expiration Notification

Navigate to Admin >> Notifications >> Password Expiration

Notifications to configure this feature.

£ Technician Access Policies Remote Distributors

Automatic Approval Policies § Application Server

Notifications Syslog for SIEM

B Event Notifications & sauLsso High Availability

Passwords Backup (Encrypted HTML File)

Emergency Access

Maintenance & Upgrades

<@ Product Upgrades

Restricted Access Over the Internet
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Enable Expiration Notification to view the configuration options.

To Configure Password Expiration Notification, follow these steps

The Notification Schedule

e You can configure Securden to send notifications on an impending
password expiration. You can send notifications multiple times before
the expiration date.

e You can add any number of Notifications by clicking on the *+’ sign and
delete them by clicking on *-’.

e Specify the number of days prior to the date of expiration a notification

needs to be sent in each of the Notification schedules opened.
Who to Notify?

e You can trigger the notification upon the occurrence of the selected
events to any specific user(s) or usergroup(s). You may even choose to
trigger notifications for certain specific roles of users too - for example,
‘All Administrators’, ‘All Auditors’, etc.

e You can also send notifications to people who are not registered users
in Securden by specifying their email address in the box named Others

(specify email address).

Breached Password Identification

Passwords exposed in various data breaches worldwide are publicly available
as a data dump. Many times, users are not aware when their passwords are

exposed in credential spilling attacks. If a breached password is being used,
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it may lead to a spate of cyberattacks. To prevent such incidents, Securden
can periodically scan the dump and check if any of the passwords stored in
the product matches with the passwords that have been exposed in known
data breaches. You can configure how often Securden should check for
breached passwords. Whenever usage of a breached password is detected,
email alerts will be sent to administrators, auditors, respective account

owners, and other specified users.

Important Note: In addition to periodic checks, Securden runs this check at
the time of account addition and password change events provided the

product is connected to the internet.

Configuring Breached Password Identification

Navigate to Admin >> Notifications >> Breached Password

Identification
.
9 Privileged Account Manager Qv 8 v
Q Search
R o
&, Technician Access Policies Remote Distributors -
<> Active Directory Domains
& Automatic Approval Policies 88 Application Server

a% LDAP Directory Domains

T Unix Connector

Notifications &3 syslog for SIEM

i Event Notifications

# SAMLSSO High Availability

&% Password Expiration Notification (8 Ticketing System &} Database Backup

Sn Account Expiration Notification > Cloud Storage Services fl High Availability
&£ Breached Passwords Identification ) Passwords Backup (Encrypted HTML File)
. General
8, Expired Password Rotation
£ Mail Server Settings Maintenance & Upgrades

Emergency Access -@ Product Upgrades

@ Proxy Server Settings

& Configure Emergency Access £ Browser Extension

Restricted Access Over the Internet

Enable breached password Identification to view the configuration options.



247

To configure Breached Password Identification, follow these steps.

Periodicity of checks

e You can specify the interval (in days) at which the breached passwords
identification check is to be performed.

e You can get email notifications whenever a breached password is
identified by enabling the Enable Email Alerts Upon Identification
option.

Breached Passwords Identification

In addition to periodic checks, Securden runs this check at the time of account addition and password change events, provided the product is connected to the internet

Enable Breached Passwords Identification (Periodic Check) (@D

Verification Schedule

Enable Email Alerts Upon Identification

Who to Notify?

Upon enabling email alerts, you can choose who receives the notification upon
identification.

e You can trigger the notification upon the occurrence of the selected
events to any specific user(s) or usergroup(s). You may even choose to
trigger notifications for certain specific roles of users too - for example,
‘All Administrators’, ‘All Auditors’, etc.

e You can also send notifications to people who are not registered users
in Securden by specifying their email address in the box named Others

(specify email address).
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Expired Password Rotation

When passwords expire or are about to expire, Securden can automatically
rotate them for accounts remote password reset is enabled. You can indicate
the number of days until the password expires that the password rotation

should be tried, as well as the number of attempts.

You don't have to change passwords manually anywhere because the new

password is updated in both the end machine and the Securden database.

Important note: Only accounts for which remote access credentials have
been provided can have password rotation configured. Go to Admin >>

Device Level Configurations to set up remote credentials.

Configuring Password Rotation

Navigate to Admin >> Notifications >> Expired Password Rotation.
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Q Privileged Account Manager Qv Av

Dashboard

Q Search
i [ o R
£, Technician Access Policies Remote Distributors

<> Active Directory Domains
&2 Automatic Approval Policies &8 Application Server

a2 LDAP Directory Domains

L Unix Connector

Notifications 5 systog for SIEM

B Event Notifications # sauLsso High Availability

al i ol
(Y Password Expiration Notification £ Ticketing System £} Database Backup

Eg Account Expiration Notification G Cloud Storage Services [ High Availability
& Breached Passwords Identification [E Passwords Backup (Encrypted HTML File)
. General
& Expired Password Rotation
EA Mail Server Settings Maintenance & Upgrades
Emergency Access @ Proxy Server Settings K@ Product Upgrades

& Configure Emergency Access £ Browser Extension

Restricted Access Over the Internet

To be able to configure the settings, you need to enable the Reset Passwords

Upon Expiration option.

You can configure Securden to carry out password changes either ‘On

Expiration Date or a few days Prior to Expiration date.

If you choose On Expiration Date,

e You need to provide the frequency of password reset attempts, which
can be as low as a minute.

e You should also specify the maximum number of attempts to be made
to reset a password in Number of retries.

e You can choose to Reset the already expired password. Securden

will try to reset the expired passwords at the time of configuration.

If you choose Prior to Expiration,

e You should specify how many days before the expiration date the reset

attempts should be made.
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e You need to provide the frequency of password reset attempts, which
can be as low as a minute.

e You should also specify the maximum number of attempts to be made
to reset a password in the field named Number of retries.

e You can choose to make reset attempts in accounts whose passwords
are about to expire and the passwords that have already expired by

clicking on the respective checkboxes.

Event Listener

Trigger automated follow-up actions upon the
occurrence of specific events

IT and DevOps often face the need to rapidly initiate a series of tasks upon
the occurrence of certain events. Automation takes care of initiating the

required tasks in a timely manner.

You can trigger the automated follow-up action(s) upon the occurrence of any
specific event or a sequence of events in Securden. For example, when the
password of an account is retrieved or changed, you can trigger a follow-up
action automatically. Typically, Securden keeps listening for the event to occur

and triggers the script defined by you to initiate the follow-up action.

Creating the event listener

Creating the event listener involves configuring settings in Securden and
defining the required follow-up action(s). Typically, you need to specify the

conditional event (upon the occurrence of which you want to trigger the follow-



251

up action), then the specific accounts in Securden that are to be considered

for the conditional action.

To configure or add an Event Listener, navigate to Admin >> Account

Management >> Event Listener

Customization Security

Logo. Theme and Text

API Access
& Global Tags

Authentication Token For API Access & Remote Gateway

Approval Workflow

. Authentication
() Password & Privilege Requests

8 Two Factor Authentication

Privilege Elevation & Delegation € Email to SMS Gateway

To add an event trigger, click on Add Listener.
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Q' Privileged Account Manager Qv aAv

Dashboard Accounts ers Groups Sessions Reports Admin

Admin > Event Listener

Event Listener

You can trigger an action after the occurrence of any specific event or a sequence of events in Securden. For example, when the password of an account is changed, you can trigger a
follow-up action automatically. The followup action could be defined in the form of a script or as an API task making use of third-party APIs. The wizard below helps you to define the
listener and the desired follow up action.

Q (¢] Delete Listener Showing1to1of1 25 v
Listener Name Description Conditional Event Type Status Actions
Telecom Account Added to Folder [Pending For Approval] 2 0 ¢
Showing1tol1of1 25 v n

Clicking on Add Listener takes you to the settings GUI to add listener-related

attributes.

g Privileged Account Manager Qv A
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Admin > Event Listener > Add Event Listener
Add Event Listener Help &)
You can trigger an action after the occurrence of any specific
The wizard below helps you create a listener specifying the conditions upon which it should trigger the followup action. You can also define the desired followup action in the form event or a sequence of events in Securden. For example, when
of a script or an API task the password of an account is changed, you can trigger a

follow-up action automatically. The followup action could be

defined in the form of a script (any Windows executable such
- as bat, .exe, .ps], .vbs etc) or as an APl task making use of
third-party REST APIs

List) Description
Summary of steps:
sitional Event Type
. ! o Specify the event type for which you want to trigger the
Search event type v listener (Conditional Event Type))

© Specify if you want the listener 1o be triggered for all
. . accounts or accounts belonging to a specific type
Trigger the Listener for the Events from o Granularly select specific accounts by creating
conditional criteria (optional)
« Define the desired followup action (post listener trigger)
in the form of a script or a task using third-party APls

Al Accounts Account Types

m Cancel Prerequisite: If the followup action requies internet
connectivity, you should have configured Proxy server settings

(Admin >> General > Proxy Server Settings)

Provide a Name and description for the Listener
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e Listener name: A listener name should be included for easy access on
the listener lists page. This is done for quick identification.

e Description: A brief description of what the listener was created for or
a general categorization of the listener can be given to have an overview
of it.

e Privileged Account Manager Qv Qv
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
> Event Liste > Add Event Listener
Add Event Listener Help

You can trigger an action after the occurrence of any specific
The wizard below helps you create a listener specifying the conditions upon which it should trigger the followup action. You can also define the desired followup action in the form event or a sequence of events in Securden. For example, when

of a script or an AP the password of an account is changed, you can trigger a

follow-up action automatically. The followup action could be
defined in the form of a script (any Windows executable such
as .bat, .exe, .ps1, .vbs etc) or as an API task making use of
third-party REST APIs.

Password Script Run a script when a remote device password is change
Summary of steps:
« Specify the event type for which you want to trigger the
Password Reset in Remote Machine v staner (Conditional Event Type)

* Specify if you want the listener to be triggered for all
accounts or accounts belonging to a specific type
Trigger the Listener for the Events from =
o Granularly select specific accounts by creating
conditional criteria (optional)

All Accounts Account Types « Define the desired followup action (post listener trigger)

in the form of a script or a task using third-party APls
m Cancel Prerequisite: If the followup action r s internet
connectivity, you should have configured Proxy server settings

(Admin >> General >> Proxy Server Settings)

How to pass parameters in the follow-up action script
or API task?

Specify the event type to trigger the listener

The listener can be triggered for certain conditional event types. You can select

the event type from the scroll list by clicking Search event type.
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9 Privileged Account Manager Qv A~
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Admin > Event Listener > Add Event Listener

« Specify if you want the listener to be triggered for all

accounts or accounts belonging to a specific type
Search event type v
* Granularly select specific accounts by creating

conditional criteria (optional)

« Define the desired followup action (post listener trigger)

Trigger the Listener for the Events from in the form of a script or a task using third-party APIs

All Accounts Account Types Prerequisite: If the followup action requires internet

connectivity, you should have configured Proxy server settings
(Admin >> General >> Proxy Server Settings)
m Cancel

How to pass parameters in the follow-up action script
or API task?

Various account attributes can be passed as parameters with
the script or the API task. While doing so, you can make use of
the placeholders to fetch and replace values at runtime. For API
tasks, placeholders can be used both in headers and the
parameters section. In the case of scripts, the placeholders can
be used in parameters text field.

You mav use the followina placeholders

Some of the conditional events are Account Added, Account deleted,
Account added to Folder, Account removed from Folder, Breached password
identified, Password changed locally, Password reset in a remote machine, and

Password retrieved.

Specify account types for listener to be triggered

You can choose an event listener to be triggered for activity in all accounts or
for a specific account type like Linux, MAC, Windows Domain account, and

others.

Click on All Accounts to trigger an event for all accounts.

Click on Account Types and select the type from the drop-down list.

Granularly select specific accounts
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You can create granular conditions to trigger the listener only for a select list
of accounts matching the criteria to suit your needs. You need to specify the
account attributes needed or not needed as the selection criteria. To proceed

with this step click on Specify Attributes for Granular Selection.

While selecting multiple attributes, you can choose between using the AND
operator and the OR operator. Choosing AND will let you select all accounts
that satisfy both conditions. Choosing OR will let you select all accounts that

satisfy a minimum of one of the conditions.

You can choose the attributes you want to use as the criteria for selecting
accounts from the drop-down list. The various options include Account Title,

Account Name, Address, Notes, Tags, and Folder Name.

For each of the selected attributes, you can choose the condition from Equals,

Contains, and Does Not Contain.

Specify the Value of the attribute chosen and choose the condition according

to the rules below.

Condition:

Equals mean the Value specified is an exact match to the account’s attribute.
Contains mean the Value specified is a part of the account’s attribute.
Does Not Contain means the Value specified is not a part of the account’s
attribute.

To add a criterion, you can click on “+" at the RHS.

To remove a criterion, you can click on =" at the RHS.
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Define the desired follow-up action

The follow-up action can be either in the form of a script or a task using third-

party APIs.

Prerequisite: If the follow-up action requires internet connectivity, you
should have configured Proxy server settings (Admin >> General >> Proxy

Server Settings).

9: Privileged Account Manager Qv Av

Admin > Event Listener > Add Event Listener

@ All Accounts Account Types « Define the desired followup action (post listener trigger)  a
in the form of a script or a task using third-party APIs

Granularly Select Accounts Prerequisite: If the followup action requires internet
connectivity, you should have configured Proxy server settings

a S h ly s cl Y specify the ac S ed or d as A
ranular conditions to trigger the listener only for a select list of accounts matching the criteria. You need to specify the account attributes needed or not needed as the (Admin >> General >> Prory Server Settings)

How to pass parameters in the follow-up action script
or AP task?

Various account attributes can be passed as parameters with
the script or the API task. While doing so, you can make use of
the placeholders to fetch and replace values at runtime. For APl
tasks, placeholders can be used both in headers and the
Select v parameters section. In the case of scripts, the placeholders can
be used in parameters text field

You may use the following placeholders
Account Title

Bl {%ACCOUNT_TITLE%}

Account Name

Bl {%ACCOUNT_NAME%}

Account ID

B (%ACCOUNT_ID%}

Address

Setting up follow-up actions with a script

Summary of steps:

e Key in the Pre-Command: If the script needs another program to
invoke it from the command prompt, the same could be provided here
as the 'Pre Command'.

e Select the Script file from your computer.
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e Choose the Parameters to be Passed.

FORMAT: <Pre Command> <Script File> <Parameters>

Pass parameters in the follow-up action Script/API task

Various account attributes can be passed as parameters with the script or the
API task. While doing so, you can make use of the placeholders to fetch and
replace values at runtime. For API tasks, placeholders can be used both in
headers and the parameters section. In the case of scripts, the placeholders

can be used in the parameters text field.

g Privileged Account Manager Qv Av
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Admin > Event Listener > Add Event Listener

Seript v You may use the following placeholders =
Account Title
El) (SACCOUNT_TITLE%}
If the script needs another program to invoke it from the command prompt, the same could be provided here as the ‘Pre Command below
Account Name
Examples
Ell (XACCOUNT_NAME®%}
FORMAT : <Pre Command> <Parame
Address
Example 1: “C:\Program Files\python\python.exe" " *(ACCOUNT_NAME )" *(%OLD_PASSWORD'%)" *(%ACCOUNT_PASSWORD%}" E)) (xACCOUNT_ADDRESS'%)
Example 2 "(WACCOUNT_NAME'%)" "(%OLD_PASSWORD)" *(%ACCOUNT_PASSWORD)" e k) Dasrere]

El (%OLD_PASSWORD%}

Pre Command Account Password

Bl {*%ACCOUNT_PASSWORD®%}

Folder Name

“ Bl {(%FOLDER_NAME%}

Parameters 1o be Passed

You may use the following placeholders:
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e Account
{%ACCOUNT_TITLE%}

e Account
{%ACCOUNT_NAME%}

e Address
{%ACCOUNT_ADDRESS%}

e Account Old
{%OLD_PASSWORD%}

e Account
{%ACCOUNT_PASSWORD%}

e Folder
{%FOLDER_NAME%}

e Name of the account for remotely logging in to the
{%REMOTE_LOGIN_ACCOUNT_NAME% }

e Password of the remote login
{%REMOTE_LOGIN_ACCOUNT_PASSWORD% }

e Name of the account that has privileges to do remote
{%PRIVILEGED_ACCOUNT_NAME%?}

e Password of the privileged
{%PRIVILEGED_ACCOUNT_PASSWORD%}

Setting up follow-up actions with a Third-party REST API

Select the request type from GET, PUT, POST, DELETE.

Title

Name

Password

Password

Name

IT asset

account

operation

account

The four main HTTP methods (GET, PUT, POST, and DELETE) can be mapped

to CRUD operations as follows:
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GET retrieves the representation of the resource at a specified URL. GET

should have no side effects on the server.

PUT updates a resource at a specified URL. PUT can also be used to create a
new resource at a specified URL, if the server allows clients to specify new

URIs. For this tutorial, the API will not support creation through PUT.

POST creates a new resource. The server assigns the URL for the new object

and returns this URL as part of the response message.

DELETE deletes a resource at a specified URL.

e Enter the Request URL where the request type will be applicable
e Choose to add Headers or API Parameters using Add Headers and Add

Parameters.

To enter multiple Headers or Parameters use the + sign.

To remove a Header or Parameter use the - sign.

Enter the details of Name and Value for Headers and API parameters.

e API headers are like an extra source of information for each API
call you make to represent the meta-data associated with an API

request and response.
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e API parameters are the variable parts of a resource. They determine
the type of action you want to take on the resource. Each parameter

has a name and value type.

Once all the fields have been filled, click on Save, if you wish to stop the

listener configurations midway, simply click Cancel.

Event listener actions

You can configure event listeners added in Securden, you can choose to

Delete, Edit, or Clone an event listener.

Q Privileged Account Manager Qv A
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Admin > Event Listener

Event Listener

You can trigger an action after the occurrence of any specific event or a sequence of events in Securden. For example, when the password of an account is changed, you can trigger a
follow-up action automatically. The followup action could be defined in the form of a script or as an API task making use of third-party APIs. The wizard below helps you to define the
listener and the desired follow up action.

Q <] m Add Listener Delete Listener Showing1toTof 1 25 Vv

Listener Name * escription Conditional Event Type Status Actions
Telecom Account Added to Folder [Pending For Approval]
Showing1tolof1 25 v n

Delete a listener - To delete listeners, select them from the list and click
Delete Listener OR delete them individually using the <Red icon> in

Actions.
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View Listener - gives you a brief of the Listener name, Event type, Trigger

action, and Description. To access this, click on the view icon.

Clone Listener - To create a listener with similar details to an existing one,
use the clone icon. This takes you to the Add listener configuration with all

the pre-filled details of the clone, change the fields as needed and click Save.

Edit Listener - To edit a listener, click on the edit icon. This lets you change

any field you have entered while adding the listener.
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Section 6: API Access

APIs for Programmatic Access

Identities are present everywhere and in every piece of IT. Apart from the
passwords, keys, and other credentials used by humans, every organization
has to deal with a lot of machine identities, credentials embedded on scripts
and applications, and so on. Securden provides APIs for programmatic access
of the data stored in the product. Scripts, applications, and configuration files
that require credentials can access the Securden database and fetch the data,
thus eliminating the dangerous practice of hard-coding of credentials. API

access is regulated through a token-based authentication mechanism.

To programmatically access an account through API, you need an URL and the
Auth Token. The token can be a static one or dynamic and valid for a specified
time duration or forever. The access can be restricted from specific IP
addresses or FQDNSs. Also, tokens can be applicable only for a specific list of

operations.

As mentioned above, you require two things for API access:

e Authentication token
e Access URL
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You need to create the authentication token in the GUI and then construct the
URL referring to our API reference guide. You need to supply the URL and the
Auth Token to the calling application.

How to create the authentication tokens for APIs?

To create tokens for APIs, navigate to Admin >> API Access >>

Authentication Token for API Access section.

Dashboard Accounts ser wudif Sessions

Customization Security
G5 Custom User Roles S.  Domain Administrator Groups
K@ Securden Agent Text Customization &) Change En
25 Configurations @ IP Address Restrictions
) SSH Templates For Password Re: B3 Logo, Theme and Text @ Biock Access
y Event Listener
API Access Remote Sessions and Recordings

@ Global Tags

[3% Authentication Token For APl Access o Remote Gateway

Approval Workflow St Assets for Remote Connections
3 Authentication i
&) Password & Privilege Requests £ Domain Account - Assets Association
(5§ Two Factor Authentication
B User - Assets/Applications Association
Privilege Elevation & Delegation © Email to SMS Gateway )
& Session Recording >

In the GUI that opens, click the button Create Token.
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9 Privileged Account Manager Qv
Dashboard Accounts Folders Groups Audit Sessions Reports Admin
Admin > Authentication Token For AP
Authentication Token For API Access
Securden provides APIs for querying the database programmatically, retrieve credentials and perform various other tasks. Scripts, applications and files that require credentials could access Securden database and fetch the data, thus

eliminating the dangerous practice of hard-coding of credentials

Access is granted through a token-based authentication. To programmatically access an account through AP, you need a URL and the Auth Token. You can create and copy
on constructing the URL. You need to supply the URL and the Auth Token to the calling application.

he Auth Token in this step. Refer to the API help documentation for details

Note:You can use the APIs only for the accounts you have access to (owned and shared accounts)

Showing 1to 1of 1 25 v
ence Name Description Auth Token Type Actions
Showing 110 10f 1 25 v n
In the GUI that opens, you need to enter the following information:
¥ Frivileged Account Manager Qv av
Dashboard Account Audit essions Repoits
Authentication Token For APl Access
Securden provides APIs for querying the database programmatically, retrieve credentials and perform various other tasks. Scripts, applications and configuration files that require credentials could access Securden databa: h the data, thus
eliminating the dangerous pr; e of hard-coding of credentials.
Access is granted through a token-based authentication. To programmatically access an account through AP, you need a URL and the Auth Token. You can create and copy the Auth Token in this step. Refer to the API help documentation for details
on constructing the URL. You need to supply the URL and the Auth Token e calling application.
Note:You can use the APIs only for the accounts you have access to (owned and shared accox ).
Program Token
Description
Static (O Dynamic

Token name and description

Enter a name for the token being created. This API Reference Name helps
you uniquely identify the token when using it in APIs. A description will help

in tracking the purpose of the token.
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Token access restrictions

If you want to restrict the token usage only from specific IP addresses, you
may enter the same in the field “Allow API requests from the following
IPs/FQDN". You can enter individual IP addresses in comma separated form

or an IP range or FQDNs or CIDR notations.

Examples:
Specific IP Address: 191.224.1.22
IP Range: 224.1.1.10:224.1.2.1

CIDR Notation: 192.168.1.30/24

Token type

You can choose to create a static token or a dynamically changing one. Select

your choice Static or Dynamic as required.

@ Privileged Account Manager

Token Validity

Set to Never Expire Valid Up To

Token Applicability
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Token lifetime

You can also decide about the lifetime of the token being created. Static tokens
can be created with a permanent validity Set to Never Expire or can be
created to be valid for a predefined date and time. Select the option Valid
Upto and set the validity date. Dynamic token will have a short lifespan in

minutes.

Token scope

You can define the scope of the token being created by restricting the
operations for which the token generated here would be applicable. In other
words, the API, with this token, cannot be used for operations other than the
ones selected in scope. To define the scope, select the required operations
under Token Applicability.

Token Applicability

Select All operations

Password Management

B Password Retrieval
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Create the token and copy the static token

After defining the scope, proceed to create the token.

v Privileged Account Manager Qv Av

Dashboard A s Folders
Admin > Authentication Token For APl Access > Add API Configuration

Group Management

B Add User Group Edit User Group Delete User Groups List Members of a User Group Add Members to User Group Remove Members from User
List User Groups Get available Active directory B Get available Azure Active Dir Import Groups from Active Dir. B Import Groups from Azure Act Sync User Groups with Active,

Sync User Groups with Azure

Audit trail generation

Get account activity logs Get user activity logs

Report generation

Get user access details

If you have chosen the type Static, you will be prompted to copy the token
to the clipboard. The token will be displayed only once and you can't refer to

that again if you don’t copy it.

Authentication token generated. API reference added successfully.

Copy the token now

The token will be displayed here only once. If you do not copy the
token, you need to regenerate it again when you need it

th Token®

a3118dff-0fdc-4919-a417-0120a90ca7el Eh
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Getting dynamic tokens

Dynamic auth tokens can be obtained programmatically. Typically, you will
obtain it as explained below. You will have to pass the credentials to access

Securden as arguments.

GET /api/get_auth_token

Input data (arguments): Ilogin_name (String), password (String),

domain_name
(Default authentication will be local)
Example (if you are using Curl):

curl -k -X GET
"https://vault.edmo.com/api/get_auth_token?login_name=admin&password

=admin&domain_name=xyz"

Edit, Delete, Update, Regenerate Tokens

You can use the Actions column on the APIs page to delete the tokens that
are no longer needed. Similarly, you can edit the static tokens and extend
their lifetime (validity period). In such cases, you will have to update and

regenerate the token.
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s Privileged Account Manager Qv v

Authentication Token For API Access

S les APIs for querying the databz
elimin; angerous practice of hard-codi

Y c Create Token elete Showing 1to 1 of 1 v

Showing 1to10f 1 v n

Token creation is the first step in API access. You need to construct the URL

for use by applications, scripts, and configuration files.

Constructing the URL for API Access

To programmatically access an account through API, you need a URL with the
Auth token. You have created the auth token through the steps detailed
above. You can create the URL by following the steps detailed in the API Help
Documentation present in Admin >> API Access >> Authentication
Token for APIs. The documentation explain how the URL is to be constructed

and the arguments to be passed for various operations.
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Section 7: Folder Management

Organize Accounts with Folders

You can create folders and group Accounts for easy and efficient
management. At any point of time, a specific account could be a member of
only one folder. This means, an account cannot be a member of multiple
folders. Grouping accounts into folders lets you perform actions like remote
password resets for multiple accounts grouped in the folder at one go. You
can also define a hierarchical structure with any number of folders and sub-

folders.

You can add folders to Securden in two ways:

1. Add manually

2. Import from a file

Manually Adding Folders

Navigate to Folders >> Add. Provide the following details to create a folder.

Folder Name
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You need to provide a name that uniquely identifies the folder. This name will
appear on the left-hand side of the interface. The name will help you
distinguish between folders while adding, deleting, and modifying accounts.

Description

You can also provide a description to further help classify the accounts for

easy management.

Parent Folder

e If you want to create a stand-alone folder, leave this option as -=-None-
e If you want to create a new subfolder to an existing folder, you should
specify the existing parent folder by choosing the required folder from

the drop-down list.

Inheritance of Share Permissions

e Once you select a parent folder, you will have the option to choose
whether to inherit permissions from it or not . Select Yes if you want to
inherit permissions. This means that the users and user groups having
access to the parent folders will now have access to the subfolder with
the same level of access permissions.

e Select No if you don’t want the subfolder to inherit permissions granted
to the parent folder.

e Choosing to inherit share permission will mean users who have shared
access to the parent folder will now have access to the new folder with

the same permissions (View/Modify/Manage). But, users with whom you
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explicitly share the new folder will only obtain access permissions to the
new folder.

e You can choose to switch inheritance On or Off anytime.

Notes
e You can add notes to a folder for classification, marking ownership, and
sharing user guidelines.

e You can also add any miscellaneous remarks related to the folder and

its content.

Add Accounts to the Folder

You can add accounts to the folder at the time of creation. An account could
remain a member of one folder at a time. This means the same account cannot
be added to multiple folders at the same time. Also, note that if inheritance
mode is switched on, parent folders and the new folder will have the same
share permission. That means, users who have access to the accounts stored

in the parent folder(s), will get access to the accounts being added in this

step.

Import Folders from Files

In situations where multiple folders are to be added, you have the option to

import them from a file.
Navigate to Folders >> More >> Import Folders from Files.

You can either import folders from a CSV file or an Excel sheet.
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9 Privileged Account Manager Qv av

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Import Folders From File Help

A note on creating the folder data to be imported:

o Securden offers the flexibility to create folders in bulk. Based
E] @ on your requirements, you can have the following columns in
the input file.

Ccsv XLSX .
” . Folder Name, Description, Folder ID, Parent Folder ID, Inherit

Parent Folder Share permission, Notes

« Of the above, 'Folder Name' alone is mandatory. Other
columns are optional
Specify how each entry in your CSV has been separated

'Folder ID' is some unique number that you can give to
identify each folder being created. This is just for
reference purpose while importing. The ID will not be

displayed in the GUI
Comma Separated values v

'Parent Folder ID' is used to make any folder entry being
added as the sub-folder of another folder. You need to
give the 'Folder ID' of the parent folder here. If there is no
Browse parent folder (you want to add the folder directly under
the root folder), enter ‘0’

Inherit Parent Folder Share Permission - if you want to
make use of inheritance, enter "Yes'. Otherwise, enter 'No'.
~None- v

Choose Parent Folder - Your administrators have enabled —

e For CSV files, you need to specify how the values have been separated.
You can choose between comma-separated values and tab-separated

values. This is not required in the case of Excel Sheet (XLSX) files.

q' Privileged Account Manager Qv & v

Dashboard c Sessions

Import Folders From File Help

A note on creating the folder data to be imported:

O Securden offers the flexibility to create folders in bulk. Based
E] @ on your requirements, you can have the following columns in

the input file.
csv

Folder Name, Description, Folder ID, Parent Folder ID, Inherit
Parent Folder Share permission, Notes

Of the above, 'Folder Name' alone is mandatory. Other
columns are optional
Browse

‘Folder ID' is some unique number that you can give to

identify each folder being created. This is just for

reference purpose while importing. The ID will not be
. der ™ displayed in the GUI

~None- v

'Parent Folder ID' is used to make any folder entry being
added as the sub-folder of another folder. You need to
give the 'Folder ID' of the parent folder here. If there is no
m parent folder (you want to add the folder directly under

Cancel the root folder), enter ‘0",

Inherit Parent Folder Share Permission - if you want to
make use of inheritance, enter 'Yes'. Otherwise, enter 'No".

.

Choose Parent Folder - Your administrators have enabled v

e Choose the file from your computer by clicking on Browse.
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e If the imported folder is not a subfolder of a parent folder, leave the
Parent Folder as --None--. If the folder is a subfolder, select the parent

folder from the drop-down.

Note: If your administrators have enabled the configuration to enforce the
selection of a parent folder while adding/editing a folder, you will only be able
to import folders only as subfolders to folders for which you have Manage

permission or to the folders you own.

A note on creating the folder data to be imported:

Based on your requirements, you can have the following columns in the input

file.

Folder Name, Description, Folder ID, Parent Folder ID, Inherit Parent Folder

Share permission, Notes

e Of the above, Folder Name is mandatory. Other columns are optional.

e Folder ID is an unique number that you can give to identify each folder
being imported. This is just for reference purposes while importing. The
ID will not be displayed in the GUI.

e Parent Folder ID is used to make any folder entry being added as the
sub-folder of another folder. You need to give the Folder ID of the
parent folder here. If there is no parent folder (you want to add the
folder directly under the root folder), enter 0.

e Inherit Parent Folder Share Permission - if you want to make use

of inheritance, enter Yes. Otherwise, enter No.

Following are some sample entries:

IT Infrastructure, Description, 1,0, yes
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Systems, Admin Team, 2, 1, yes
Windows, Tier 1 Team, 3, 2, yes
Linux, Tier 2 Team, 4, 2, no

This will create a folder structure as below:

IT Infrastructure

|_Systems

| _Windows

| _Linux

Enable and Disable Inheritance

You can enable and disable permission inheritance whenever you want. You
can select multiple folders and configure inheritance permission by navigating

to Folders >> More >> Enable or disable Inheritance for Sub-Folders.
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9 Privileged Account Manager Qv Av
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
@ Folders m Morev Q Accounts Share Approval Workflow Remote Password Reset Reports  Settings

. Import Folders From File
» =

Folder Name IT Infrastructure

Share Folders

A
Localll Description None-

Notes ~None-

Delete Folders
Folder ID 1000000001098
Owner Securden Administrator

You can add account(s) to the selected folder / sub-folder from here. A specific account could remain part one
folder/sub-folder only. That means, same account cannot be part of more than one folder.

com Move Accounts | Remove Accounts Showing1todof4 25 ~

Account Title Account Name Address Type

Administrator Administrator sec-build-1.securden.aws.com  Windows Member

You can also modify inheritance settings for a specific folder by navigating to
Folders >> Share. This option is visible only when the selected folder is a

sub-folder. This option is not valid for parent folders and stand-alone folders.

Quick Access Options

In addition to selecting a parent folder while adding a folder using manual
method and when importing from files, you can also create subfolders from
the quick access pane on the left side of the Folders GUI. If you hover the
pointer over a folder, you will see two icons. One with the folder symbol and

the other with a settings symbol.

1. The Folder icon represents Add Sub Folder.

2. The Settings icon has three different options. Edit, Transfer

Ownership, and Delete.
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Add Sub Folder

If you click the Folder icon, you will be redirected to the add folder page and
the parent folder section will be auto-filled. You will still have to provide the
other required information as mentioned in the Manually Adding Folders

section.

Edit

In this section, you can alter the details of a folder while retaining the accounts
added to it. All the details of a folder can be altered.

If a folder having subfolders is edited, the new details will be enforced to the

subfolders automatically.

Transfer Ownership

You can transfer the ownership of an entire folder to another user instead of
transferring the accounts one by one. In such an event, the Transferer will
lose access to the accounts in the folder and the Transferee will get complete
ownership of the accounts in the folder. The share permissions of other users

will not be affected due to an ownership transfer.
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Transfer Ownership

You can transfer the ownership of the folder to any other user. When you do so,
the transferee will get complete ownership of the folder. The folder, along with all
the accounts that are owned by the transferer will be transferred to the new user.
The transferee will get access to all the other accounts in the folder. The share
permissions of other users to the folder will not get affected due to the folder
ownership transfer. The one who transfers ownership will lose access to the
folder and the accounts that were part of it

’ e use
Jonathan Ridge

By default, Folders can only be transferred to Super Administrators,
Administrators, and Account Managers. In the case of users with custom roles,

the transferee should have add, edit, delete and share folder permissions.

To transfer the ownership of a folder, select the transferee from the list of

users and click Transfer.

Delete
When you delete a folder, the accounts within that folder won't be moved to
any other folder and will remain as stand-alone accounts. Similarly, all the

subfolders within the folder become stand-alone folders.
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Delete Folder

When you delete a folder, the accounts within that folder won't be moved to any other folder and will remain as
stand-alone accounts. Similarly. all the subfolders within the folder become stand-alone folders.
d subf

In the Advanced Settings, you can choose to delet deleting a folder. You also

ounts and subfol
have the option to move them to the parent folder of the folder which is being deleted.

© show Advanced Setting
Advanced Settings (Optional)
Delete Accounts Delete Subfolders
Location of the subfolders once the folder is deleted
Move to the parent folder just above the current folder

Location of the accounts once the folder is deleted

® Maintain as stand-alone accounts Move to the parent folder just above the current folder

In Advanced Settings, you can choose to

1. Delete the accounts inside the Folder.

2. Delete SubFolders and subsequently delete the accounts in SubFolders.

You can choose to maintain the folders and accounts as stand-alone or move
them to the parent folder just above them in case you choose the accounts or

the subfolders to not be deleted.

Deleting Multiple Folders

You can delete multiple folders at once. Navigate to Folders >> More >>

Delete Folders.

Select the folders you want to delete and click Delete Folders.



Manage Accounts in a Folder

You can add, search, move, and delete accounts by opening any folder for
which you have Manage permission. An account can be a part of only one

folder at any given time.

When you select a folder, the details such as the Folder Name, Description,

Notes, Folder ID, and Owner (User name) will be displayed.

Below these details, the list of all accounts inside the folder will be displayed.
The attributes of each account such as Account Title, Account Name, etc will
be displayed. You can change which attribute to display by clicking on the

Column Chooser icon.

You can view the list in batches of 25, 50, and 100 accounts at a time. To set
the preferred batch size click on the drop-down button on the right-hand side

of the Showing x to y of y.
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9 Privileged Account Manager Qv a&v

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

& Folders m Morev Q Accounts Share Approval Workflow Remote Password Reset Reports  Settings

> = fr 1
Folder Name IT Infrastructure

Local Administrator Accounts

Description -None-
Notes ~None-
Folder ID 1000000001098
Owner Securden Administrator

You can add account(s) to the selected folder / sub-folder from here. A specific account could remain part one
folder/sub-folder only. That means, same account cannot be part of more than one folder.

Q c 1] Add Accounts Move Accounts Remove Accounts Showing1to4o0f4 25 Vv
Account Title Account Name Address
Administrator Administrator sec-build-1.securden.aws.com

Add Accounts

In addition to adding accounts at the time of folder creation, you can add
accounts to a folder at any time. You can add accounts to a folder only if it is

not already a part of another folder.

9 Privileged Account Manager Qv ]v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
& Folders m Morew Q
Add Accounts to the Folder
» B frastructure
I
Local Administrator Accounts IT Infrastructure Yet to give a description

At any point of time, a specific account could remain a member of one folder only. That means, same account cannot
become a member of muitiple folders.

Select v

...

To add accounts to a folder,

1. Click on Add Accounts.
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2. Here you can fetch a list of accounts based on any attribute such as

Account Title, Account Name, DNS/IP address, Account Type, Notes, and

Tags.

3. Once you select the attribute, Securden will fetch accounts and display

the list of accounts based on its attribute.

For example, if you choose DNS/IP address as the attribute, Then a list

of all accounts in this DNS/IP address will be displayed for you to select

the required accounts..

4. If you want to clear a selection, click on 'x’ of the selected account. If

you want to clear all the selected accounts, click on ‘Clear all’.

5. Once the required accounts are selected, Click ‘Save’.

Search Accounts

You can search for accounts based on different attributes. This feature comes

in handy when there are humerous accounts inside a folder.

a Privileged Account Manager Qv
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
= Folders m More ~ Q Accounts Share Approval Workflow Remote Password Reset Reports  Settings
» =

Local Administrator Accounts

t Title

Administrator Administrator sec-build-1.securden.aws.com
Cist DS admir
SEO logs SEOKing 1.162.78.2

server test

Showing 1to4of4 2

To search for accounts,

Type

Windows Member

Cisco IC

Azure AD

Windows Domain
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1. Click on the Magnifying glass © icon present in Folders >> Accounts.
2. Give the input attribute(s) to search for.
3. From the list, you can select the accounts you want. If you want to select

all accounts from the search result, click on the checkbox beside

Account Title.

Move Accounts

You can move accounts from one folder to another, however an account can
only be a part of one folder at a time. The accounts being moved will have the
same share permissions and the inheritance preferences of the destination

folder.

To move accounts from one folder to another,

1. Open the folder in which the accounts are currently present.
2. Select the accounts you want to move.

3. Click on Move Accounts.

0 Privileged Account Manager Q

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

& Folders B3 voe- Q Accounts Share Approval Workflow Remote Password Reset Reports  Settings

int Title ant L Type

r =

Local Administrator Accounts

Showing 1 to 4 of 4 v n
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4. In the GUI that pops up, select the destination folder.
5. Click Move.

Move Selected Accounts to Another Folder X

You can move an account from one folder to another from here. The selected accounts will be
moved completely to the other folder. The account(s) being moved willtake the share privileges,
(including the inheritance permissions) of the destination folder.

Remove Accounts

You can remove the accounts from a folder and make them stand-alone

accounts.
To remove accounts from a folder,

. Open the required folder.
. Select the accounts you want to remove.

Click on Remove Accounts

A W N R

. In the confirmation window, Click OK
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v. Privileged Account Manager Qv a v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
& Folders m Morev Q Accounts  Share  Approval Workflow ~ Remote Password Reset Reports  Settings
r =
m love Account Showing1to4of4 25 Vv

] Local Administrator Accounts

Account Title Account Name Address Type

Administrator Administrator sec-build-1.securden aws.com Windows Member
Cisco los admin 1111 Cisco 10S
SEO logs SEOKing 1.162.78.2 Azure AD
sercer server test Windows Domain
»
Showing 1tod4of4 25 v n

Share Folders

You can share multiple accounts at the same time by sharing a folder with
Users and Groups. In addition to sharing accounts, you are also sharing the

folder with well-defined privileges.

There are different folder management privileges and account management
privileges in Securden. When you want to share a folder, you can select what
privileges you want to grant to the users/groups with whom you want to share
the folder.

Note: When viewing the share settings of a sub-folder, the share permission
settings will be displayed. You can turn inheritance of permissions On and Off

as required from here.

Folder Management Privileges
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'View Folder Details' privilege allows the users/groups to simply view the
folder properties. They are not allowed to modify anything.

'Add Accounts to Folder' privilege allows the users/groups to view the
folder properties as well as add accounts to the folder.

'Manage Folder' privilege grants all permissions - view, modify

properties, share the folder with others and add accounts.

Account Access / Management Privileges

'Open Connection' allows launching RDP, SSH sessions with target
machines, and auto-filling credentials for web applications without
showing the underlying password in plain text in the GUI.

'View' allows the user to view the details as well as the password.
'Modify' allows editing the password.

'Manage' grants all privileges including subsequent share permissions.

To Share a Folder,

1. Navigate to Folders >> <Folder Name> >> Share >> Share

Folder.

. Select Users or Groups by clicking on the drop-down named Share

with.

3. You can select the users/groups with whom you want to share by

traversing the list from ‘Search and Select Users/Groups’. You can

add multiple users and groups at the same time.
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4. To remove a user/group from the selected list click on the x. If you want

to clear all the selected users/groups, click on Clear All.
Q Privileged Account Manager Qv

Dashboard Users Groups si Reports

& Folders B3 voe- Q

5. Define the folder management privileges and the account management
privileges according to the definitions from above.
6. Click Save.

Share Multiple Folders

1. Navigate to Folders >> More >> Share Folders.

2. Select the folders you want to share.
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Q Privileged Account Manager Qv v
Dashboard Accounts Users Audit Sessions
Share Multiple Folders m
You can share more than one folder with users or groups. Just select the required folders to be shared and click the button 'Share Folders
Q c ] Showing 1t0 22 0f22 100 v

Folder Name Folder Description Folder Notes Folder Owner
AP Test Securden Administrator
Cisco Routers Securden Administrator
Client Services Securden Administrator
Databases Securden Administrator
File Server Securden Administrator

3. You can choose to not disturb existing shares and append the new share
permissions wherever applicable. Doing so will imply that the share
permissions can only be elevated. If a lower level of permission is
selected, it will not take effect.

4. Define the folder and account management privileges by selecting the
appropriate options. To learn more about the different levels of

permissions, refer to the sections above.

Remove Share for a Folder

To Remove a Share, Navigate to Folders >> Share.

1. Select the user by clicking on the check box.
2. Click Remove Share.

3. Click OK on the confirmation dialog box.
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Q Privileged Account Manager Qv 3 v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
& Folders m Morev Q Accounts Share Approval Workflow Remote Password Reset  Reports  Settings
» =

Local Administrator Accounts

Jsername Viev

Folder Share Manage Modify

& Securden Admins View Folder Details

Showing1to1of1 25 Vv n

Configure Approval Workflow for Folders

Instead of granting standing access to users, you can enforce just-in-time

access at the folder level by using the approval workflow in Securden.

When users need access, they can place requests. One or more administrators
will review before approving the request. There can be more than one level of
approval with multiple approvers in each level. Upon approval, the password

will be released. When the access ends, the password will be auto changed.

Q: Privileged Account Manager Qv v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
& Folders m Morev Q Accounts Share Approval Workflow  Remote Password Reset  Reports  Settings
» =

Instead of giving permanent access to a privileged account, you can enforce users to raise requests for time-limited
Local Administrator Accounts access. One or more administrators will review the request and grant approval. There can be more than one level of
approval, and multiple approvers on each level. Password will be released, and at the end of the access, the

password can be automatically changed. All these steps follow a well-defined workflow.

Designate Approvers

Specify the names of Securden administrators who can approve password access requests

from users
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To Designate Approvers,

1. Navigate to Folders >> Approval Workflow >> Designate
Approvers.

2. You can search for a specific user or a user group. You can select
multiple users and user groups as approvers at the same time.

3. To remove a certain User or a User Group from the selection, click on x.
To clear all selections, click Clear All.

4. To designate second level of approvers, click on Add Second Level
Approvers. Follow steps 2 and 3 to designate the second-level

approvers.

The request will reach the second-level approvers only after it is approved by

the first-level approvers.

To designate subsequent levels of approvers, follow the same steps as above.

Exclusion List

You can grant direct access to passwords for any users or groups without

going through the approval process, by adding them to the exclusion list.

To create an exclusion list,

1. Click on Add Exclusion List.
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2. Search for the users/user groups and select the ones to be added to the
list.
3. To remove a certain user or a user group from the selection, click on x.

To clear all selections, click Clear All.

To automatically renew the passwords after the access is terminated, click on
the checkbox named Change Password After Use.

In a situation where the approver(s) might not be available to approve

requests, you can configure automatic approval of requests.

1. Click the checkbox named Configure Automatic Approval.
2. You can choose between approving requests throughout the day or

between certain hours.

Click Save.

To Remove/Edit a designated approver after configuring approval workflow,
you can click ‘Edit’ from Folders >> Approval Workflow.

To reset the configurations, you can click Disable from the same GUI.

Configure Automated, Periodic Remote Password Resets

You can configure to reset the passwords of accounts contained in the folder
by navigating to Folders >> <Folder Name> >> Remote Password
Reset. There are two options to choose from when you schedule a password
reset for a folder.
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1. Reset Once

2. Reset Periodically

You can reset once on a specific date and time or you can configure a periodic

reset to be taken in intervals as low as an hour.
If you choose ‘Reset Once’, follow the steps to schedule a backup

1. Specify the date of reset from the calendar by clicking on the date
format text.

2. Specify the time of reset in the format [hh mm].

3. Specify how often to retry password reset.

4. Specify the maximum number of resets to be attempted.

Accounts Share Approval Workflow Remote Password Reset Reports  Settings

Define Reset Periodicity
Reset Once (O Reset Periodically

Note: The current time on the server in which Securden runs is 21 Apr 2023 12:04 hrs. The execution time you set here will
follow the server time

Reset passwords remotely on DD/MM/YYYY at HH VvV MM Vv hrs

Retry password reset every 1 Hours Vv

Number of timestoretry 2 Vv

Send information about password reset to

1__Enlder awner

If you choose ‘Reset Periodically’, follow the steps to schedule backups

1. Specify the date of the first reset from the calendar by clicking on the
date format text.

2. Specify the time of the first reset in the format [hh mm].

3. Specify the periodicity of password reset. You can configure a periodicity
as low as an hour.

4. Specify the maximum number of resets to be attempted.
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Define Reset Periodicity
C) Reset Once Reset Periodically

Note: The current time on the server in which Securden runs is 21 Apr 2023 12:04 hrs. The execution time you set here will
follow the server time.

Reset account passwords periodically starting from DD/MM/YYYY at HH VvV MM Vv hrs

Reset passwords every Days v

Retry password reset every 1 Hours Vv

Number of timestoretry 2 Vv

You can select options shown to notify the folder owner and the users with
shared manage access. You can also include recipients to notify by specifying

their email addresses in comma separated form.

To disable an already existing schedule, click on ‘Disable’. Click ‘Save’.

Troubleshooting Tips

1) Issue: Issue with Domain Admin accounts. The user has put them in a
folder and has been using remote password reset functionality, but when

it runs it shows the following error.

Error: Possible reasons: (1) Invalid credentials. (2) Remote connection

privileges for this account could have been disabled on the remote computer.

Password on both side (Securden and AD) is the same and the user uses a

domain admin account for remote.

Solution:
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One possible reason could be that WMI connectivity might not be available.
We use WMI protocol for password resets and verifications. By default, WMI
remains disabled for all local users except for the built-in administrator

accounts.

You may follow the steps below to enable WMI access on a specific Windows

machine:

https://www.securden.com/documents/WMI-Access-for-All-Users.pdf

In case you wish to enable WMI on multiple machines, you may refer to the

link below:

https://www.securden.com/documents/WMI-Access-For-All-Users-GPO. pdf

2) Issue:
I am trying to let local admin accounts from a PC, and I get an
error "The username/password does not exist (or) the user does

not have the remote launch or remote.”

Solution: It might be an account permission issue. Try to re-run the discovery

by providing a domain admin credential.

Navigate to Accounts >> Discover Accounts >> Windows. Click "Modify" >>

Enter username and password

You can enter a domain admin credential and try to discover the computers
again to fetch local accounts. If it still fails, please try disabling the firewall

and check once again.

Folder Reports


https://www.securden.com/documents/WMI-Access-for-All-Users.pdf
https://www.securden.com/documents/WMI-Access-For-All-Users-GPO.pdf
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You can generate and view various actionable reports with the data specific to

the selected folder.

9: Privileged Account Manager v v
Dashboard Accounts Audit Sessions
B Folders B3 voe- Q Accounts Share Approval Workflow Remote Password Reset  Reports  Settings
» =
Export v ast generated on 07 N 21649

Local Administrator Accounts

Most used accounts during the past 30 days (G

You can view the most used accounts, most active users, accounts and activity

trails of the selected folder.
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Folder Settings

Certain settings such as session recording, syslog settings, etc., can be
configured for accounts at a folder level in addition to being configured at an
account level. For example, in the case of Syslog settings, you can choose to
send Syslog messages pertaining to the events from the accounts belonging
to this folder alone to the SIEM tools.

Q Privileged Account Manager

Syslog Setting Event Notifications Ticketing System

& @

Session Recording Expired Password Rotat

Syslog Settings
You can configure Syslog preferences for Folders. Navigate to Folders >>

Select a Folder >> Settings >> Syslog Settings.

Pre-requisite: You need to configure the Syslog settings from Admin >>

Syslog for SIEM to be able to access this folder level setting.

You can select the account related activities for which you want to maintain a

Syslog.
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The folder-specific settings will get the preference over the global settings that

were configured in Admin >> Syslog for SIEM.

Event Notification

When certain events occur, such as password recovery at the folder level,
deletion, or changes in sharing permissions, Securden can send email
notifications. You have the option of selecting which events you want to be
notified about. The notifications can be sent out in real-time or as a

consolidated email once a day.

Configuring Event Notifications
To start setting your preferences in receiving notifications, you need to toggle
the Configure Notifications button. You will see a field named Events related

to actions on accounts.

v Privileged Account Manager Qv v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
@ Folders m Morev Q Accounts Share Approval Workflow Remote Password Reset  Reports
> =

Event Notifications < Back
Local Administrator Accounts

Securden can send email notifications upon the occurrence of certain events such as password retrieval, deletion,
change in share permissions and others. You can choose the events for which you want to receive notifications. The

notifications can be triggered real-time or as one consolidated email once a day.

Configure Notifications ‘)

Select the events for which you want to receive notifications from the list below
Events related to actions on accounts Clear All

Account Deleted x

When do you want to receive notifications?

To add events, click on Select Events under Events related to actions on

accounts and select the events you want to get notified about from the list.
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The selected events will be shown in a green box and can be deselected by
clicking on the x present adjacent to the event. To clear all selected events,
click on the Clear All button.

When to Notify?

You can choose to either get notified As and when the events occur or As

a consolidated email, once a day.

Who to Notify?

You can choose who receives notification emails by selecting the options in
the checklist present under Send Notifications to. If you select All
Administrators, users with Administrator or Super Administrator

designation will be notified.

If you select All Auditors, the users with auditor role designated to them will
be notified.

You can also configure to notify specific users or a group of users by selecting

Select Users/Groups.

You can send notifications to people who are not registered users in Securden
by specifying their email address in the box named Others (specify email
address). When more than one email address needs to be notified, separate

the emails with a comma(,).
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Click Save.

Ticketing System

To use the ticketing system for a folder and its accounts, you need to configure

the ticketing system from Admin >> Ticketing System.

Once the ticketing system has been configured, you can toggle this feature
On for specific accounts and folders. Navigate to Folders >> Settings >>

Ticketing System to toggle this feature On or Off.

Exclusion List

You can exclude specific users or groups, with whom the folder is shared, from

going through the ticket validation by including them in the exclusion list.

Session Recording at the Folder level

You can switch ON the session recording feature at the folder level. Doing this
records a video copy of remote sessions launched from all accounts that are

a part of the folder.
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Note: Switching this feature ON is a second step of configuring session
recording in Securden. You need to configure preferences in Admin >>
Remote Sessions and Recordings >> Session Recording before you can

turn this feature ON for the folder of your choice.

Q Privileged Account Manager Qv
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
& Folders m Morev Q Accounts Share Approval Workflow ~Remote Password Reset  Reports

s - Session Recording < Back
Local Administrator Account

You can switch on sessior

accounts that are part of thi

Switch on session recording for this folder (@)

Expired Password Rotation

When passwords expire or are about to expire, Securden can automatically
rotate them for you without manual intervention. You can indicate the nhumber
of days until the password expires after which password rotation will be tried,

as well as the number of attempts.

You don't have to change passwords manually anywhere because the new
password is updated in both the end machine as well as the Securden

database.

If you only want to configure password rotation for the accounts contained
within a folder, you may do it from Folders >> Settings >> Expired

Password Rotation.
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9 Privileged Account Manager
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
& Folders m Morev Q Accounts Share  Approval Workflow Remote Password Reset  Reports

¥

nfigure password rotation only for the accounts for which the credentials for remote access have beer

provided. To configure remote credentials, navigate to Admin >> Device Level Configurations

Reset Passwords Upon Expiration (@)

You can set password rotation for remote machine accounts across the entire
Securden database by navigating to Admin >> Automated Remote

Password Rotation.

Important Note: You can configure password rotation only for the accounts
for which the credentials for remote access have been provided. To configure

remote credentials, navigate to Admin >> Device Level Configurations.

You can configure Securden to carry out password changes either On

Expiration Date or a few days Prior to Expiration date.

If you choose On Expiration Date

1. You need to provide the frequency of password reset, which can be as

low as a minute.
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2. You should also specify the maximum number of attempts to be made
to reset a password in the field named ‘Number of retries’.
3. You can choose to ‘Reset the already expired passwords’. Securden

will try to reset the expired passwords at the time of configuration.

¥ Privileged Account Manager

Dashboard Accounts udi Sessions

Reset Passwords Upon Expiration ‘)

Reset Passwoic ® On Expiration Date Prior to Expitatio

Reset the already expired passwords

If you choose Prior to Expiration,

1. You need to provide the frequency of password reset, which can be as
low as a minute.

2. You should also specify the maximum number of attempts to be made
to reset a password in the field named Number of retries.

3. You should specify how many days before the expiration date the reset
attempts should be made.

4. You can choose to make reset attempts in accounts whose passwords
are about to expire and the passwords that have already expired by

clicking on the respective checkboxes.
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° Privileged Account Manager Qv

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

= Morev Q

& Folders m ‘ Accounts  Share  Approval Workflow  Remote Password Reset  Reports tting

v IT Department

= Reset Passwords Upon Expiration (@D

Reset Passwords: On Expiration Date ®) Prior to Expiration
Reset passwords 3 days prior to the date of expiration.
Retry passwoid reset every 5 Hours v
Number of retiies 2 v

Consider only the passwords that are about to expire

Precedence of user-level privilege

When a user is part of a group, and if an account is shared with different levels
of privileges with that group, and as well as the individual user, the privilege
granted on the user-level will take precedence over the privilege granted on

a group-level.

For example, let us say there is an account, user, and group named Accountl,

UserA, and Groupl1 respectively.
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Consider,

e UserA is a member of Groupl
e Accountl is shared with ‘Open Connection’ permission individually to
UserA

e Accountl is shared with Modify permission to Group1l

Then, the UserA will only have Open Connection access to Accountl, and

not Modify access.

Precedence of least privilege

When an account/folder is shared with many groups with different privileges,
and if same user is a member of all those groups, the user can access the

account/folder only with the ‘least level of privilege’ given amongst the groups.

For example, let us say there is an account, folder, user, and groups named

Accountl, Folderl, UserA, Groupl, and Group?2 respectively.
Consider,

e UserA is a member of both Groupl and Group2.
e Accountl is shared with ‘Manage’ permission to Groupl and ‘Modify’

permission to Group?2.

Now, the UserA will only have ‘Modify’ access over Accountl, and not ‘Manage’

permission.

Precedence of account-level access over the folder-level

If a folder and an account has been shared with different levels of privileges

to a user, and even if the same account is present within that folder, the user



306

will still have account-level access over that folder and will not be able to

access it with folder-level permission.

For example, let us say there is an account, folder, user, and groups named

Accountl, Folderl, UserA, Groupl, and Group2 respectively.
Consider,

e Accountl is a part of Folder1.

e UserA is a part of both Groupl and Group2.

e Groupl has‘Manage’ (folder-level) permission over Folderl, and Group2
has ‘View’ (account-level) permission over Accountl, which is inside
Folderl.

Now, the UserA will only have account-level ‘View’ access to Accountl and will

not be able to access the account with folder-level ‘Manage’ access.
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Section 8: Audits

Securden captures all activities in the form of audit trails. You can view and
search the trails to find ‘who’ did ‘what’ and ‘when’. In addition, you can also
gain security insights with various analytical reports. activities capture the
activities on the accounts. User activities capture the activities of the Users.
To view the audit trails, navigate to the ‘Audit’ tab in the GUI. The trails are

classified into three categories:

e Account activities
e User activities

e Session activities

Account activities:

Account activities include all the activities related to the accounts that occur
in Securden like changes in passwords account addition, deletion, modification
and, so on. Activities across all accounts are recorded and can be tracked. It
displays the dates and times that an account or file is handled, as well as the

names of users who have retrieved, modified, or added it.

Navigate to Audit>> Account Activities to view account logs.
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@ Privileged Account Manager

Filtering data from audit records:
You can acquire a concise report by filtering and viewing only the records that
satisfy your criteria. To filter, click on the Search tab. You can search through

the audit filter with the following labels:

Parameter Description

Performed by The user who performed the
operation.

Performed from The name of the device where the

operation was done.

Performed at The time at which the operation
took place.

Activity type The type of action performed by
the user.

Username The name of the user who

triggered the action.
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Reason The reason behind the particular

activity is noted and displayed.

Account Title The name of the account on which

the user performed the activity.

Account address The IP address of the device on
which the account activity was

performed.

For instance, If deletion of password occurs in a particular account and you
want to see them, you can view them in the account activities and with the
help of the available filters you can view the exact data you require.

Column chooser:

You have the option to select which columns are displayed under account

activitiy audits. Click the column chooser icon — shown below.

The search columns can display different label columns according to the

requirements of the user. At a time, any six columns can be selected for
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display from the following nine categories - Account Title, Account Name,

Account Address, Activity Type, Performed By, Performed From,

Performed At, Performed Over, Reason.

Column Chooser x

For instance, if you want to have a report solely consisting of activity type and
who it was performed by, you can select those columns and download the

report. An example screenshot is attached below:

@ Privileged Account Manager Qv
Account Activities  User Activities Session Trails
All activities performed in general are captured here as aud trads.
NI Soveg1t07dT 28 v
ty Type POF etformed B

Exporting the filtered data:
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After the screening process of audit trails and securing the required audit, it
can be exported for various investigation purposes. Navigate to the ‘Export’

tab and select the required format.
There are three formats available and they are:

o PDF
o CSV
e XLSX

Click on the Download as to get the report to your system. The date and

time at which the report was generated is also displayed.
Schedule Export of Account and User activities:

The exporting of audit data can be scheduled on a periodic basis or at once,
in a time frame by selecting the required report format. To download the
report, the link will be sent to the specified recipients. Navigate to the

Schedule Export tab.

Firstly, the report format must be selected among the three options which are
PDF, CSV, XLSX. Then the interval must be specified by choosing Export

Once or Export Periodically according to the needs of the user.

Note: The execution time you set will follow the current time indicated in the
server in which Securden runs and the current timing along with the date is

displayed.

The date and the timing of the export must be specified in the formats of
DD/MM/YYYY and in the 24 hour format HH:MM respectively. The same can

be notified to different levels of users:

e Administrators
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e Super Administrators

e Auditors

e Select users/groups

After selecting the recipients, click Save.

v Privileged Account Manager

Dashboard Accounts

Groups i Sessions Reports Admin

Periodically Export

ount Activities > Activities on Accounts Report > Periodically Export -

Select Report Format
& roF Q csv O xusx
Specify the Interval
(O) Export Once & Export Periodically
The current time on the server in which Securden runs is 10 Apr 2023 16:06 hrs, The execution time you set here will follow the server time.

Export periodically starting from DD/MM/YYYY &

Export every Days v

g Privileged Account Manager

Qv v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Periodically Export
Account Activities > Activities on A nts Report > Periodically Export -
Export every Days v
Notify

Administrators
Super Administrators
Auditors

Select users/groups
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The only difference when you export periodically is that you need to specify

the periodicity in terms of Days, Months and Hours.

Q Privileged Account Manager
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Periodically Export e
1t 1 > Periodi xport =S

Select Report Format

PDF csv XLSX

Specify the Interval
Export Once Export Periodically

The current time on the server in which Securden runs is 10 Apr 2023 16:10 hrs. The execution time you set here will follow the server time

For instance, If you want to avail the audit report in a CSV form you can
easily export and download them. Also if you want them to be exported
everyday at 10.00 AM, you can customize and schedule the time and get them

exported in any format you expect.

Notify

Navigate to the Schedule Export tab and under that you can find the set of
users, to whom the link will be sent to download certain reports. When we
want to track specific audit events, then upon their occurrence we can notify

the required users.



User activities

All the activities performed by the users in Securden are recorded as audit
trails under User activities. The number of users in any organization varies
from time-to-time. Some users may leave the organization but the activities
they performed before leaving will get captured here and can be utilized if any

information is needed.

For instance, If a user is leaving your organization, it is high-time the
passwords accessed by him might be exposed. So, to avoid any such
circumstances, Securden allows you to view the activities performed by a
particular user and change them. To help ease that process, you can have a

vareity of filters and search icon.

Navigate to Audit >> User Activities.



Click on the Search icon. Among the plethora of activities performed by each

of the users, the search option helps to filtrate and acquire the relevant trails.

To facilitate the search process, six different parameters are available.

Parameter

Description

Performed by

The role of the wuser who

performed the operation.

Performed from

The name of the device where the

operation was done.

Performed at

The time at which the operation

took place.

Activity type

The type of action performed by

the user.

Username The name of the user who
triggered the action.

Reason The reason behind the particular
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activity is noted and displayed.

Session Trails:

All activities performed in a Securden browser session are captured here as
audit trails. A session here means the window of activity between login and
logout. Every detailed activity from the beginning of the session to the ending

is captured.

For instance, If you are an IT admin in your company and you want to know
the reason for a particular password issue requested by your employee, you
can easily reach out to session activities and view the session from the start

to the end and find out the reason.

To get audits from session activities, navigate to Audit >> User Activities.

Account Activities User Activities Session T

L com . Showing 110 25 of 365

Filters in Session activities:
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You have a couple of filters like Session filter and search session with which
you can dil down the report and acquire the exact data you want. In Session

Filter, you have

e All sessions
e Live sessions

e Concluded sessions

To filter out and search the exact audit data you require, click on the search
icon. To facilitate the search process, six different parameters are available as

seen abouve in the account and user activities.

Export and scheduled export:

You can also avail the export and schedule export option like the other audit

tabs as explained above.

Event notification:

Securden can send email notifications upon the occurrence of certain events
such as password retrieval, deletion, change in share permissions and others.
You can choose the events for which you want to receive notifications. The
notifications can be triggered real-time or as one consolidated email once a

day. This is further explained in the admin section.

For instance, if you need to know all the addition and deletion activities
performed by all users and accounts in your organization, you can choose to
receive notifications for that particular event. You can also customize the time
of receiving notifications like if you want them at the time of occurance or

consolidated notification once in a day.
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Add Assets for Remote Connections

Domain accounts are often used to remotely connect to computers and various
other IT assets. Any domain account can be configured to remotely connect
to multiple IT assets. In such scenarios, creating an association between the
domain accounts and the list of IT assets it could connect to, becomes

necessary.

Prior to creating such an association, the IT assets are to be added to

Securden. You may add all such computers and other IT assets in this section.

While adding the IT asset, you can specify how the device can be connected
(RDP/SSH/SQL) and the device’s connectivity details. As mentioned above,
the assets added here need to be associated with the required domain
accounts - that is, with specific users/user groups and accounts/folders in

Securden.

To add the assets that are to be remotely accessed, navigate to Admin >>

Remote Sessions >> Assets for Remote Connections.
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Account Management Customization Security
ik Nk i
L ° @® 1 Address R
(o} ord Fa »
" Remote Sessions and Recordings
& clobal Tag
API Access S, Remote Gateway
Approval Workflow 5 Authentication Token For API Access
£) Password & Privlege Request Domain Account-Assets Association

Authentication

Privilege Elevation & Delegation

In the GUI that opens, click Add.

You have the option to either add assets manually by supplying the
connectivity details or import them from your directory. Both options are

elaborated below.

Add Assets Manually
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You can add the required IT assets manually one at a time. Click on Add

Asset Manually.

@ Privileged Account Manager av av

Assets for Remote Connections

You can list down here the computers and other IT assets to which remote connections could be launched using domain accounts.

a ¢ Showing 110 22 of 22 00V

A Asset Conr
Import Assets from AD

Mach 192168.722 ROP
SEC-2K19-1 SECURDEN AWS COM SEC-2K19-1 SECURDEN AWS. COM ROP
sec-demo-2k19. SECURDEN AWS.COM sec-demo-2k19 SECURDEN AWS COM ROP
EC2AMAZ-OJISSLPSECURDEN.AWS COM EC2AMAZ OJISSLPSECURDEN AWS.COM ROP
sec-demo-2k16 SECURDEN AWS COM sec-demo-2k16 SECURDEN AWS COM ROP
SEC-2K19-2. SECURDEN.AWS COM SEC-2K19-2 SECURDEN AWS. COM RDP
SEC-2K12:2. SECURDEN.COM SEC-2K12:2. SECURDEN.COM RDP
Windows Laptop 192168722 ROP -

In the GUI that opens, you need to specify the attributes associated with the
asset.

Add Assets

W then speciy the 1

b Apphication, Securder

80 (for hitps and http

use & different port, specily that along with the 1P address ot

FQDN In the following format <ipaddiess/FQDN><port> For SOL connections, you can
enter the SOL server mstance name of P address or FQDN and port in the
<ipaddiess/FQDN>-<port> format. For Web Applications. you can furnish the URL details

& Include domain name while launching connection

Provide the following attributes associated with the asset:
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e Connection type: You can specify what type of connection the asset

will be connected with from the options available in the drop-down.
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If you choose RDP, SSH, or Telnet, Securden will use the default ports 3389,
22, and 23 respectively. If you want to use a different port, specify that along
with the IP address in the following format <ipaddress>:<port>. For SQL
connections, you can either enter the SQL server instance name or the IP

address and port in <ipaddress>:<port> format.

Note: For SSH connections, you have the additional option to include the

domain name while launching a connection.

e Asset Identifier: Enter a name for the IT asset being added in this

field. This helps in uniquely identifying the asset for launching remote

connections.

e IP address: Finally, specify the IP address of the asset.

Import Assets from AD

The other option is to import the required IT assets from the Active Directory
domain. You can import select devices, OUs, or Groups in any manner as
needed. To import assets, click “Import Assets from AD”. The import is a

two-step process.



Step 1: Establish connectivity

Securden scans your Active Directory domain and obtains the OUs, Groups
and computers in the domain. It fetches the computer objects and adds them

here as assets for launching RDP connections.

To establish connectivity with your domain you need to specify the following:
Domain: Select from an active directory domain added in securden

Domain IP address: Enter the IP address or the FQDN of the domain
Remote gateway (Optional): You can choose to route the connection with
the domain using a remote gateway added in Securden. If you wish to add a
new remote gateway, navigate to Admin >> Remote Sessions and

Recordings >> Remote Gateway

Connection Mode: You can specify if you wish to connect securely using an

SSL connection by clicking the checkbox.
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Administrator Credentials: You need to supply the administrator

credentials which will be used to connect to the domain and authenticate.

You can either enter the username and password of the account which will be
used to connect to the domain, or alternatively select an account already

added to Securden.

On completion, click Next

The page that appears will allow you to select the OUs/Groups/Computers
from the domain. You can search and select the required assets and add them

to Securden.

Once you complete the step 2 above, the imported IT assets will appear in the
list on the page Admin >> Remote Sessions and Recordings >> Assets

for Remote Connections.

As previously mentioned, the assets added here need to be associated with
the required domain accounts. Typically, the asset is associated with specific

users/user groups and accounts/folders in Securden.

This can be done from Admin >> Remote Sessions and Recordings >> Domain
Account - Assets Association. Once the association is made, the asset will
appear in the list of remote session launch options for the specific domain

account for the specific users.
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Domain Accounts - Asset Associations

If any domain account is used to remotely connect to multiple IT assets,
creating an association between the domain accounts and the list of IT assets

it could connect to, becomes necessary.

Typically, an asset is associated with specific users/user groups and
accounts/folders in Securden. That means, you will specify ‘who’ can launch
a remote connection to ‘what’ asset using ‘which’ domain account.

Once the association is made, the asset will appear in the list of remote session
launch options for the specific domain account for the specific users. You can
create any number of such associations from this section.

Adding Asset Associations

To add a new asset association configuration, navigate to Admin >> Remote

Sessions and Recordings >> Domain Account - Asset Association

Account Management Customization Security

APl Access

Approval Workflow %) Authentication Token F

() Password & Privilege Requests

Authentication

Privilege Elevation & Delegation g Two Factor Authentication
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In the GUI that opens, all added domain-asset associations will be listed. You

can choose to add a new association. Click on ‘Add’.

Showing 1104 of 4 00w n

In the GUI that opens, you need to fill in certain attributes - like an

identification name for the association etc.

Assets

Associate with Users/User Groups

Associate with Accounts/Folders

The fields to be filled are explained below:
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Asset Association Identifier - Provide a name for the new mapping being
created. The name you enter here helps uniquely identify the asset-account

association.

Description - Provide a Description for this association.

Select the Assets - You can pick one or more assets for associating them

with specific users/user groups and accounts/folders.

Securden will display all the Assets that were already added in the drop-down
list in the field under “Assets”. Search the drop-down and add the asset you

want to associate with the Users/User groups and Accounts/Folders. You can

select any number of assets.

ssssss

Associate with Users/User Groups

Associate with User/User Groups



You can choose to associate the selected assets with all the users and groups
in Securden by selecting the option All users in Securden. You can also
associate the assets with specific users and groups by selecting the option
Specific users/groups in Securden.

If you select Specific users/groups in Securden, all the users and groups
present in Securden will be displayed in the drop-down list. Search and add

all the users and groups you want to associate with the selected assets.

Associate with Accounts/Folders



The final step in the association process is to link the assets and users/groups

selected above with the required accounts/folders.

You can choose to associate the selected assets with all the accounts and
folders in Securden by selecting the option All accounts in Securden. You
can also associate the assets with specific accounts and folders by selecting

the option Specific Accounts/Folders in Securden.

If you select Specific accounts/folders in Securden, all the accounts and
folders present in Securden will be displayed in the drop-down list. Search and
add all the accounts and folders you want to associate with the selected
assets. Once you’'ve associated the selected assets with users/accounts, click

Save.

Once this association is completed, when launching a connection using a
domain account, the associated asset will appear in the drop-down as shown

below:



330

(® Choose anasset () Type the asset name

D Select the computer/asset

For Demo

SEC-2K12-1.SECURDEN.AWS.COM
SEC-2K12-1.SECURDEN.AWS.COM
sec-build-1.securden.aws.com

sec-demo-2k16.SECURDEN.AWS.COM

sec-test-2k19-1 SFCURDEN AWS .COM

User - Assets/Application Association

You can allow your users to launch remote connections to specific resources
using the AD account with which they have logged in to Securden. In addition,
if the user has any accounts that are classified as 'Personal Domain Account'
account type, the user can use those account names too to launch the
connection. In this step, you can associate the IT assets with the users. This

association permits them to launch the connection with the assets allotted.

Additionally, you can also associate the applications with the users. This
association permits them to launch the connection with the thick client

applications allotted.
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To associate assets/applications with users, navigate to Admin >> Remote

Sessions and Recordings >> User — Assets/Applications Association

Remote Sessions and Recordings
API Access

Approval Workflow A Authentication Token Fot AP| Access

Authentication

Privilege Elevation & Delegation

Remote Distributors

Integrations

In the GUI that opens, click on Add to add a new user-asset/app association.

User - Assets Association

In the page that opens, you can associate assets with users the same way

assets were associated with domain accounts.
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@ Frivileged Account Manager

Add Asset/Application Associations

Assets

Custom Applications

You need to enter the following details on the page:

Asset Association Identifier - Provide a name for the new mapping being
created. The name you enter here helps uniquely identify the asset-account

association.
Description - Provide a Description for this association.

Select the Assets - You can pick one or more assets for associating them

with specific users/user groups and accounts/folders.

Securden will display all the Assets that were already added in the drop-down
list in the field under Assets. Search the drop-down and add the asset you
want to associate with the Users/User groups and Accounts/Folders. You can

select any number of assets.

Select the Custom Applications - You can pick one or more custom
applications for associating them with specific users/user groups and

accounts/folders.
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Pre-requisite: You should have added custom app launcher profiles under
Admin >> Remote sessions and recordings >> Custom application

launcher.

Search the drop-down and add the application you want to associate with the
Users/User groups and Accounts/Folders. You can select any number of

custom applications.

Associate a remote gateway - You can choose to tunnel the connections
launched by the remote user through a specific remote gateway, select the

same from the drop-down on the page.

Associate Remote Gateway

https://demo-unified-pam.securden.com/dashboard

You have the option to record all the sessions launched using the associated

remote gateway by the selected users. Enable the switch if you wish to do so.



Reports

Associate with Users/User Groups

Associate Remote Gateway

ed by the remote user 10 be tunneled through 8 specific remote oateway, select the same from the drop-6

Switch on Session Recording for this Association (@D

On filling all the fields, click Save.
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Custom Application Launcher

Securden facilitates launching connections with remote IT assets and
applications. In addition to the default modes of launching web-based
connections and through native clients, you can define custom application
launchers to supply/autofill credentials and automatically launch any

application, including thick application clients.

Creating a custom launcher basically involves creating a profile for each such
application capturing the input fields as found in the target application. The
profile will have placeholders to replace the required values from Securden

repository at the time of launching the connections.

To create/configure the application launcher profile, navigate to Admin >>

Remote Sessions and Recordings >> Custom Application Launcher.

In the page that opens, you can create new app launcher profiles or configure

existing launcher profiles.

Create an app launcher profile

To create a new application launcher profile, click on Add App Launcher

Profile.
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@ Privileged Account Manage Qv av

Dashboard Accounts Folders [ Audit Sessions Reports

ates launching conne

uding thick application

SURECRRE Rl /o app Launcher Profile IIEEEEE showing 1101 of 1 5 v

Launch zoom from Securden

Securden requires various details related to the application for which the

profile is being created.

Typically, you need to know the exact name of the data input form (as
appearing on the Window), the order of the input data fields, and the type of
those fields. Once you have these details in hand, you may proceed to create

the profile.

9 Privileged Account Manager Qv

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Admin > Custom Application Launcher > Add Application

Add Application Launcher Profile Help
Securden requires various details related to the application for
You need to create a profile for each application to be launched from Securden GUI. Specify the name of the application, the file path which the profile is being created. Typically, you need to know
where it is located, and the exact order in which the application expects input/credentials to launch connections. You may make use the exact name of the data input form (as appearing on the
of placeholders to fetch data (like account name, password, domain name etc.) at runtime from Securden database. Window), the order of the input data fields, and the type of

those fields. Once you have these details handy, you may
proceed creating the profile.

DBVisualizer To launch DBViz from Securden Application Profile Name

Helps uniquely identify the application profile.

Authentication Type ® Application Launch Type

A n n The type of application for which you are creating this launcher
Authenticate using Account Credentials Authenticate using User Credentials ype of app! which y 9 thi

profile. You may create this profile for native applications, and
custom applications as required. If neither option is selected.

Application Launch Type launching a connection will simply launch the application file.

Native App - You can use this option to launch applications that
are built using languages specific to Windows. These include

Native App Custom App Open App Autofill on next window Google Chrome Microsoft Edge C#, Visual Basic. These apps are designed to specifically run on
Windows platforms

In the GUI that opens, the following fields need to be filled:
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Application Profile Name: The name that you enter here helps you uniquely
identify the application profile being created. This name will appear on the
remote connection launching section in Securden. Your users will identify the

launch option through this name.

Description (Optional): A brief of the app launcher for a quick overview,

this could explain the purpose of this launcher profile.

Authentication Type

e Authenticate using Account Credentials

If you select this option, you need to specify the account types for which this
custom application launcher profile is applicable. Once the profile is created,
it will be automatically added to the list of available connections for all
accounts of the selected type and the account credentials will be used for

authentication

e Authenticate using User Credentials

Once the application launcher profile is created, it should be associated with
the required users. Credentials of the associated user will be used for
authentication. To associate the profile, navigate to Admin >> Remote

Sessions and Recordings >> User - Assets/Applications Association
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Once you have filled these fields, you need to select an Application Launch

Type

Add Application Launcher Profile Help

This is the type of application for which you are creating this launcher profile.
You may create this profile for native applications, custom applications or

explore other options as required.

e Native Applications: Generally, Windows applications possessing one
or more drop-downs, text-boxes, password fields and action buttons are
called native applications in Securden. Securden can easily identify the
fields of native windows apps. If you are familiar with the exact values
the fields in your application would hold, you may select the option

Native Apps. SQL server studio is a typical example of a native app.

e Custom Applications: Applications that have a more complex field
pattern can be classified as custom applications. Zoom, Skype, any

other app/web-app are examples of custom applications.
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Open Application: If you wish to simply launch/open an application
without needing to input credentials and other fields in it, you may select

the option Open App.

Autofill on next window: If you want to autofill credentials on active
applications, you can select the checkbox Autofill in the next active
application. Although, while launching a connection using this method,
applications will not be launched. Instead, Securden will autofill
credentials in the next active application window (the window that opens
when you press Alt+Tab). You need to ensure that the appropriate

window is manually launched beforehand and is the next active window.

Important Note: The autofill option simply changes the input focus to the

next active application regardless of its type and autofill the credentials. For

example, if the next active application happens to be a notepad, it will autofill

the credentials there too. So, exercise care in selecting this option. If you are

granting access with ‘Open Connection’ permission to an account, enabling

this option may result in auto-filling credentials (in plain text) on any

application and might potentially reveal the credentials.

Google Chrome/Microsoft Edge: If you wish to launch a chrome or
edge browser you can select this option. Securden auto-fills the fields

known for the Chrome/Edge profile so you can fill the rest with ease.
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Application Identifier/Application file path: This is an important
configuration parameter. You need to specify the name of the custom
application you want to launch (for example, test.exe. The application should
be in the system path) OR the exact file path of the application (for example,
C:\example\testapp.exe). This application should be available on all the client

machines from which users would try to launch the application from Securden.

Arguments (Optional): If the application requires any arguments to be
passed for launch, you may enter the same here. For example, some
applications might require IP addresses to launch the application. In such

cases, you may pass the required value as an argument as shown below:

/h {%ACCOUNT_ADDRESS%}

Input form name: Exact name of the data input form of the application (as

appearing on the Window)

Time Delay for Filling Data: While launching connections, the application
might take time to launch. To handle such scenarios, you can configure time

delay in milliseconds for Securden to start filling the data.

Account Type: This represents the Account Type in Securden. The custom

profile being created, will be applicable only for the selected account type.
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Creating a native app launcher profile

Native app launcher profiles will require you to fill in the order of input data

fields and enter the field value. Each input action has to be defined according

to the order in which they will be filled.

The steps to follow while entering each input action is as follows:

e Firstly, select the field type - this can either be a text field, a button, a
password or a drop-down.
e Then, enter the name of the field that appears on the application.

e Specify Field Value and Select Element

If the field type in your application form is of the type Drop Down you will

have to take care of Element Selection.

Element Selection for drop-down allows you to select the entries from the
drop-down. If you enter the element value as '0’, the first entry in the drop

down will be selected. 1 will choose the second entry and so on.

If the field type in your application form is of the type Text-box you will have

to take care of Specify Value.
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In the case of text fields, you can specify the value to be filled in for the
specific input field. It could be the account name, password, or any other
value. When specifying the value, you have the option to use placeholders as

explained below.
The values for the placeholders will be taken by Securden at runtime:

You may use placeholders for replacing the attributes in the respective field

name in application login page.

{%ACCOUNT_NAME%73} - to be replaced with the respective “Account

name” at runtime

{%ACCOUNT_PASSWORD%7} - to be replaced with the account’s password

at runtime

{%ACCOUNT_ADDRESS%7} - to be replaced with the respective account’s

“IP Address” at runtime

{%ACCOUNT_TOTP%} - to be replaced with the respective account TOTP

token at runtime (if configured)

{%DOMAIN_NAME%} - to be replaced with the domain name of the

mentioned account

{%NETBIOS_NAME®%} - to be replaced with the NetBIOS name of the

account mentioned.
e Specify Time delay

Wherever you want Securden to wait for a few milliseconds before filling the
respective data while launching the application, you may add Time Delay in

milliseconds.
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Once you have defined the Input Data Order, click Save to add the native app
launcher profile in Securden. The native application can now be directly

launched from Securden.
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Creating a custom app launcher profile

Custom app launcher profiles require you to fill in the order of input data fields
and enter the field value, similar to the native app launcher. Each input action
has to be placed according to the order in which they will be filled in the

application.
The steps to follow while entering the input data order is as follows:

e Firstly, select the Action to Perform - This lets you perform actions
like clicking TAB, ENTER, SPACE etc. on the application.
e Then select the Fill Detail operation and specify the value that will be

filled in after the selected action is performed.

e Repeat the input actions in the order that they will be carried out.

You have to carry out these steps for each input action added to the launcher.
Once you have defined the Input Data Order, click Save to add the custom
app launcher profile in Securden. The custom application can now be directly

launched from Securden.
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Launching Remote Connections Using the Custom

Launcher

Once you create the app launcher profile, the custom app launcher will be

available in the remote access drop-down for accounts with the specified

account type.

You can click that and directly launch the connection.

Take connections through Remote Gateway

You can launch custom applications that are added in Securden through a
remote gateway. As a pre-requisite, the account from which the connection is

being launched must be associated with a remote gateway.

Click the checkbox Take connections through the remote gateway.



Native App Custom App Open App Autofill on next window ) Geogle Chrome Microsoft Edge

Application Profile Name

Application Identifier

nput Data Order

Once all configurations are made, you can launch the custom application
through the remote gateway. You can create a Remote Gateway from Admin

>> Remote Sessions and Recordings >> Remote Gateway

Configure an existing app launcher profile

You have the option to clone, edit, or delete a previously created app launcher

profile. This can be done using the action buttons highlighted below.
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Section 9: Customization

Customize Password Vault

You can customize Securden Password Vault to suit your organization’s unique
needs. Securden allows you to create custom user roles, granularly switch on
and switch off certain features, add your company logo, modify the text
appearing at certain places, select the display language of product interface,
and so on. Navigate to Admin >> Customization section to check the

various customization options.

Configurations

Securden lets you comprehensively enable, disable, and configure all the
features that are part of the solution. You can make necessary modifications
to the required features from the Configurations tab available under Admin

>> Customization.

Defaults selection

When importing users from AD or file, what should be the default role?

While importing users from the Active directory, you can assign role to the
users. You have the option to select which role users are imported with.
When you click change, it shows the list of default roles and custom roles
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available. You can choose from the list of roles. The users which gets
imported after changing the role will acquire that role.

While importing user groups from AD/Azure AD, do you want to
configure automatic synchronization with Securden groups?

You can automatically synchronize the user groups in Securden with that of
Active Directory. Automatic synchronization is applicable only for the user
groups imported after saving this configuration. When users are added or
deleted in AD, the same gets reflected here. You can also define the
synchronization interval.

When you click change, a GUI with two options ‘Configure’ and ‘No’ appears.
When you select No, automatic synchronization will be disabled. If you select
‘Configure’

A GUI named ‘Configure Automatic Group Synchronization’ appears. You can
customize the time interval with which the synchronization should happen.
After selecting the time interval click on ‘Save’ to see the changes.

When synchronizing user groups with AD in Securden, do you want to
remove the users (from the group) who remain disabled in AD? If you
select 'No' for this option, the disabled users in AD will only be
disabled in Securden too. They will not be be removed from the
respective group.

Securden allows you to remove the imported users who are disabled in the
Active directory. If you don’t want them to be removed you can just disable
them.

When you click change, a GUI with two options Yes and No appears. If you
select Yes, the disabled users in the Active Directory will be removed. If you
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select No, the disabled users in AD will only be disabled in Securden too. They
will not be removed from the respective groups.

Do you want to receive an email alert on the remaining user license
count (when you can add less than 5 users)?

Securden allows up to 5 free users. You have the option to receive email alert
on the remaining user license when the added user count is less than 5.
When you click change, a confirmation box will appear saying Yes and No.
You'll receive email alerts if you select Yes and if you select No, it will be
disabled.

Do you want to enable hotkeys?

Hotkeys here are nothing but the shortcut keys used inside the Securden UI.
Securden has many hotkeys like ctrl+shift+U for copying account name,
ctri+shift+P for copying password, ctrl+shift+S for opening advanced search

etc.

When you click change, a list with options like Enable for all, Disable for all
and Customize appears. You can enable hotkeys for a custom list of users by
selecting customize. If you select 'Enable’, this configuration will be applicable
only to the users/groups added below. If you select 'Disable', this
configuration will be applicable to all users/groups except the ones added

below.

You can enable hotkeys for a custom list of users. If you select 'Enable’, this
configuration will be applicable only to the users/groups added below. If you
select 'Disable', this configuration will be applicable to all users/groups except

the ones added below.
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Do you want to send email alerts to users on user addition?

Securden sends email alerts to the users upon adding them. It is not

mandatory. If you want to disable it, you can do it in the configuration section.

When you click change, it comes with the dropdown that says Yes and No. If
you want to send email alerts, you can select Yes and if you don’t want you

can select No.

Do you want to send email alerts when users are added in specific

roles?

Securden has the flexibility to send email alerts to specific roles. It is totally

customizable.

When you click change, it shows options like No and Customize. You can
choose from the options given. If you don’t want to send email, you can select
No. If you want to customize, you can select customize and make the required

customization from the respective section.

Do you want to include the username of the creator and the time of

creation as a footer in PDF reports?

Securden allows you to generate reports in the form of PDF. You have the
option to include the username of the creator and the time of creation as a

footer in PDF reports.
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When you click change, a GUI with two options Yes and No appears. If you
want to include the details in PDF, you can select Yes. If you don’t want to

include the details, you can select No.

Password Policy

Would you like to enforce password policy during account addition

and local password resets?

Securden allows you to enforce password policy during account addition and

local password resets.

When you click change, a GUI with two options Yes and No appears. If you
select Yes, password policy will be enforced and if you click No, it will not be

enforced.

You can enforce complexity rules for the passphrase to be used for
offline access. Select a password policy to be enforced for that

purpose.
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Securden allows you to create and enforce the complexity rules for passphrase
to be used for offline access. You have the option to specify and enforce an

existing password policy for the passphrase used to encrypt the offline copy.

When you click change, a GUI named ‘Change Password Policy for Offline
Access’ appears. You have to enter password policy by clicking the drop- down

and click ‘*Change policy’ to enforce them.

RESTful API

Do you want to allow API access for all users?

Securden allows you to have API access for all users. You can disable it for all
and also customize it as desired. All these can be done in the

Admin>>Configurations section.

When you click change, a dialog box with four options ‘Allow for all’, ‘Deny for
all’, ‘Deny for Users & Auditors’ and ‘Customize’ appears. When you select

‘Allow for all’, all users will be allowed access and if you select ‘Deny for all’,
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all users will be denied from using API access. If you select ‘Deny for Users &

Auditors’, only the Users & Auditors will be denied. If you select customize,

You can enable API access for a custom list of users. If you select 'Allow’, this
configuration will be applicable only to the users/groups added below. If you
select 'Deny’, this configuration will be applicable to all users/groups except

the ones added. Click ‘save’ to show changes.

Account Management

Do you want to enforce folder selection while adding/editing

accounts?

Securden allows you to enforce folder selection while adding/editing accounts.
You have the option to enable/disable/customize the folder selection.

When you click change, a confirmation box with three options Enable for all,
Disable for all and Customize appears. If you select enable for all, the folder
selection will be enforced for all the users and if you select disable for all it will

be disabled for all the users.

If you select customize, you can enforce folder selection while adding/editing
accounts for a custom list of users. If you select 'Enable’, this configuration
will be applicable only to the users/groups added below. If you select 'Disable’,

this configuration will be applicable to all users/groups except the ones added.
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Do you want to display the account details page in expanded form by

default?

Securden allows you to display the account details page in expanded form by
default. You can enable display of account details page in expanded form for

a custom list of users.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, It will be
displayed for all users. If you select ‘Disable for all’, it will not be displayed for

anyone. If you select Customize,

You can enable display of account details page in expanded form for a custom
list of users. If you select 'Enable’, this configuration will be applicable only to
the users/groups added below. If you select 'Disable’, this configuration will

be applicable to all users/groups except the ones added.

Do you want to enforce users to provide reason while retrieving

passwords?
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Securden allows you to enforce users to provide reason while retrieving
passwords. If you don’t want to enforce it for all the users and you want to

customize it for specific users/Groups, you can go ahead and do it.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, all users will be
providing reasons while retrieving passwords and if you select ‘Disable for all’,

this option will be disabled. If you select ‘Customize’,

You can enforce providing reason while retrieving passwords for a custom list
of users . If you select 'Enable’, this configuration will be applicable only to
the users/groups added below. If you select 'Disable’, this configuration will

be applicable to all users/groups except the ones added.

Do you want to enforce users to provide reason while launching

remote connections using the remote launch icon

Securden allows you to enforce users to provide reason while launching
remote connections using the remote launch icon. You can disable it and also

can customize it for specific Users/Groups.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’,
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You can enforce providing reason while launching remote connections via the
remote launch button for a custom list of users. If you select 'Enable’, this
configuration will be applicable only to the users/groups added below. If you
select 'Disable', this configuration will be applicable to all users/groups except
the ones  added. Finally click ‘save’ to show  changes.
Do you want to enforce users to provide reason while changing

password?

Securden allows users to provide reason while changing passwords. You can

disable it for all the users and also can customize it for specific Users/Groups..

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears

You can enforce providing reason while changing passwords for a custom list
of users . If you select 'Enable’, this configuration will be applicable only to
the users/groups added below. If you select 'Disable’, this configuration will
be applicable to all users/groups except the ones added. Click ‘Save’ to show

changes.
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Do you want to enforce users to provide a reason while deleting

accounts and folders?

Securden allows users to provide a reason while deleting accounts and folders.
You can disable it for all the users and also can customize it for specific

Users/Groups.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears

You can enforce a custom list of users to provide a reason while deleting
accounts and folders. If you select ‘Enable’, this configuration will be applicable
only to the users/groups added below. If you select ‘Disable’, this
configuration will be applicable to all users/groups except the ones added.

Click ‘Save’ to show changes.

Do you want to allow concurrent access to an account for multiple
users as part of approval workflow? If this is allowed, the account
owner also will be able to view the password and launch a concurrent
remote connection with the device even when another user is using

the password.
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Do you want to display Recently Deleted Accounts by default?

Securden allows users to display Recently Deleted Accounts by default. You
can disable it for all the users and also can customize it for specific
Users/Groups.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears

You can set password change as a default when logging into remote
machines.. If you select 'Allow', this configuration will be applicable only to
the users/groups added below. If you select 'Deny’, this configuration will be
applicable to all users/groups except the ones added. Click ‘save’ to show

changes.

Do you want to restrict the time duration for password access
requests as a part of 'Approval Workflow'? Once configured, users will
have to specify a time duration (in minutes) within the maximum

duration specified
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Securden allows an option to restrict the time duration for password access

requests as a part of 'Approval Workflow'.

When you click change, a GUI ‘Configure Maximum Time Duration for
Password Access’ appears. If you want to restrict time limit, select ‘Restrict
Time Duration’ you can specify the upper limit (in minutes) within which users
can request access for password and if you don’t want, you can select ‘No

restriction’. Click Save changes.

Do you want to deny account addition permission (work accounts) to

the users with roles 'User' and 'Auditor'?

Securden have the option to deny account addition permission (work

accounts) to the users with roles ‘User’ and ‘Auditor’.

When you click change, a confirmation box will appear saying Yes and No.
If you click Yes, users with roles ‘Users’ and ‘Auditors’ will be denied account
addition permission and if you select No, users will not have any such

restrictions.

Do you want to allow users with the roles 'User' and 'Auditor' to

import accounts from files?

Securden allows users with the roles ‘Users’ and ‘Auditor’ to import accounts

from files. If you don’t want you can just disable it.
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When you click change, a confirmation box will appear saying Yes and No.

If you click Yes, users with roles ‘Users’ and ‘Auditors’ will be allowed to
import accounts from files and if you select No, users will not have any such

permissions.

Do you want to allow users with roles 'User' and 'Auditor' to edit the

details of accounts that are shared to them with ‘Manage’ privilege?

Securden allows users with the roles ‘Users’ and ‘Auditor’ to edit the details of
accounts that are shared to them with ‘Manage’ privilege. If you don't want

you can just disable it.

When you click change, a confirmation box will appear saying Yes and No.

If you click Yes, users with roles ‘Users’ and ‘Auditors’ will be allowed to edit
the details of accounts that are shared to them with ‘Manage’ privilege and if

you select No, users will not have any such permissions.

Do you want to allow users (irrespective of the role) to view the
'Password History' of accounts if the share permissions allow them to

view passwords?

Securden allows users(irrespective of the role) to view the 'Password History'

of accounts if the share permissions allow them to view passwords. If you
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don’t want you can just disable it.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears.

You can allow a custom list of users to view 'Password History' of accounts if
they already have view permission. If you select 'Allow', this configuration will
be applicable only to the users/groups added below. If you select 'Deny', this
configuration will be applicable to all users/groups except the ones added.

Click ‘save’ to show changes.

Do you want to deny account sharing permission to the users with the

roles ‘User’ and ‘Auditor’?

Securden have the option to deny account sharing permission to the users

with roles ‘User’ and ‘Auditor’. If you don’t want you can just disable it.

When you click change, a confirmation box will appear saying Yes and No.
If you click Yes, users with roles ‘Users’ and ‘Auditors’ will be denied account
sharing permission to the users with the roles ‘User’ and ‘Auditor’ and if you

select No, users will not have any such restrictions.
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Do you want to enforce selection of a parent folder while
adding/editing folders?

Securden allows you to enforce selection of a parent folder while

adding/editing folders. If you don’t want you can disable it.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears.

You can enforce parent folder selection while adding/editing folders for a
custom list of users. If you select 'Enable’, this configuration will be applicable
only to the users/groups added below. If you select 'Disable', this
configuration will be applicable to all users/groups except the ones added.

Click ‘save’ to show changes.

During folder creation, do you want to enable 'permissions inheritance

from parent folders' by default?

Securden allows you to enable ‘permissions inheritance from parent folders’

by default during folder creation. If you dont want you can disable it.

When you click change, a confirmation box will appear saying Yes and No.
If you click Yes, ‘permission inheritance from parent folders’ will be enabled

by default during folder creation and if you select No, it will be disabled.
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Do you want to enforce 'permissions inheritance from parent folders’,

while creating or editing a folder?

4

Securden allows you to enable ‘permissions inheritance from parent folders

while creating or editing a folder. If you don’t want you can disable it.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears.

You can enforce parent folder inheritance for specific users/groups. You can
do this by selecting the list of users/groups and enable/disable parent folder

inheritance. Click ‘save’ to show changes.

Do you want to restrict users with roles 'User' and 'Auditor' from

deleting the accounts owned by them?

Securden have the option to restrict users with roles ‘User’ and ‘Auditor’ from
deleting the accounts owned be them. If you dont want you can just disable
it.

When you click change, a confirmation box will appear saying Yes and No.

If you click Yes, users with roles ‘User’ and ‘Auditor’ will be restricted from

deleting the accounts and if you select No, it will be disabled.
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Upon clicking a folder in the 'Accounts’ list view, do you want to show

the accounts belonging to its sub-folders?

Securden have the option to show the accounts belonging to its sub-folders
upon clicking a folder in the ‘Accounts’ list view. If you don’t want you can just
disable it.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears.

You can enable viewing of accounts belonging to the sub-folders while clicking
a folder in the 'Accounts’ list view a custom list of users. If you select 'Enable’,
this configuration will be applicable only to the users/groups added. If you
select 'Disable’, this configuration will be applicable to all users/groups except

the ones added. Click ‘save’ to show changes.

Do you want to show the folders tree in collapsed mode on the

'Folders' tab?

Securden have the option to show the folders tree in collapsed mode on the

‘Folders” tab. If you dont want vyou can just disable it.
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When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enabled
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears.

You can apply this setting for specific users or a group alone. Select the names
of users and groups here. If you select 'Enable', this configuration will be
applicable only to the users/groups added. If you select 'Disable’, this
configuration will be applicable to all users/groups except the ones added.

Click ‘save’ to show changes.

Do you want to show the folders tree structure in 'Accounts’ view in

compact form collapsing the entries by default?

Securden have the option to show the folders tree structure in *‘Accounts’ view
in compact form collapsing the entries by default. If you don’t want you can
disable it.

When you click change, a confirmation box will appear saying Yes and No.

If you click Yes, the folders tree structure in ‘accounts’ view in compact form
collapsing the entries by default will be shown and if you select No, it will be
disabled.

Do you want to allow users to add multiple accounts with the same

account title?
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Securden allows users to add multiple accounts with the same account title.

If you don't want, you can just disable it.

When you click change, a confirmation box will appear saying Yes and No.
If you click Yes, users can add multiple accounts with the same account title

and if you select No, it will be disabled.

How long (in days) would you like to keep the recently deleted

accounts before permanently deleting them?

Securden allows an option to keep the recently deleted accounts before
permanently deleting them for a period of time. You can specify the time

period (in days).

When you click change, a GUI appears ‘Recently Deleted Accounts
Restoration’. You can specify the maximum number of days the recently
deleted accounts to be kept for recovery. During this time window, you will
have the option to recover. After that, the accounts will be permanently

deleted. At last, click ‘save’ to show changes.

Do you want the system default folders to be shown on the Accounts

page?

Securden have the option to show the system default folders on the Accounts

page. If you don't want.
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When you click change, a dialog box with two options ‘Yes’ and ‘Customize’
appears. If you select Yes, the system default folders will be shown on the

Accounts page and if you select Customize, a GUI appears

The list of default system folders is shown below. Select the ones that you
want to see on the 'Accounts' page. The greyed-out items in the list cannot be
disabled.

When searching for folders, do you want to include sub-folders in the

search result?

Securden have the option to include sub-folders in the search result when
searching for folders. If you don’t want, you can disable it.

When you click change, a confirmation box will appear saying Yes and No.

If you click Yes, sub-folders will be included in the search result when

searching for folders and if you select No, it will be disabled.

Do you want allow your users to create their own tags while adding

or editing work accounts?

Securden allows your users to create their own tags while adding or editing

work accounts. If you don’t want, you can disable it.

When you click change, a dialog box with three options ‘Allow for all’, ‘Deny
for all” and ‘Customize’ appears. If you select ‘Allow for all’, users will be

allowed to create their own tags while adding or editing work accounts and if
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you select ‘Deny for all’, it will be denied for all the users. If you select

‘Customize’, a GUI appears.

You can enable or disable specific users/groups from creating custom tags.
Disabled users/groups will only be able to utilize existing tags while

creating/editing accounts. Click ‘save’ to show changes.

Do you want to customize the account details displayed in the

'Accounts’ list view?

Securden allows you to customize the account details displayed in the
‘Accounts’ list view. If you don’t want, you can disable it or even customize it.

This can be done in the Admin >> Configurations section.

When you click change, a dialog box with two options ‘No’ and ‘Customize’
appears. If you select ‘No’, the account details cannot be customized in the

‘Accounts’ list view. If you select ‘Customize’, a GUI appears.

You have the option to select/deselect the account details displayed in the
'Accounts' list. The Account Title is displayed by default and cannot be

disabled. Click ‘save’ to show changes.

Do you want to display the account title shown on the web interface

in multiple lines?
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Securden allows you to display the account title shown on the web interface

in multiple lines. If you don’t want to display, you can just disable it.

When you click change, a confirmation box will appear saying Yes and No.

If you click Yes, the account title shown on the web interface will be displayed

in multiple lines and if you select No, it will be disabled.

Remote Connections

When launching remote connections using a domain account, a list of
FQDN/IP addresses will be displayed to which you can connect. Do

you want to show the address of the domain account in the list?

Securden have the option to show the address of the domain account in the
list. When launching remote connections using a domain account, a list of
FQDN/IP addresses will be displayed to which you can connect. If you don't
want, you can disable it.

When you click change, a confirmation box will appear saying Yes and No.

If you select Yes, the address of the list will be shown in the list and if you

want to disable it, you can select No.

When Ilaunching remote connections with specific addresses

(FQDN/IP Address) using a domain account, do you want to display
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the list of permitted account addresses a user has access to?

Securden allows you to display the list of permitted account addresses a user
has access to, When launching remote connections with specific addresses
(FQDN/IP Address) using a domain account. If you don’t want, you can disable
it.

When you click change, a confirmation box will appear saying Yes and No.
If you select Yes, the list of permitted account addresses a user has access to

will be displayed and if you want to disable it, you can select No.

When launching remote connections using a domain account, do you

want to allow users to type the name of IT asset to be connected?

Securden allows users to type the name of IT asset to be connected when
launching remote connections using a domain account. If you don’t want, you

can disable it.

When you click change, a confirmation box will appear saying Yes and No.
If you select Yes, users will be allowed to type the name of IT asset to be

connected and if you want to disable it, you can select No.

Do you want to allow remote Telhet connections? When the Telnet

window is opened, Securden fills the credentials (password might get
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printed on the command window). Telnet protocol has its inherent
security limitations that have limited its usefulness in environments
where the network cannot be fully trusted. The use of Telnet over the
public internet should be avoided as it carries the risk of
eavesdropping. Allow this only after carefully considering the security

aspects.

Securden has the option to allow remote Telnet connections. If you don’t want,

you can disable it.

Do you want to disable any type of remote connections available in

Securden?

Securden allows you to disable any type of remote connections available. If

you dont want, you <can disable it or even customize it.

When you click change, a dialog box with two options ‘No’ and ‘Customize’
appears. If you select 'No’, the option to disable any type of remote

connections available will be denied. If you select ‘Customize’, a GUI appears.

Securden supports various protocols for launching remote connections. You
may enable or disable any protocol as needed. Every connection type listed
below is enabled by default, except Windows Telnet & Putty Telnet

connections.

To disable a protocol, unselect it from the list below.
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If you select to have Telnet connections, you need to additionally enable Telnet
connections from Admin >> Customization >> Configurations >> Remote

Connections. You can select up to five details to be shown in the details list.

Export Accounts

Do you want to allow your users to export their work accounts as .xlsx

file?

Securden allows your users to export their work accounts as .xlIsx file. If you

don’t want, you can disable it or even customize it.

When you click change, a dialog box with three options ‘Allow for all’, ‘Deny
for all’ and ‘Customize’ appears. If you select ‘Allow for all’, users will be
allowed to export their work accounts as .xlsx file and if you select ‘Deny for

all’, it will be denied for all the users. If you select ‘Customize’, a GUI appears.

You can allow a custom list of users to export their work accounts as .xlIsx file.
If you select 'Allow', this configuration will be applicable only to the
users/groups added below. If you select 'Deny', this configuration will be
applicable to all users/groups except the ones added. Click ‘save’ to show

changes.
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Do you want to allow your users to export their personal accounts as

XlIsx file?

Securden allows your users to export their personal accounts as .xlIsx file. If

you dont want, you <can disable it or even customize it.

When you click change, a dialog box with three options ‘Allow for all’, ‘Deny
for all’ and ‘Customize’ appears. If you select ‘Allow for all’, users will be
allowed to export their personal accounts as .xlsx file and if you select ‘Deny
for all’, it will be denied for all the users. If you select ‘Customize’, a GUI

appears.

You can allow a custom list of users to export their personal accounts as .xlsx
file. If you select 'Allow', this configuration will be applicable only to the
users/groups added below. If you select 'Deny', this configuration will be
applicable to all users/groups except the ones added. Click ‘save’ to show

changes.

Do you wish to conceal the password column when users export their

work accounts as .xlIsx file?
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Securden have the option to conceal the password column when users export
their work accounts as .xlIsx file. If you don’t want, you can disable it or you

can even customize it

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all” and '‘Customize’ appears. If you select ‘Enable for all’, the password
column will be concealed when users export their work accounts as .xlIxs file
and if you select ‘Disable for all’, it will be denied for all the users. If you select

‘Customize’, a GUI appears.

You can conceal the password column while exporting work accounts as .xlsx
file for a custom list of users. If you select 'Enable’, this configuration will be
applicable only to the users/groups added below. If you select 'Disable’, this
configuration will be applicable to all users/groups except the ones added.

Click ‘save’ to show changes.

Do you want to allow offline access for your users? If allowed, they

will be able to download their data as an encrypted HTML file.

Securden have the option to allow offline access for your users. If allowed,
they will be able to download their data as an encrypted HTML file. If you don't

want, you can disable it and you <can even customize it.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable

for all’ and ‘Customize’ appears. If you select ‘Enable for all’, your users will
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be allowed offline access and if you select ‘Disable for all’, it will be denied for

all the users. If you select ‘Customize’, a GUI appears.

You can allow offline access for a custom list of users. If you select 'Allow’,
this configuration will be applicable only to the users/groups added below. If
you select 'Deny', this configuration will be applicable to all users/groups

except the ones added. Click ‘save’ to show changes.

Do you want to send a notification email to all approvers when a

request is approved or rejected by a designated approver?

Securden have an option to send a notification email to all approvers when a
request is approved or rejected by a designated approver. If you dont want,

you can disable it

When you click change, a confirmation box will appear saying Yes and No.
If you select Yes, notification email will be sent to all approvers and if you

don’t want, you can select No.

Securden has the option to enable/disable the Securden Agent to be upgraded

automatically. If you don’t want, you can disable it.

Personal

Do you want to allow your users to manage personal accounts?
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Securden allows your users to manage personal accounts. If you don’t want,

you can disable it or even customize it.

When you click change, a dialog box with three options ‘Allow for all’, ‘Deny
for all’” and ‘Customize’ appears. If you select ‘Allow for all’, users will be
allowed to export their personal accounts as .xIsx file and if you select ‘Deny
for all’, it will be denied for all the users. If you select ‘Customize’, a GUI

appears.

You can allow a custom list of users to manage personal accounts. If you select
'Allow’, this configuration will be applicable only to the users/groups added
below. If you select 'Deny', this configuration will be applicable to all
users/groups except the ones added. Click ‘save’ to show changes.

Browser Extension

Do you want to allow automatic submission of credentials for directly

logging in to websites using browser extension?

Securden allows your users to export their personal accounts as .xlIsx file. If

you don’t want, you can disable it or even customize it.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and '‘Customize’ appears. If you select ‘Enable for all’, the password
column will be concealed when users export their work accounts as .xIxs file
and if you select ‘Disable for all’, it will be denied for all the users. If you select

‘Customize’, a GUI appears.
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When accounts are shared with 'Open Connection' permission, do you
want to allow automatic filling of credentials on websites using

browser extension?

Securden allows automatic filling of credentials on websites using browser
extension when accounts are shared with ‘Open Connection’ permission. If
you don’t want, you can disable it or even customize it. This can be done in

the Admin >> Configurations section.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all” and ‘Customize’ appears. If you select ‘Enable for all’, automatic filling
of credentials on websites using browser extension will be allowed and if you
select ‘Disable for all’, it will be denied for all the users. If you select

‘Customize’, a GUI appears.

You can enable automatic filling of credentials on websites using browser
extension when accounts are shared with 'Open Connection' permission for a
custom list of users. If you select 'Enable’, this configuration will be applicable
only to the users/groups added below. If you select 'Disable', this
configuration will be applicable to all users/groups except the ones added.

Click ‘save’ to show changes.

Do you want the Securden browser extension's auto-fill icon to be

present in all input fields of the web pages?
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Securden allows browser extension’s auto-fill icon to be present in all input
fields of the web pages. If you don’t want, you can disable it or even customize
it.

When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, Securden’s
browser extension’s auto-fill icon will be present in all input fields of the web
pages for all Users/Groups and if you select ‘Disable for all’, it will be denied

for all the users. If you select ‘Customize’, a GUI appears.

You can enable Securden autofill icon to be filled in all input fields on websites.
If you select 'Enable’, this configuration will be applicable only to the
users/groups added below. If you select 'Disable’, this configuration will be
applicable to all users/groups except the ones added. Click ‘save’ to show

changes.

Mobile App

Do you want to enable MFA for Securden mobile application?

Securden allows you to enable Multi Factor Authentication for Securden mobile
application. You can disable it or you can also customize it for specific

Users/Groups.
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When you click change, a dialog box with three options ‘Enable for all’, ‘Disable
for all’ and ‘Customize’ appears. If you select ‘Enable for all’, it will be enforced
for all the users and if you select ‘Disable for all’, it will be denied for all the

users. If you select ‘Customize’, a GUI appears

You can enable MFA for Securden mobile application for a custom list of users.
If you select 'Enable’, this configuration will be applicable only to the
users/groups added below. If you select 'Disable’, this configuration will be
applicable to all users/groups except the ones added. Click ‘Save’ to show

changes.

General

Do you want to check the Active Directory port before initializing the
connection with the AD? If yes, specify the time duration in seconds

after which the check times out.

Securden provides an option to check the Active Directory port before
initializing the connection with the AD. You can specify the time duration in
seconds after which the check times out. If you don’t want, you can disable it

or even customize it.

When you click change, a GUI appears. In that, you can specify the time
duration (in seconds) within which a response from the Active Directory

domain controller is expected. Click ‘save’ to show changes.

Do you want to run password verification schedule everyday?
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Securden have an option to run password verification schedule everyday. If

you don’t want, you can disable it.

When you click change, a confirmation box will appear saying Yes and No.

If you click Yes, the option to run password verification schedule everyday will

be enabled and if you select No, it will be disabled.

Do you want to disable local authentication in Securden? In case, you
choose not to allow local authentication, no local user will be able to

login into Securden.

Securden have an option to disable local authentication. In case, you choose
not to allow local authentication, no local user will be able to login into

Securden. If you don’t want, you can disable it or even customize it.

When you click change, a confirmation box will appear saying Yes and No. If
you click Yes, the option to disable local authentication will be enabled and if

you select No, it will be disabled.

Do you want to display 'forgot password' option in Securden login
GUI? In case, you choose not to allow this, no one in your
organization, including the super administrator will see ‘'forgot

password' link.
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Securden allows an option to display ‘forgot password’ in Securden login GUI.
In case, you choose not to allow this, no one in your organization, including
the super administrator will see 'forgot password' link. If you don’t want, you

can disable it or even customize it.

When you click change, a confirmation box will appear saying Yes and No. If
you click Yes, the option to display ‘forgot password’ in Securden login GUI

will be enabled and iif you select No, it will be disabled.

Do you want to customize the footer section for emails generated by

Securden?

Securden allows you to customize the footer section for emails generated. If

you don’t want, you can disable it or even customize it.

When you click change, a GUI appears. In that You have the option to modify
the footer section in emails generated by Securden. You can customize the

existing copyright text and the footer message. Click ‘save’ to show changes.

How long should the web session be active (in minutes) when things

are idle?

Securden allows you to specify the maximum time (in minutes) should the
web session be kept active when things are idle. You have the option to keep

the session active indefinitely too.
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When you click change, a GUI named ‘Change Inactivity Timeout’ appears. In
that, you can choose ‘Keep Active Indefinitely’ if you want to keep the session
alive or choose ‘Specify Session Timeout’ if you want to customize the
maximum time. You have the option to logout the session on closing the
browser. You can select the checkbox if you want to enable it. Click ‘save’ in
the end.

What should be the default date and time display format?

You can define the specific format in which the date and time should be
displayed in the GUI. There is a list of various time and date formats available

and you can choose from it.

When you click change, a GUI with a list of date and time display format
appears. You can choose the desired format from the list. Click ‘save’ to show

changes.

Do you want to disable the Super Administrator role?

Securden has 5 pre-defined user roles which includes user, auditor, account
manager, administrator and super administrator. Super administrator is a kind
of break glass account. They will not have any access control. They will be
able to just view all the data stored in the application. If you don’t want a

super administrator role, you can disable it.
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When you click change, a dialog box comes up with two options ‘enable’ and
‘disable’. If you want a super administrator role you can click enable and if

you don’t want, you can disable it.

Changing the Logo, Theme, and Text

You can replace the Securden logo that appears in the login page and
throughout the GUI with your own Ilogo. Navigate to Admin >>

Customization >> Logo, Theme and Text.

Account Management Customization Security

APl Access Remote Sessions and Recordings

Approval Workflow

Authentication
) Password & Privilege Requests Domain Account - Assets Association

8 Two Factor Authenticati

Privilege Elevation & Delegation

Click on Logo and you can upload your logo which will replace the Securden
logo that appears throughout the GUI. The logo can be uploaded in the PNG

or JPG format.

Login Page Text
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You can change the text that appears on the Securden login screen, including
the product name and description. If you want to display any information or
instructions on the login screen for your end-users or prompt them to agree
to certain terms and conditions related to the usage of the product, you may

do so here.

Click the Admin >> Customization >> Logo, Theme and Text >> Login

Page Text.

Show Instructions/Terms and Conditions

https//localhost:5959/dashboard

Color Theme

By default, Securden web interface follows the green color theme. You may
change it and assign a different color theme by selecting a color below. The
theme you set here will be the default theme for your organization and take

effect for all users. However, end users can overwrite this and can choose a
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theme of their choice for their own views. If any of your users have already

changed their theme, the change you make here will not take effect for them.

—_——
o -
® 0
=3

Click on Admin >> Customization >> Logo, Theme and Text >> Color

Theme

After selecting the theme mode and theme color, click on the Save button.
“Product color theme changed successfully” will be displayed on top of the

screen after it is saved.

Product Language Selection

Securden supports multiple languages, and you can select the desired
language here. The language of the machine in which Securden is installed is
taken as the system default language. From the list of supported languages,
you can select the ones required for your organization. You can then select
one of the languages as the 'default' selection for your organization. When

you do so, all your users will see the product in that language. Individual users
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will have the option to select any language from the list of languages approved

by you.

Navigate to Admin>> Customizations >> Product Language Selection.

The screen will display the languages that are currently supported by
Securden. You will have to select the language from Pick Desired Languages
according to your organization’s requirements. Once the desired language is
enabled, a message “Language Activated Successfully” will be displayed on
top of the screen. When you disable any language, it will display the message
- Language deactivated successfully. End users will get the option to use

one of the languages selected by you.

The languages available and supported by Securden at present are:
e English

e French
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e Deutsch

Then you can specify one of the languages selected above as the System
Default Language. The language selected as default here will appear for all
your users. However, they can later override the default selection and use one

of the languages approved by you.
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Section 10: Security Settings

You can carry out certain security settings to protect the Securden

installation and control access to the interface.

Change the Encryption Key Location

Every installation of Securden is protected with a unique encryption key. By
default, this encryption key is located at <securden installation
folder>/conf/securden.key for evaluation purposes. Securden doesn’t allow
the encryption key and the encrypted data to reside in the same location to
ensure security. Hence, the key has to be moved outside the Securden

installation folder.

Change Encryption Key Location

Securden stores sensitive data in encrypted form in the backend database. As a security best practice, Securden does not aliow the encryption key to be kept along with the encrypted data. In a fresh instaliation, by default, the encryption key is available

as <Securden-Installation-Folder>\conf\securden.key Tt t e field bek b y t d
server, the key should be a server. If

Note: If you hould b ondary T ppli

using multiple application servers architecture. Click he

f the encryption key is not present in the location specified above, Securden server will not start next time
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When deploying the product to production, Securden enforces moving the
key out of the installation folder. The encryption key is essential to start the
Securden server. If the key is not present in the new location, Securden
server won’t start. After moving the key to some other secure location, you

need to specify the new location as explained below:

To specify the new location,

1. Navigate to Admin >> Security >> Change Key location.

2. Specify the location.

3. Click ‘Test’ to check whether the key is found in the specified location.

4. If the floating screen states “Securden encryption key not found in the

path specified”, check if the key is found in the new location.

5. If the encryption key was found in the specified location, A floating screen
will appear containing a message stating Encryption key found in the
path specified.

6. Click Save.

Note: If the server fails to start, you can view the current location of the
encryption key by opening the Securden_key.location file using any text
editor. This file is located at <Securden Installation
folder>/conf/Securden_key.location. You need to have the encryption key in

the location specified in this file for the Securden server to start.



390

IP Address Restriction

Securden gives you the option to control and restrict access to Securden
Server based on the user’s IP address. You can either enter specific IP
addresses or an IP range that is allowed or denied. Users belonging to the
locations or networks that fall only under allowed IP addresses or range will

be able to access Securden.

Enable IP Restrictions

To Enable IP Restrictions, navigate to Admin >> Security >> IP Address
Restrictions >> Enable IP Restrictions and move the toggle Enable IP

Restrictions to green.

Enable IP Restrictions (@D

Here you choose either to allow access or to restrict access.
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Enter one or multiple IP addresses. Each IP address can be entered in a new

line. IP range should be separated by a colon (:).
Examples:

Specific IP: 191.224.1.22

IP Range: 224.1.1.10:224.1.2.10

CIDR notation: 192.168.1.30/24

Note:

e Exercise care while enabling IP restriction. When you allow access toc
ertain IPs, users belonging to those IPs/ranges alone will be allowed to
access Securden. On the other hand, when you restrict access to certain IPs,
users belonging to those IPs won't be able to access Securden. A wrong
selection here could lead to unintentionally restricting access to genuine

USErs.

e Accessing the Securden web interface in the host where the product is

installed will always be allowed. It cannot be restricted.

Finally, click Save. The settings will take effect only after restarting

Securden VaultService.

Block Access through API, Extensions, Mobile
Apps

Securden allows you to block and filter access to its server from extensions,

API, and mobile applications. Once you block any such access, a connection
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could not be established with the Securden server from browser extension or
APIs or mobile apps as per the setting below. This setting will take effect for
all users, including the super admin globally. You can change this setting

anytime as desired.

To block access, navigate to Admin >> Security >> Block Access.

Browser Extensions RESTful APIs Mobile Apps

Access through browser extensions Access through APIs enabled. Click to Access thraugh mobile apps enabled
enabled. Click to block acce block access Click to block access

Lo Lo Lo

You can block access through browser extensions, APIs, or mobile apps by

moving the green toggle to red.

You can change this setting anytime as required
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Section 11: Emergency Access Settings

Configure Emergency Access

Emergency access, as the name implies, is used in highly critical and urgent
situations. For instance, imagine the scenario when an administrator who has
access to an IT resource is away and your team requires immediate access to
the device. The emergency access feature helps in this scenario to gain access

in a hassle-free manner with a well-defined workflow.

How does emergency access work?

You can enable a designhated list of users as ‘Emergency Access Users’ allowing
them to access all passwords (work accounts) stored in Securden, breaking
the usual access controls during emergency situations. When an emergency
access requirement arises, any of the designated users will first declare
emergency and get access after the predefined mandatory waiting period. In

the meantime, all administrators will be notified of the situation.

Configuring emergency access

To configure emergency access, navigate to Admin >> Emergency Access

>> Configure Emergency Access.



Dashboard

Notifications # SAMLSSO

i Event Notifications J Ticketing System High Availability

8 Expired Password Rotation

Maintenance & Upgrades

Emergency Access

Product Upgrades

Restricted Access Over the Internet

=%l Certificate-based Authentication

In the GUI that opens, you can designate the users who should get the
emergency access privilege. You can define the maximum time duration until

which the user should have emergency access.

As an additional control, you can define a mandatory waiting period (in
minutes) until the person should wait before gaining emergency access. All
administrators will be notified when someone wants to gain emergency

access.

Move the toggle Enable Emergency Access to turn on emergency access.
You will see two options namely, All users and Specific users. As the name
itself implies, All users option grants the emergency access privilege to all
the users. On the other hand, if you want to grant the privilege only to certain
specific users or groups of users, you need to choose the option Specific

users.
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@ Privileged Account Manager Qv

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Emergency Access Configurations

Enable Emergency Access (@D

When you choose the Specific users, you need to select the users or groups
from the list. You can define the maximum duration up to which a user can
avail emergency access. Specify the duration in minutes. As a security best
practice, to guard against any possible misuse of the provision, you can
enforce a mandatory waiting period for anyone to gain access after breaking
the glass. During this window, notifications will go to all administrators, who
can revoke access if any suspicious motive is found. You can define the waiting

time in minutes. After configuring these values, click Save.

The above steps complete the emergency access configuration. The
configuration done by one administrator has to be approved by another
administrator. The approval can be done from the same page in the GUI. When
another administrator logs in, the link to approve or reject the request will be

visible as shown below.

How to initiate emergency access?

When an emergency access requirement arises, the designated user(s) can

initiate the access from Admin >> Emergency Access >> Initiate



396

Emergency Access. In the GUI that opens, the user has to justify why
emergency access is needed. As per the emergency access configuration, the

user will get access.
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Section 12: Disaster Recovery Settings

Database Backup

To ensure uninterrupted access to passwords even in the unlikely event of a
disaster, you can take a backup of the entire database and store it in a secure
location. If something goes wrong with the existing installation, you can do a
quick recovery of data. Backup can be taken anytime on-demand and at

periodic intervals by creating a scheduled task.

Configuring Backup

To configure database backup, navigate to Admin >> High Availability >>
Database Backup section in the GUI. There are two options to choose from
when scheduling a backup. You can choose to take a backup once whenever

required or at periodic intervals.

If you want to take a backup instantly, you can click on Backup Now. If you

choose Take Backup Once, follow the steps below:

1. Select the date and time when you want to take backup once.

2. If needed, change the backup destination from its default location by
providing the destination folder path. When the backup file is to be
stored in another machine, you can specify the network path to that
destination.

3. Specify the maximum number of backups to be retained in that
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location. For example, if you specify this as 5, only the most recent 5 backup

copies will be retained. Click Save

If you choose Take Backup Periodically’, follow the steps below to create a

scheduled task:

1. Choose the date and time of the first backup.

2. Thereafter, you can schedule backups on an hourly, daily, weekly, and
monthly basis. Choose an option between ‘Hours’, ‘Days’, ‘Weeks’, and
‘Months” from the drop-down menu. Specify the number of

hours/days/weeks/months in the adjacent space.

3. If needed, change the backup destination from its default location by
providing the destination folder path. When the backup file is to be stored in

another machine, you can specify the network path to that destination.

4. Specify the maximum number of backups to be retained in that location.
For example, if you specify this as 5, only the most recent 5 backup copies

will be retained.

5. Click Save

Disabling the Database Backup

You can use the disable option to delete an already existing backup schedule

along with its configurations.

Important Note: Every installation has a randomly generated, unique

encryption key, using which sensitive data are encrypted and stored in the
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database. By default, the encryption key is located at <Securden-Installation-
Folder>/conf/securden.key. Securden doesn't allow the encryption key and
encrypted data to reside together. It has to be moved to some other location.
When you start the Securden server, the key should be available in the path
specified every time. Otherwise, the server won't start, and you won't be able

to access the passwords.

This encryption key is needed to restore the data from the backup copy. If
you don’t have the encryption key, data cannot be restored. Ensure that you

have a copy of the encryption key for disaster recovery.

Steps for Data Recovery

In the event of a disaster, you can restore the data and the configurations

from a backup file.

Important Note: The backup data is encrypted using the same encryption
key as the original. For data restoration, Securden requires access to the

encryption key.

Ensure the key is available at the location specified in the current(new)
installation of Securden. By default, the encryption key is located at

<Securden-Installation-Folder>/conf/securden.key.

You can also identify the current location of the encryption key by navigating

to Admin >> Security >> Change encryption key location, and hovering
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the pointer over the “i” icon (or) Open the file named Securden_key.location
using a text editor. This file can be found at <Securden installation

folder>/conf/Securden_key.location

To Recover the backed-up data, follow the steps below

e Install Securden in a new machine without disturbing the existing
installation.

e Stop the Securden server.

> Open services.msc

> Navigate to Securden Vault Service.

> Stop the service.

e Open Command Prompt by clicking on *‘Run as Administrator’.
e Navigate to <Securden-Installation-Folder>/bin.

e In the cmd window, use the following command.

> RestoreDatabase.exe <enter the full path of the backup file>

> Example: RestoreDatabase.exe
C:\ProgramFiles\Securden\Password_Vault\exports\PostgreSQL_Backups\Se
curden_postgresql_ db_backup_2019-05-22-11-48-22.zip

e Start Securden Vault service from services.msc. (You can safely
ignore the other service named Securden Web Service, which is

automatically taken care of).

Backup of Passwords as an Encrypted HTML File
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As an additional backup option, super administrators can take a backup of all
passwords in the form of an encrypted HTML file. These HTML files can be
opened using a web browser. A passphrase has to be provided at the time of
configuring the schedule. This passphrase will be used as the encryption key.
Whenever the file has to be opened, the passphrase has to be supplied. The

passphrase is not stored anywhere.

The encrypted HTML file contains work accounts only. The personal accounts
of the users cannot be backed up. As mentioned above, only super
administrators can create the schedule. Administrators can view the schedules

created by a super administrator.

To configure backup of passwords as an encrypted HTML file, navigate to
Admin >> High Availability >> Password Backup (Encrypted HTML file).
You will see options to configure backup once or periodically. You can also
specify the location where the encrypted HTML file should be stored and in the
case of periodic backup, how many copies to be retained. If you specify 5, the

most recent five backfiles will be retained.
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Section 13: High Availability

[High Availability configuration steps are also available as separate guides for
the default PostgreSQL as the backend database and optional MS SQL server

as the backend separately. You may refer to them if needed.]

Configure High Availability

Securden comes with High availability architecture to ensure uninterrupted
and a reliable supply of credentials. Configuring High Availability (with
PostgreSQL database as the backend) To configure high availability in

Securden Password Vault, 2 or more servers have to be deployed.

1. Primary server with bundled PostgreSQL database.

2. One secondary standby server with bundled PostgreSQL database.
3. One more application server without a database (optional).

Securden uses an active-active approach to high availability support. A
primary server and a secondary server will be active at the same time and will
have their own databases. In the event of a primary server going down, users
can connect to the secondary standby server. Additionally, any number of

application servers can be deployed for load distribution.

Two types of secondary servers can be deployed and both have different use

cases. You may choose one of the options below:
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Case 1: Automatic failover with active standby. When the secondary server
is deployed as a standby server, the database will be replicated and
periodically synchronized with the primary server database. You will be able
to enable automatic failover only when one of the secondary servers deployed
is of this type. Only one such server can be deployed and it has to be deployed

in the same subnet as the primary server for the automatic failover to work.

Case 2: Load distribution using application servers without database. You can
also deploy a secondary server as an application server without a database.
The secondary server will only have the securden application installed and not
a database. Since there is no separate database other than the one in the
primary server, automatic failover will not be possible. This type of secondary
server is useful when you need to deploy more than one secondary server. It
is mainly used for load distribution by ensuring no single server bears too

much demand and reduces application response time for users.

Notes

1. For automatic failover to work, the database port (5858) of the standby
server must be accessible from the primary application server. Also, ensure

that the standby server is in the same subnet as that of the primary server.

2. The primary and secondary servers must be running the same version of
Securden. Navigate to User Details (User icon at the top right corner) >>
About >> Version to check the current product version. Contact Securden

Support if you need any assistance.

Pre-requisites: A primary server with Vault up and running and using the
bundled PostgreSQL database. Refer to our installation guide to install the

application.
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Summary of Steps

Step 1: Setting up a secondary server

Step 2: Configuring High Availability in the primary server.

Step 3: Downloading and Transferring the high availability package.
Step 4: Configuring the Secondary server.

Step 5: Verifying the high availability setup

Step 1: Setting up a Secondary Server

1. Identify a machine that would act as a secondary server. Consider the

current Securden Password Vault installation as the primary server.

2. Install Securden Password Vault on the chosen machine. Refer to our

installation guide if you need help with the installation process.

Note: Make sure both the machines are running the same version of Securden

Password Vault.

Navigate to User Details (On the top right corner) >> About >> Versionto
check for the current product version. Contact Securden Support for any

Assistance.

Step 2: Configuring HA in the primary server
1. Navigate to Admin>> High Availability in the GUI of Securden Password

Vault in the primary server.
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2. Click the ‘Configure Secondary Application Server’ button and enter the

following details regarding the secondary server.

Server Identifier - Provide a name that helps identify the secondary

application server.

Address - hostname/ IP address of the machine where the secondary server

instance has been installed.

Secondary Type - Two types of secondary servers can be deployed:
Application server without database and Standby Server. Select Standby and

click Save.

STEP 3: Downloading and deploying the high availability
package

1. Once the details of the secondary server have been saved, a pop-up with
the title ‘Download and Deploy the High Availability Package’ will appear in

which you will have an option to download the package as a zip file.

You can also download the package from the main High Availability GUI too.
Navigate to Admin >> High Availability >> High Availability. In this GUI
you will have the download option right next to the secondary server in the

server list.

2. Transfer the downloaded zip file to the secondary server.

STEP 4: Configuring the secondary server

1. Stop the server if it is running. Open windows service manager (run

services.msc) and stop Securden Vault Service.
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2. Put the High availability package under the “<Securden Installation

folder(Secondary)>/bin” directory.
3. Open Command Prompt with administrator privileges and navigate to the
“< Securden Installation folder(Secondary)>/bin” directory.

Then execute the following command: ApplyHAPackage.exe-<Secondary

server Identifier>.zip
4. Securden secondary server shares the same encryption key as the

primary server.Ensure the location of securden.key as mentioned in

“<Securdensecondary installation folder>/conf/securden_key.location” is

accessible from the secondary server. (You can open securden_key.location

with any text editor)

5. Start the service again on the secondary server. To start the service, open
Windows service manager (run services.msc) and start Securden Vault

service.

Securden High availability setup is now ready.

STEP 5: Verifying High availability

1. Navigate to admin>>High availability in the GUI of the primary server.

2. Check the status column for the secondary server. If the status shows

“Running”, It means high availability is available working properly.
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Deploying additional secondary application servers
without DB (Optional)

You can deploy any number of secondary application servers without
database. You need to deploy additional servers only if you need to distribute
the load between multiple servers. To deploy additional secondary application
servers without database, follow Step 1 through Step 5 again and except for

“Standby” as secondary type in Step 2, select “"App server without DB”

Troubleshooting Tip

Status column for the secondary shows “Data sync in progress” for a long time

or Data replication to standby stopped.

Solution

This issue can occur when the database port (5858) of the primary server is
not accessible from the secondary standby server or vice-versa. Run the

following Telnet commands to verify these connections:
In secondary server: Telnet <primary server address> 5858
In primary server: Telnet <secondary server address> 5858

If these two connections are not working, you should be able to resolve it by
creating an inbound firewall rule to allow access to the database port in both

primary and secondary standby servers.

To add an inbound rule,

1. Open “Windows Defender Firewall with Advanced security”
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2. Go to Inbound Rules and select New Rule. Add the following rule.
3. Rule Type: Port

4., Protocols and Port: TCP, 5858

5. Action: Allow the connection

6. Profile: Domain, Private, Public

7. Name(Example): TCP5858

8. Click Finish

Configuring High availability with MS SQL Server
as the Backend Database

To configure High availability in Securden Password Vault you will need two or
more application servers and a database server with MS SQL server installed.
Securden enables the configuration of multiple application servers for high
availability. You can configure any number of application servers as a measure
to ensure high availability. In the event of the primary server going down,

Users can connect to a secondary server.

To provide high availability for the Database, you need to set up your MS SQL

server database with SQL clustering or AlwaysOn High availability groups.

Prerequisites: A primary server with Securden Password Vault and MS SQL
database should be installed and kept running. Refer to our Installation guide
to install the application. You can refer to the Optional: Change Backend
database to MS SQL server section in the document to set up an MS SQL

Server as the backend database.
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Summary of Steps

Step 1 Setting up a secondary server

Step 2 Configuring High Availability in the primary server.

Step 3 Downloading and Transferring the high availability package.
Step 4 Configuring the Secondary server.

Step 5 Verifying the high availability setup

STEP 1: Setting up a Secondary Server

1. Identify a machine that would act as a secondary server. Consider the
current Securden Vault installation as the primary server.

2. Install Securden Password Vault on the chosen machine. Refer to the
installation guide if you need help with the installation process.

Note: Make sure both the machines are running the same version of Securden

Vault. Navigate to User Details (On the top right corner) >> About
>> Version to check for the current product version. Contact Securden

Support for any assistance.

STEP 2: Configuring HA in the Primary Server

1. Navigate to Admin>> High Availability in the GUI of Securden
Password Vault in the primary server.

2. Click the ‘Configure Secondary Application Server’ button and
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enter the following details regarding the secondary server.

a. Server Identifier - Provide a name that helps identify the
secondary application server.

b. Address - hostname/ IP address of the machine where the

secondary server instance has been installed.

STEP 3: Downloading and Transferring the Download
Package

1. Once the details of the secondary server have been saved, a pop-up with
the title Download and Deploy the High Availability Package will appear

in which you will have an option to download the package as a zip file.

You can also download the package from the main High Availability GUI too.
Navigate to Admin>>High Availability>> High availability. In this GUI you will

have the download option right next
to the secondary server in the server list.

2. Transfer the downloaded zip file to the secondary server.

STEP 4: Configuring the secondary server

1. Stop the server if it is running. Open windows service manager (run
services.msc) and stop Securden Vault Service.
2. Put the High availability package under the

“<Securden Installation folder(Secondary)>/bin” directory.
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3. Open Command Prompt with administrator privileges and navigate to
the"“< Securden Installation folder(Secondary)>/bin” directory.

Then execute the following command: ApplyHAPackage.exe-<Secondary

server Identifier>.zip

4. Securden secondary server shares the same encryption key as the
primary server.

Ensure the location of securden.key as mentioned in “<Securden
secondary installation folder>/conf/securden_key.location” is
accessible from the secondary server. (You can open
securden_key.location with any text editor)

5. Start the service again on the secondary server. To start the service, open
Windows service manager (run services.msc) and start Securden Vaultservice.

Securden High availability setup is now ready.

STEP 5: Verifying High availability

1. Navigate to admin>>High availability in the GUI of the primary server.
2. Check the status column for the secondary server. If the status shows

“Running”, It means high availability is available working properly.

Troubleshooting Tips

Issue: The secondary server fails to start after startup.
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Solution 1:

Make sure both the machines are running the same version of Securden
Password Vault. Navigate to User Details (On the top right corner) >> About
>> Version to check for the current product version. Contact Securden

Support for any Assistance.

Solution 2:

Verify the location of the encryption key in the secondary server. Whenever
Securden is run, the key should be accessible to the server. Otherwise, the
server won't start. Securden secondary server shares the same encryption
key as the primary server. Ensure the location of securden.key as mentioned
in “"<Securden secondary installation folder>/conf/securden_key.location” is
accessible from the secondary server. (You can open securden_key.location

with any text editor)

Solution 3:

Database port (1433) of MS SQL and web server port (5959) should be
accessible from the secondary server. Run the following telnet commands in

your secondary server to verify the connections
Telnet <database server address> 1433
Telnet <primary server address> 5959

If any of the ports are inaccessible, you can resolve it by creating an inbound
firewall rule for that particular port in the primary server or the database

server.



4

13

To add an inbound rule,

1

2.

. Open “*Windows Defender Firewall with Advanced security”
Go to Inbound Rules and select New Rule. Add the following rule.
. Rule Type: Port

. Protocols and Port: TCP,<Port Number>

. Action: Allow the connection
. Profile: Domain, Private, Public
. Name(Example): TCP5959

. Click Finish
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Section 14: Reports

Securden Password Vault provides comprehensive reports for detailed insights
on password management and user activities. The easy-to-understand graphs
and tables display activity status and summaries related to password

management.

Click the Reports tab and select your preferred report to proceed. The reports

are broadly classified into four categories namely:

. Standard Reports
. Concise Reports

. Password Security Analysis

R W N R

. Exported Reports

Standard Reports

Insights related to accounts stored

Account Access Report

To access this report, navigate to Reports >> Standard Reports >>

Account Access. The account access report shows ‘who’ are all linked to a
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particular account along with ‘how’ many of them share that account. The

various access entitlements given to the shared users are also displayed.

In the Summary, the number of accounts are displayed categorically and on
the other side the bar-graph further highlights the most active accounts during
a month. The data shown in the graph includes password retrievals, remote

connections launched and password auto-fills on websites.

When you click on any bar on the graph, it specifies the account address,

account title and their level of usage.

Account Access Report Report Cxport:  Laport v Schedule Dxport | Last generated on 01 Feb 2021 10:45 . Downlosd a3 POF m

Summary Most active accounts dunng the past 30 days (i

o T NTTT

Trace accounts/folders shared with users or groups

From the Access Snapshot, you get the list of accounts present in the product.
Once you click on a particular account, you get the details of users who have

access for that account. When an account is shared at multiple levels (such as
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account/folder with user or group), Securden follows the least privilege

principle in showing the account.

When sharing occurs at multiple levels, at times, you might want to check how
the sharing has actually taken effect - how a user is getting access to an
account. Account Access Report helps you trace all the levels in which the
account has been shared. It tells you the share permission that is effective at
present and shows all the other share permissions disregarded as per the least

privilege principle.

You may use Reports >> Account Access Report for this purpose. Based
on this finding, you would be able to take corrective action in case of any

deviations.

Trace the sharing mechanism

When an account is shared ot multiple fevels (such s scoount/folder with user of groupl Securden follows the least
priviiege principly i thowing the sccount. When sharng octars ot multiple levels, a2 Tenes, you might want 10 chech
how the sharng has actually tahen effect This report helps you t1ace all the levels o which the sccount has bews
shated, B el you the shace permession Bhat is efective at prrsent and shows all the cther share permuasions
dareganded a3 per The least privilege prnciple

The specific sharing level that has taken effect

R AL
Account Ttk

POt Adwren Account




417

Access Snapshot

When you click on the Account title, the page navigates to the Access
details screen. The access details screen shows the modes of privileges

assigned to the user; Manage, Modify, View and Open Connection.

Account Access Report Repoet Export:  Export » Schedule Export | Last generated on 01 Feb 2021 10:45 - owrdoad a8 POF m

Access Snapshot

L] Showing 110250 56 25

Account Activity Report

To access this report, navigate to Reports >> Standard Reports >>
Account Activity. The report indicates about the activities performed on any
particular account. The screen displays a graph that shows account access
during the past week and a piechart that specifies the type distribution. The
type distribution throws light upon the number of activities performed on the

account.
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The Activity Snapshot, through the search filter, enables you to view the string

of activities performed on the accounts in a brief manner.

Account Activity Report Report Export:  Expoet w thedude Exgont m

Accounts access duning the past 7 days (i Type distnbution

Al

Activity Snapshot

Once you click on an account, you will get a detailed report on the usage,
access, and activities related to that account. The screen shows Password
usage statistics and Account usage statistics from which you can see details
about password retrievals, remote connections launched, and password auto-
fills on websites. Account Activity displays the details of users who have

carried out activities on the account, along with the reasons involved.

@ Frivileged Account Manager v av

Account Activity Report Report Export: Export v | Schedule Export | Last generated on 08 Sep 2022 08:54 Download 05 PoF | [[EY Preview Por m

Activity Snapshot

- m Showing 11025 of 136

bunt 4174146104
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ge, access and activities related to this account are depicted in the form of reports here

Password usage statistics Account usage statistics G

Account Activity

>om Showing 1108 of 8

Password Compliance Report

To access this report, navigate to Reports >> Standard Reports >>

Password Compliance.

The passwords that do not comply with the IT policy of the organization are
reported. Securden aids in checking the passwords of the account with the
respective password policies and represents the compliance status in the
report. Accounts which are excluded from any policy are not included in the

report.

The report showcases the summary which includes the number of passwords
in the three categories namely, Total Passwords, Compliant Passwords,

and Non-Compliant Passwords.
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The bar graphs and pie charts show us the comparison between Compliant
and Non-compliant passwords, Users and Non-compliant passwords
respectively. The Non-compliance analysis further lists the policies which are
deviated in the password generated. The search filter enables users to locate
the accounts whose passwords violated the complexity requirements. The
complexity requirements that were not satisfied by the account are displayed

in the reason column.

0 Privileged Account Manager Qv a v

Dashboard

Password Compliance Report Report Export:  Export » Schedule Export m
Total Passwords 127 ompliant Passwords 69 Non-Compliant Passwords 58
Compliant vs Non-compliant passwords Users vs. Non-compliant passwords Non-Compliance Analysis

Minimum length violation a5
Password containing username 36
Inadequate complexity 44
Presence of denied characters 0
- Presence of denied words 0
Not starting with an alphabet 4

Accounts whose passwords violate complexity requirements

> om Showing 1 to 58 of 58 100V

The expiration dates can be noted for the accounts from the Compliant

passwords table.
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Password Compliance Report Report Export:  Export = c 1 | < Back |

Accounts whose passwords violate complexity requirements

om Showing 1 to 58 of 58

Password Expiry Report

To access this report, navigate to Reports >> Standard Reports >>

Password Expiry.

Securden checks the passwords of your accounts against the respective
password age set through policies and depicts the expiry status in this report.

Accounts not linked to any policy are not included in this report.

The graph in the GUI gives the update on passwords expiring in seven days.
The three sets of tables, Expired Passwords, Passwords that will expire
in seven days, Passwords set never to expire give information about

account details along with expiration dates and notes if any.
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9 Privileged Account Manager o v

Dashboard Accounts

Password Expiration Report Report Export:  Export + schedule Export m
ecuiden checks the passwords of your accounts against the respective password age set through policies and depicts the expiry status in this report. Accounts not linked to any policy are not included in this report
Summary Passwords Expiring in 7 Days
Total d 127
pired [ 26
is set 10 expir 98
1 ) 0

Expired Passwords

] Showing 1 to 25 of 26

Analysis of user access and activities in Securden

User Access Report

To access this report, navigate to Reports >> Standard Reports >> User
Access. The ‘'User Access Report’ provides you organization-wide
information on the list of access entitlements for a specific user. You can select
any user and view the information. The user access report is the inverse

version of Account Access reports.
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Q Privileged Account Manager Av Av
Accounts Folders sers Admin
User Access Report Report Export:  Export v Schedule Export | Last generated on 08 Mer 2021 07:25 Download as POF ﬂ Preview PDF m
his report depicts thy list of all ts a particular user has \ k the respect ble bek th d
Summary Role distribution Users vs. Account Ownership
All users 62 .
Local Users 23 \ l' ot
o
Active Directory Users 34 emo Role
2

Access Snapshot

] Showing 1 to 50 of 64

Q Privileged Account Manager Qv A v

Dashboard Accounts Folders

User Access Report Report Export: Export v | Schedule Export | Last generated on 08 Mar 2021 07:25 [ Download as por | [ Preview por m

Access Snapshot

" Showing 1 to 50 of 64 v

trat le@ofgem k
t hel ofges k
akth
dito anjay@securden. com
C Dem ouse!
F Special Agent hyamsenthilg925@gmail.co

How is the user getting access to an account?

When an account is shared at multiple levels (such as account/folder with user
or group), Securden follows the least privilege principle in showing the
account. When sharing occurs at multiple levels, at times, you might want to
check how the sharing has actually taken effect - how a user is getting access

to an account.
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You may use Reports >> User Access Report for this purpose. Under the
Access Snapshot, you get the details of users along with the accounts they
have access to. Once you click on a username, you will be directed to a page

that shows account usage statistics, and access details of that user.

If you are taking a User Access Report, click the name of the user (listed under
Access Snapshot) who has access to an account you want to verify. Then click

the required account name under Access Details

v Privileged Account Manager

Dashboard Accounts

Securden Administrator

Summary Account Usage Statistics G Most Accessed Accounts G

o 8

Accounts shared with this user 2

Access Details

Showing 110 25 of 115

110.172.187.17 -

You will see a pop-up that shows Trace the sharing mechanism. It shows
details regarding the account’s access. Based on this finding, you would be

able to take corrective action in case of any discrepancy.
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Trace the sharing mechanism

been shared. It telis you the share permission that is effective at present and shows all the other share permissions
distegatded as per the least privilege principle.

The specific sharing level that has taken effect

Account ownet
Account Title

A, Admini

This account has been shared at the following levels too. These levels have been disregarded:

@  Folder owner

Folder Name Username Share Type

User Activities Report

To access this report, navigate to Reports >> Standard Reports >> User
Activity. The User Activity Report depicts the activities performed by users in
Securden. Click the respective username in the activity snapshot table to view
the access details. The two bar graphs in the GUI display the frequent logins
and usage of accounts during a 30-day time period. The Activity Snapshot
further gives us more details about the user, their role along with their email
id.
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Q Privileged Account Manager

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

User Activity Report Report Export:  Export v SChas Procat m

is report depicts the activities perfoimed by users in Securden. Click the respective username in the table below to view the access details

Frequent logins to Securden during the past 30 days Users vs. Most accounts access during the past 30 days G

Activity Snapshot

Q Privileged Account Manager

Dashboard Accounts Gioups

Sessions

User Activity Report Report Export:  Export v schedule Export m
Activity Snapshot

mn Showing 1 to 50 of 64

To get a user activity report, click on a username present under Activity
Snapshot, and then you will be directed to a page that displays account usage
statistics, user activity, account activity, groups that the user belongs to,

directly shared folders, and group shared folders to that particular user.
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@ Frivileged Account Manager Qv 3 v

Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin

Securden Administrator m

Account Usage Statistics G Most Accessed Accounts G

S\

User Activity

m Showing 1 to 25 of 6777

Concise Reports

Concise Reports provide you ‘to the point’ information on specific topics. For
example, if you want to know the list of passwords that were changed during

the past X number of days, the concise reports will get you the details quickly.

0 Privileged Account Manager

Dashboard Accounts Folders ' Groups Sessions

Standard Reports oncise Reports Password Security Analysis Exported Reports

Account Management User Management
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Concise reports consists of different categories:

Account Management

The account management section deals with the list of accounts and password
related matters. This includes violation of password complexity requirements,

password policies and expiry duration etc.,

User Management

The user management section deals with the list of many user activities. This
includes inactive users, super admins, disabled users, users part of group and

those who are not part of any groups.

My Accounts

This section deals with the list of accounts:
1. Owned by you

2. Shared by you

3. Shared with you

Folder Management

The folder management section deals with a list of folders owned, shared by
you, not shared with anyone and also folders for which approval workflow has

been enforced.
My Folders

This section deals with a list of folders:
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1. Owned by you
2. Shared by you

3. Shared with you

Password Security Analysis

Work Account Analysis

To access this report, navigate to Reports >> Password Security Analysis
>> Work Accounts Analysis.

Securden carries out a comprehensive analysis of various passwords used by
you and provides an independent strength assessment. It classifies the
passwords into four categories - Weak, Vulnerable, Fair, Strong. The reason
for the respective classification is also presented, using which you can take
remedial measures to strengthen the passwords. The report pertaining to the

passwords owned by you will be presented on the screen.
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e Privileged Account Manager Qv

Accounts 13 Groups

Work Accounts Analysis m

Cumulative Strength Weak Vulnerable Weak passwords distribution by type G
Fa ng
P

The cumulative strength password indicates the overall strength of the various
passwords in terms of the percentage. The bar graph of weak passwords
distribution by type depicts a quick summary of the weak passwords belonging
to different account types. The types that have the most nhumber of weak

passwords are also displayed on the screen.

Q Privileged Account Manager

Dashboard Accounts Folders Groups

Work Accounts Analysis m

35 40 2 59 17 75 60

All Passwords

Showing 1 to 100 of 106
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The hexagons display the category of password (such as breached passwords,
less complex passwords, reused passwords, etc.,) and show the table with
account details and strength score of the password (in percentage). The score
column further tells us which criterias have been satisfied by that password

and gives a detailed password analysis for each account.

test account 2

Account Name admin

ferer e anan u

FQDN/IP Address oracle-db (oracle-db)

Password Analysis

Password doesnt contain sequential characters
assword is not reused
ot a commonly used password

@ Not found in the breached passwords list

Personal Account Analysis

To access this report, navigate to Reports >> Password Security Analysis

>> Personal Accounts Analysis.

This report keeps track of the personal account passwords and provides an

analysis about the activities performed with those accounts.
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g Privileged Account Manager

Dashboard Accounts Folders

Personal Accounts Analysis m

Cumulative Strength Weak passwords distribution by type (i

100%

Exported Reports

To access these reports, navigate to Reports >> Exported Reports. You
can view the reports already exported in various formats and download them.
The different types of reports which were already exported are displayed here
along with the date of download and the user who generated it. Click on

Configure Export Location to change the location for the exported reports.
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@ Frivileged Account Manager

Gioups

Standard Reports Concise Reports Password Security Analysis Exported Reports

You can view the repoits aleady exported in various formats and download them

SRR "Rl Configure Export Location Showing 1t0250f27 25 V

Download / Preview

Report Name Generated By Date
ities on Accounts Report (PDF Administrator 10 Apr 2023 06:08 & B
Account Access Report (PDF) n Administrator 23 Mar 2023 15:52 v B
Processes Inventory (PDF) n Administrator )9 Jan 2023 17:13 v B
indows Accounts Dependencies Report (XLSX Securden Administrator 02 Jan 20231318 &
Windows Accounts Dependencies Report (XLSX Secuiden Administrator 02 Jan 20231317 &
Windows Accounts Dependencies Report (CSV) Secuiden Administrator 02 Jan 2023 1313 &
Activities on Accounts Repoit (PDF Securden Administrator 04 Nov 2022 09:30 & B
Windowe Accounte Dependencies Report (POF) Secuiden Adminietiator 07 0ct 20221025 v B v
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Section 15: Miscellaneous

Change Database

If you want to change the backend database to MS SQL Server, you can
change your backend database from the default PostgreSQL to MS SQL server.
When you change the backend, you will be starting afresh - that means, your
existing data in PostgreSQL will not be migrated. To change the backend
database from the default PostgreSQL to MS SQL Server, follow the steps

below:

e Stop Securden Vault ervice from services.msc (in the machine in
which Securden is installed)

e Navigate to <Securden Installation Folder>/bin folder and execute
ChangeDatabase.exe and in the GUI, supply SQL instance name,
database name, username, and password to connect to the database.

e Now, start the Securden Vault Service from services.msc (you may
ignore the other service named Securden Web Service, which is
automatically taken care of)

e Connect to the web interface https://<local-host>:5959 (or)
https://<host-name>:5959

e Clear browser cache
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Store Encryption Keys on Securosys HSM

You can configure an HSM device and store the Securden encryption key for
additional security. HSM is an encrypted, security-hardened device used for
storing, generating, and rotating encryption keys. You need to provide certain
details of your HSM device and configure it before storing the Securden

encryption key in your HSM device.

Prerequisite: You need to take a backup of your entire database along with

the encryption key before starting the HSM configuration process.

Step 1: Stopping the Securden Vaultservice on Primary and

Secondary servers
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Navigate to services.msc and Stop the Securden Vault service. If you have

configured secondary application servers in your organization, you need to

stop the Securden Vaultservice on all the secondary servers.

Step 2: Configuring the HSM

Navigate to <Securden installation folder>/bin and locate

ConfigureHSM.exe.

Open ConfigureHSM.exe and provide the following details:

1.

HSM Provider Name: The name of your HSM provider. You can select

Securosys from the drop-down menu.

. DLL File Path: Securden integrates with your HSM provider through

their primus.dll file. You need to specify the location of this file in this
field.

. HSM Slot ID: The partition in which the Securden encryption key should

be stored.

. HSM Slot Password: The credential required for accessing the HSM

and storing the encryption key in the slot mentioned above.

. Encryption Key Label: The name with which the Securden encryption

key should be stored in the HSM.

Once the required details are provided, click Configure.

Important:

After configuring the HSM,
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1. The entire database will be decrypted using your current key and

encrypted using a new key which is stored in your HSM.

2. You need to take a fresh backup of your database since your previous

backup copies cannot be restored, since the encryption key is different.

3. If you had configured secondary servers of any type before configuring
the HSM, they would not work as intended after the process is
completed. This is because of the encryption key mismatch between the
primary server and the secondary server. You need to re-configure all
secondary servers (Remote distributors and high availability servers)

and deploy the application server package once again.

4. Securden primary and secondary servers share the same HSM keys. You
need to ensure that HSM keys (hsm_1l.key, hsm__2.key, and

hsm_3.key) are located in the default (Securden\conf) folder.

Browser Extensions

Securden provides browser extensions to facilitate auto-fill of credentials on
websites and web applications. When you create new accounts on websites,
the same can be added to Securden without leaving that website. You can
view accounts, passwords and also launch connections with websites from
within the browser extension. Securden server should be running in the
background for the browser extension to work. Extensions are available for

Chrome, Firefox, and Chromium-based Edge browsers.
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Navigate to Admin >> General >> Browser Extensions to download the

extensions.

Browser Extensions Blacklist URLs Mark as ‘Never Save' Input Field Mapping for Everyone Input Field Mapping for Myself

‘. Chrome e

(\

Installation workflow

The steps to install different browser extensions are given below:

Chrome

e You may download the chrome extension directly from the GUI.
Alternatively, you may copy and paste the following URL into your browser's

address bar:

https://chrome.google.com/webstore/detail/securden/efdfjhpgndb
mnbihmegnpkeeiabjmcoh

e Select the 'Add to Chrome' menu to download and install the extension.
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e The Google Chrome browser permissions window will ask for your consent
to gain the necessary permissions to do various operations. Click Add

Extension.

e You will see the message 'Securden has been added to Chrome'. You can

start using the extension.

Firefox

e You may download the chrome extension directly from the GUI.
Alternatively, you may copy and paste the following URL into your browser's

address bar: https://addons.mozilla.org/enUS/firefox/addon/securden/
e Click the 'Add to Firefox' menu to download and install the extension.

e The Mozilla Firefox browser permissions window will ask for your consent to

gain the necessary permissions to do various operations. Click 'Add'.

e You will see the message 'Securden has been added to Firefox'. You can

start using the extension.

Chromium Edge
e You may download the chrome extension directly from the GUI.
Alternatively, you may copy and paste the following URL into your browser's

address bar: Securden - Chrome Web Store (google.com)
e Select the 'Add to Chrome' menu to download and install the extension.

e The Chromium Edge browser permissions window will ask for your consent
to gain the necessary permissions to do various operations. Click 'Add

Extension'.
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e You will see the message 'Securden has been added'. You can start using

the extension.

In addition to installing browser extensions, you can do certain configurations

related to the usage of the extensions.

Blacklist URLs

Once you install the extension, whenever you create a new account/password
on a website, it usually prompts you to add the accounts to Securden
inventory. There might be requirements where you wouldn't need certain
accounts to be added to Securden. You can handle such scenarios through the
blacklist URLs option.

This option Securden allows you to add (and delete) specific URLs that are not

to be stored in Securden through the browser extension in your organization.

Navigate to Admin >> General >> Browser Extension >> Blacklist URLs
page and click the Add button.



Browser Extensions Blacklist URLs Mark as 'Never Save' Input Field Mapping for Everyone Input Field Mapping for Myself

c m B oeee Showing 010000 25 v

Showing 010 0 of 0 v n

Once this is configured, no one will be able to save accounts in Securden with
the specified URLs.

Mark as Never Save

This feature is similar to the Blacklist URL option and allows you to define
specific URLs that are not to be stored in Securden through the browser
extension. While the Blacklist URLs option takes effect globally across the
organization for all users, the ‘Never Save’ option is user-specific and doesn'’t

affect the entire organization.

Typically, the URLs that are marked not to be saved in Securden (setting you

will see in the extension) will be listed on this page.

Navigate to Admin >> General >> Browser Extension >> Never Save

page to manage such URLs.
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¥ Privileged Account Manager Qv Qv

Accounts Folders ser: Sessions

Browser Extensions Blacklist URLs Mark as 'Never Save' Input Field Mapping for Everyone Input Field Mapping for Myself

You can add specific URLS
be able to save accou

nization. This can be configured from the browser extension. This setting is user-specific and takes effect for you. Once this is configured, you won't

> w 23 Showing0t000f0 25 v

Showing0to0of0 25 v n

You can add specific URLs that are not to be stored in Securden through
browser extension in your organization. This can be configured from the
browser extension. This setting is user-specific and takes effect for you. Once
this is configured, you won't be able to save accounts in Securden with the

specified URLs using Securden browser extension.

Moving Securden Installation from One Machine
to Another

If you want to move the Securden installation from one machine to another
(for example, moving a test setup to production), you may follow the steps

below:

Prerequisite: Securden installation is guarded by a unique encryption key.
When you move the installation, you need to take care of the key as well. The
new installation would require the key. By default, the encryption key is

available as <Securden-Installation-Folder>\conf\securden.key. In
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production instances, we enforce changing the key location. If you have
changed it from Admin >> Security >> Change Encryption Key

Location, you need to ensure that the key is present in the location specified.

To move Securden from one server to another follow the steps below.
e Stop the "Securden Vault Service" from services.msc

e Copy the entire Securden installation folder

e Paste it on the new server

e Open a command prompt, run with admin privileges, and navigate to

<Securden Installation Folder>/Password_Vault bin folder
e Execute the command SecurdenServicelnstaller.exe install

e Start the "Securden Vault Service" from services.msc
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Section 15: Product License Key

You can apply the Securden license key and get information about the existing

license from Admin >> General >> License section.

@ Privileged Account Manager Qv v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
Q Search
; Automatic Approval Policies B3 Application Server i

&5 syslog for SIEM
%) Unix Connector

Notifications & SAMLSSO
3 Event Notifications 53 Ticketing System High Availability
(& Password Expiration Notification £} Database Backup
" General
>z Account Expiration Notification {1 High Avaitability
B Mail Server Settings
A Breached Passwords Identification &3 Passwords Backup (Encrypted HTML File

@ Proxy Server Settings
8 Expired Password Rotation

5> Browser Extension Maintenance & Upgrades
Emergency Access @ Securden Server Connectivity @ Product Upgrades

2 Coutim Crmumicy Aoy

Restricted Access Over the Internet

%) Centificate-based Authentication

In the License details page, the following details are displayed:

9' Privileged Account Manager Qv 2 v
Dashboard Accounts Folders Users Groups Audit Sessions Reports Admin
min > License
License Details

Customer Name

Contact Name

Product Secuiden

Edition Standard

License Type Registeied

User Limit 10

Active Users 6

Remaining Users 4

Status Expites on 09 Apr 2024 00:0¢
Apply License

Browse
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Customer Name: The name of the organization for which the product is
licensed

Contact Name: Contact person within the company

Product: The name of the product purchased from Securden.

Edition: Product edition name

License Type: This indicates if you are a registered user or if you are using

the trial version.
User Limit: The number of users that can be onboarded into Securden.

Active Users: The number of users that are currently onboarded into the

solution.
Remaining Users: The humber of users who can be added into Securden.
Addons: Product addons, if any.

Status: The number of days until expiration is displayed here. To add a new
license, you can use the browse button to search for that license and upload

the same
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