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Introduction 

 

This document explains how you can go about discovering, enumerating, 
and then carrying out our local administrator rights removal for your users. 
It also covers the pre-requisites necessary for each operation and 
troubleshooting tips for any issues you may face. 

 

Management of Local Admin Rights  
 

Gaining visibility of admin accounts across the organization helps with 
compliance as well as enforcing least privilege by eliminating unwanted 
administrative accounts. 

To remove the administrative user accounts on computers you would first 
need to discover all the local administrator accounts on all the endpoints 
and servers.  

Once discovered, the details of these accounts are populated in EPM. You 
can view these accounts and then carry out admin privilege removal 
through multiple available options.  

 

This document is divided into three sections: 

 

A) Discovering local accounts across endpoints 

 

B) Viewing the list of local admin accounts 

 

C) Removing local administrator accounts 

 

 

 

 

 



A) Discovering local accounts across endpoints 

Discovering the local administrator rights across systems in your 
organization can be done in a couple of ways in Securden EPM. You can 
implement one or both options based on your requirements. 

 

1) Through the Securden Agent – Primary method for both domain 
and non-domain computers 

You can discover accounts directly through the Securden Agent. You can 
configure the agent to discover all the accounts present in the endpoint 
periodically and populate its details in Securden EPM. 

 

2) Through AD - For domain computers only 

This can be done by discovering computers through AD and then 
populating the accounts in them. This requires establishing WMI 
connectivity with endpoints. 

 

Discover local admin accounts through EPM Agents 

 

To discover devices, capture the list of local administrator accounts on each 
computer, elevate and delegate privileges, you need to deploy Securden 
agents on servers and endpoints. The agent takes care of elevating the pre-
approved applications and processes for standard users. The agent also 
allows users to request temporary access to applications/ temporary full 
admin access.  
 
Pre-requisites:  
 

• You need to enable the following configuration: “What are the entities 
you would like to enumerate and populate from the Local Admin 
Group upon installing the Securden agent?“ from Admin >> 
Customization >> Configurations and choose to enumerate the 
entities you require. 

 
 
 



 
 
You need to set a time interval for the Agent to fetch changes from Admin 
>> Customization >> Configurations 
 
“Securden agent can fetch the latest changes from the server periodically 
at a specified interval. Would you like to set that time interval (in minutes) 
here?“ 
 
 
 

 



The Securden agent will fetch changes from the server based on the time 
interval mentioned here.  
 
For example: If you have set it to 30 minutes, the agent will query the 
server every 30 minutes and carry out its tasks accordingly. 
 
Deploy the Securden Agent  
 
Securden agent can be deployed in two ways: 
 
You can deploy Securden agents on endpoints and servers either manually 
or in bulk using Group Policy Objects. 
  

Agent for Windows Machines 

 
Navigate to Computers >> Windows Agent to download the agents for 
32-bit, 64-bit MSI and install them manually in the remote machine. 
 
 

 
 

 

 

 



Agent Installation Using GPO 

 
1. Connect to the domain group policy editor (gpmc.msc from Domain 

Controller) 
2. Select all the OUs/Groups that contain the computers (endpoints and 

servers) in which agents must be installed. 
3. Create a GPO for the selected OUs/Groups 
4. Add InstallAgent.vbs as a startup script in the GPO with the following 

parameters:  
 
MSIPATH = Location of the MSI file (accessible to all the endpoints and 
servers) 
SERVER = Name of the host (FQDN / DNS) where Securden server is 
running  
PORT = Securden server port 
 
Example 
/MSIPATH:"\\SECURDEN-SERVER\Executable\SecurdenAgent.msi" 
/SERVER:"SECURDEN-SERVER" /PORT:"5151" 
 

5. Securden Agent will be deployed on the computers (endpoints and 
servers) during the next restart. 
 

Discover local admin accounts from AD (Active 
Directory) 
 

You can connect with your active directory, to discover and import all the 
computers in your domain and the accounts present in them. 

 

Pre-requisites: 

• AD Reachability – The active directory must remain connected to 
Securden. 

 

• If the users are restricted from logging in from multiple computers, 
login permission should be allowed from the Securden server. 

 



• WMI Access must be enabled on all machines. You can refer to ‘WMI 
Access Document’ to learn how this must be set up. 

 

• You need to keep the following configuration enabled under Admin 
>> Customization >> Configurations - While importing or 
synchronizing computers from Active Directory, do you want to 
validate the computers? If you select 'No', all the computer names 
will be shown, irrespective of whether they are actually existing or 
not. 

 

 

 

Once you satisfy the prerequisites, you can continue with the discovery 
process. To run discovery, navigate to Accounts >> Computers >> 
Discover Accounts. 

 



 

 

Securden scans the active directory in Windows servers to obtain the AD 
domain's OUs, Groups, and Computers. Along with them, the local admin 
accounts are obtained.   

 

Computer discovery is a two-step process. The very first step is to 
establish connectivity between Securden and the Active Directory. Then, 
the required OUs, groups, computers can be selected and imported into 
Securden. The steps are explained in detail below.   

 

Step 1: Establish Connectivity with Active Directory 

To establish connectivity, you need to furnish details of the Active 
Directory domain.  

 



 

 

FQDN/IP Address 

To establish connectivity with the AD domain, you need to specify the 
FQDN/IP address of the domain. The FQDN/IP can be supplemented with 
secondary IP addresses to establish connectivity in cases where the primary 
addresses are not working. 

 

Connection Mode 

You can specify the mode of connection (SSL/Non-SSL) between Securden 
and the AD domain. If you select SSL mode, you need to ensure that the 
domain controller is serving over SSL in port 636. Additionally, the 
certificate of the domain controller should be signed by a certified CA. If 
the certificate is not signed by the CA, you can import all the certificates 
that are present in the root certificate chain (the certificate of domain 
controller and all the intermediate certificates if any). 

 

Supply Administrator Credentials 

You need to supply administrator credentials to enable Securden to scan 
the members in the domain. You may enter the username and password 
manually for the first time. The username and password specified will be 
stored in Securden for subsequent import attempts. 



Step 2: Select the required computers and Import. 

 

 

 

Once you click Import, the discovery will run for some time and the 
summary of accounts/computers imported will be displayed. 

 

 

 

Details such as the number of accounts and computers imported, and 
accounts synchronized are displayed.  

 



Configure Periodic Synchronization of Accounts, 
Endpoints, and Servers  
 

You can create a scheduled task to keep the accounts in Securden in 
synchronization with those in the AD. Accounts imported from specific 
OUs and Groups can be periodically synchronized. When accounts get 
added to or removed from the OUs/Groups in AD, the changes get 
reflected here. 

Navigate to Accounts >> More Actions >> Configure AD Sync 
section to perform this step.  

 

 

 

In the window that opens, select Synchronize Once or Synchronize 
Periodically.  

If you choose to synchronize once, you need to specify the time and date 
for scheduling the activity.  

 



 

 

If you choose to synchronize periodically, you need to specify the time 
and date for the first synchronization and the frequency of subsequent 
synchronizations. 

 

 

 

Troubleshooting Tips 

Issue: One or more devices remain unreachable when running discovery 
on a distributed network. i.e., Error: Computer not reachable. 

Possible cause 1: WMI service is not running on the remote computer, or 
the user might not have permission to access WMI services. 



Troubleshooting:  

Try starting WMI on the target computer. Follow the steps below:  

1. Open the command prompt and execute the command net start 
winmgmt [/<switch>].  

2. Use credentials of an administrator or a member of an administrator 
group to run WMI. 

 
Possible cause 2: Port 135 not opened on the remote computer.  

Troubleshooting:  

Navigate to Windows Firewall >> Advanced Settings and create a new 
Inbound rule to open port 135. 

 

Issue: Username or Password Incorrect 

Possible Cause: When you provide the IP address, Securden can query 
the AD domain and check whether the specified credentials are correct. If 
they are found to be incorrect, then the error message is displayed.  

 

Troubleshooting Tip:  

Provide the correct set of credentials for accessing the AD. The account 
should at least have READ permission in the AD.  

If you want to randomize the passwords of accounts discovered at the 
time of discovery, you need to provide the credentials of an account with 
password reset and verification privileges. By default, a domain admin 
account carries all the required privileges. If providing a domain admin 
account for running Securden is not desired, you can use a standard user 
account and delegate the required privileges manually in AD. 

 
 
 
 
 
 
 
 



B) Viewing the admin accounts discovered 

You can view the admin accounts on computers through multiple options 
in the interface. The Securden Agent and AD synchronization contribute to 
populating the details of this report. 
 
 
1) View the administrator accounts report 
 
You can view the list of administrators from the analysis report. Navigate 
to Reports >> Standard Reports >> Admin Rights Analysis >> 
Local Administrator Accounts to access this report. 
 

 
 
You can get the complete list of administrators from this report.  
 



 
 
 
2) View the admin accounts on domain computers from 
the Computers tab 
 
For domain computers, you can view the admin accounts in them from 
Computers >> Select a domain computer >>Local Administrators. 
 

 
 



3) View the admin accounts on non-domain computers 
from the Computers tab 
 
For non-domain computers, you can view the admin accounts in them 
from Computers >> Select a non-domain computer >> User 
Accounts 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



C) Removing the local admin accounts 

 

This can be done in two ways: 

1) Remove admin privileges on individual computers 

1) Granularly remove admin privileges 

 

1) Remove admin privileges on individual computers 

To remove the administrators from computers individually, you can do it 
from the Computers tab, for both domain and non-domain computers. 

 

 

 

2) Granularly remove admin privileges 

You have the option to remove admin privileges granularly. This option is 
very flexible and can be used to remove admin rights in bulk.  

Navigate to Privileges >> Remove Privileges 



 

 

In addition to removing local admin privileges, this GUI allows you to 
remove users from any group on devices and add them to a different group. 

 

 

 

This option is quite flexible and helps you manage the admin rights of any 
number of users on any number of computers with a single click. 

 



Step 1: Selecting Target Users 
 

You need to specify the users for whom you want to manage privileges. 
You have two options going forward. 

Option 1: Select All users - and filter between local users, domain users, 
and domain groups. 

Option 2: Individually include/exclude specific users/user groups. This 
option allows you to add users who haven't been onboarded in Securden. 

 

 

 

Step 2: Selecting Target Devices  
 

Specify the computers on which rights are to be managed for the users 
selected in step 1. You have two options going forward. 

Option 1: Select all computers. Note: This only includes the computers 
that have the Securden agent installed on them. 

Option 2: Select specific computers/computer groups. 



 

 

Step 3: Specify Source Groups 
Selected users might be a part of groups with admin privileges in the 
selected devices. Specify the groups from which the selected users are to 
be removed. You have three options going forward. 

Option 1: Remove from 'Administrators' group - This option allows you to 
remove the selected users from the local administrators group. 

Option 2: Remove from specific group(s) - This option allows you to select 
a specific privileged group from which the selected users will be removed. 

Option 3: None - Select this option if you do not want to remove users 
from any group. 

 

 



Step 4: Specify Destination Group 
Specify the groups to which users removed in Step 3 are to be added into. 
You have three options going forward. 

Option 1: Add to the ‘Users’ group - This option allows you to add the users 
removed into the default ‘Users’ group, making them standard users with 
no admin privilege. 

Option 2: Add to a specific group - This option allows you to add the users 
removed into a specific group/groups of your choice. Select the groups 
where you wish to add the users. 

Option 3: None - Select this option if you do not want to add the users 
removed from group(s) specified in Step 3 to any other group(s). 

 

 

Once you’ve selected and specified all the required options, click on 
Proceed. 

The selected users will be added/removed for specific/all devices based on 
your configurations. 
 

Post-Configuration Process 
 
Once the admin privilege removal is configured from the web-interface, 
the task of carrying out the changes is assigned to the Securden Agent. 

The Agent processes the changes and removes the admin accounts as per 
the configuration. 



You have the option to check the status of admin right removal under 
Privilege Management Trails from the Reports tab. 
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