WMI Access For All Users

This document outlines giving WMI access to domain member local users for Securden
through GPO. It includes the following steps,

Step 1: Open ‘Group Policy Management’ (gpmc.msc)
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Step 2: Right-Click on ‘Group Policy Objects’ and select ‘New’. ‘New GPO’ popup will open,

give a name for the new GPO.
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Step 3: Once the GPO is created, go to ‘Security Filtering’
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Step 4: Remove ‘Authenticated Users’ and add ‘Domain Computers’ under ‘Security

Filtering'.
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Step 5: Right-Click on the domain and choose ‘Link an Existing GPO". In case if you would

like to link specific to a particular OU, you can right-click on that OU and choose ‘Link an

Existing GPO".
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Step 6: Choose the newly created GPO.
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Step 7: Go to the ‘Links’ column of the created GPO.
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Step 8: Right-click on the link created and choose ‘Enforced’.
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Step 9: Right-click on the link created and choose ‘Edit’.
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Step 10: Navigate to ‘Computer Configuration >> Policies >> Windows Settings >>
Scripts(Startup/Shutdown) >> Startup’ and choose properties.
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Step 11: Go to ‘Powershell Scripts’ tab and choose ‘Add’.
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Step 12: Download wmi-enable.txt from the below link and rename it with the extension
(wmi-enable.psl1)

https://drive.google.com/file/d/10bMt27b5FI6ERNt5uBhhWcem5nTe79MjJE/view?usp=sharing

Users
Jelegation Script Parameters:
PP.LOC w
Browse X
<« Machine » Scripts » Starty, v [J] Search Startu 2
P! P p
m)
Name Organize = MNew folder E- W @
~
# Startup A Name Date modified Type Size
=] Shutdown 7+ Quick access
|4 WMI-Enable.ps1 04-04-2022 19:32 Windows PowerS... 2KB
[ Desktop -
ipts.
Download:
Startup Properties ; ownloads
Documents
Scripts  PowerShell Scripts =] Pictures P
E Windows PowerShell Startup Scripts for WMI System32
Users
[ This PC

3D Object:
Name Parameters - Vet

B Desktop

Documents

; Downloads

D Music

v
File name: (WMI-Enable.psl "| Al Files h

For this GFO, run scrpts in the following order Cancel
Nat corfigured ~

i ;l PowerShell scripts require at least Windows 7 or Windows Server
2008 R2

Show Files.

Cancel


https://drive.google.com/file/d/10bMt27b5FI6RNt5uBhhWcm5nTe79MjJE/view?usp=sharing

Step 13: Save the ‘Startup Properties’ window.

3 Group Policy Management
5 File Action View Window Help
=25 X6 H

5, Group Policy Management WMI Enable for Local Users
W A Forest: PP.LOC Scope  Detalls Seftings Delegation

~ Domains
%ﬁg PPLOC Links
EEI Default Domain Policy Display links in this location: FP.LOC
524 WMI Enablé EE - )
s [&] Domain Co S| Group Policy Management Editor
> ,:B Group Polic. File  Action View Help
)L‘-,'WMIF\Iters**'& I§|n
> [[F] Starter GPO;
> l'_‘a Sites :EJ WMI Enable for Local Users [PD(
c—ra Group Policy Modg v A Computer Configuration Startup Name

:E, Group Policy Resul v [ Policies
» [7] Software Settings
~ ] Windows Settings
» [] Name Resolution Description:
|2 Scripts (Startup/5H | Contains computer startup scripts,

Display Properties ) Shutdown

> Sy Security Settings Startup Properties ? X
>yl Policy-based QoS
5[] Administrative Templ Scripts  PowerShell Scripts
> [7] Preferences
w ﬁa User Configuration E Windows PowerShell Startup Scripts for WMI Enable for Local
5 [ Policies Users

> [7] Preferences

Parameters

For this GPO, run scripts in the following order:
[ Net corfigured ~]

~
W

Extended A’Standard /

1 ) PowerShell scripts require at least Windows 7 or Windows Server

2008 R2

ok |[ canca

|| ooty |




Step 14: Navigate to ‘Computer Configuration >> Windows Settings >> Security Settings
>> Restricted Groups'.
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Step 15: Right-click on ‘Restricted Groups’ and click ‘Add Group'.
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Step 16: Give the group name as 'Distributed COM Users'.
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Step 17: Distributed COM Users Properties dialog will appear. Click ‘Add’ button under
‘Members of this group’
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Step 18: Give ‘Authenticated Users’ in the ‘Add Member’ dialog and save it.
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Step 19: Changes related to GPO have been done. Steps 19 & 20 are optional, it explains
that we can now check whether its’ been propagated to the end machine. Open cmd as
Administrator on the end machine and execute the command ‘gpupdate /force’.

EX Administrator: Command Prompt
Microsoft Windows [Version 18.86.
Microsoft Corporation. AlL r

C:\Users\Administrator.PP>gpupdat
Updating policy...

Computer Policy update has completed
User Policy update has completed sucq

T |
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Step 20: Execute ‘gpresult /v’ to ensure GPO has been applied on the end machine.

C:\Users\Administrator.PP>gpresult /v

‘R) Windows (R) Operating System Group Policy Result tool v2.8
Corporation. All rights reserved.

Created on [ 85-] 84-] 2622
RSOP data for PPVAAministrator on PDM

Configuration: Member Server

Version: 18.8. 283

Site Name: Default-First-Site-Name
Roaming Profile: N/A

Local Profile: C:\Users\Administrator.PP
Connected over a slow link?: No
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COMPUTER SETTINGS

CN=PDM, CN=Computers ,DC=PP,DC=L0OC

Last time Group Policy was applied: 85-84-2822 at 88:13:41
Group Policy was applied from: PDC.PP.LOC

Group Policy slow link threshold: 588 kbps

Domain Name: PP

Domain Type: Windows 2888 or later

Applied Group Policy Objects

WMI Enable for Local Users
Default Domain Policy

Step 21: Once the GPO changes are pushed to the end machines, the ‘Authenticated Users’
addition to 'Distributed COM Users’ will be applied but the Powershell script will be executed
on the next startup of the end machines.



